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1. S6 hiéu mang AS Numbers

S6 hidu mang ASN (Autonomous System Number) 1a s6 thuong duge dung trong cac thi

tuc dinh tuyén dong trén mang Internet. ASN c¢é gia tr1 doc 1ap véi dia chi IP. Néu nhu viée
dinh tuyén trén mang dugc thyc hién dua trén dia chi IP nhu da thue hién trong cac thu tuc
dinh tuyén kidu cii (static, rip ...) thi viéc duy tri duge bang dinh tuyén cho mét mang ¢& 1én
nhur Internet 1 mét didu khéng twdng, Bén canh d6 vide tong hop cac dia chi clia cac mang con
lai thanh 1 dia chi mang ¢& 16n hon (summary) dua trén dia chi IP cling s& rat phirc tap (do ¢6
thé trong mét khu vie ¢6 nhidu ving dia chi IP khac nhau khéng lién tiép). Viée dua ra mot
phuong phap téng hop khac téng quan hon va don gian hon s& lam cho vide dinh tuyén tré nén
dé thiee hién hon. ASN duoc duwa ra dé phuc vu muc dich nay. Véi mdi khu vuc, hoic mét td
hgp cac may chi cin dinh tuyén co thé duoc téng hgp lai thanh mét hé théng goi la mot
"autonomous system" va trong cac hé théng din tuyén s& chi dugc bidu thi bang mét ban ghi
véi ASN trong tmg, khong phu thude vao viing dia chi IP ton tai trong hé théng do.
Véi s phat trién manh mé& cia mang Internet ngay nay, sé lugng cdc mang con phat trién rit
nhanh, bang dinh tuyén diy da cta Internet & bi 16n 18n véi tde d6 rat cao va c6 kha ning lam
tran bd nhé ciia cac thiét bi dan duong. Do d6é da sé cac nha cung cap dich vu mang di théng
nhat st dung mét quy tic dinh tuyén chung, hién tai la st dung thu tuc dinh tuyén dong BGP-4
(Border gateway protocol version 4). Mudn str dung dugc BGP4 cho dinh tuyén déng (dic biét
quan trong khi mang c¢6 nhidu duong din ndi ra bén ngoai, va khi mudn dan tuyén theo chinh
sach riéng - con goi 1a policy routing) thi ngudi quin tri mang can phéi yéu ciu cac td chire ¢o
quyén quan Iy cip phat cho mét s hidu mang. S5 hidu mang nay phai 14 duy nhét trén Internet,
va tuan thi theo cac quy dinh cip phat cia IANA va cac t6 chire quan 1y khu vire.

2. ASN 2 byte va ASN 4 byte

Cung v6i su phat trién cta Internet, cling giéng nhu IPv4, ASN 2 byte (cé gia tri nguyén tir
0 — 65536) nhanh chong can kiét, theo dur bdo thong ké ciia cac td chirc quan 1y tai nguyén
qube 1&, thoi didm can kiét ngudn tai nguyén ASN 2byte nim trong khoang thoi gian tr 2010
and 2016. Do d6 can thiét phii mé rong ngudn tai nguyén s6 hidu mang tir 2 byte 18n 4 byte.
Khéng gian ASN 4 byte ¢o gia tri nguyén tir 0 - 4,294,967,295 dam bao dap tmg dugc nhu ciu
phat trién mang Internet trong tuong lai.

3. L# trinh chuyén ddi sang sir dung ASN 4byte

Tir ngay 01/01/2007 dén 31/12/2008: Céc t6 chirc quan 1y mic dinh cip sé hiéu mang 2
byte. S6 hiéu mang 4 byte dwoc cip phat khi thanh vién ¢ yéu ciu riéng.



Tir ngay 01/01/2009 dén 31/12/2009: Cac t6 chirc quan 1y mic dinh cip sé hidu mang 4
byte. $6 hidu mang 02 byte dugc cap khi thanh vién ¢6 ydu ciu riéng. Dac biét, tir ngay
01/7/2009 dn 31/12/2009, d&é duoe Ce’ip s hiéu mang 2 byte, thanh vién phai chirng minh dugc
it nhat 01 nha cung cip dich vu cip trén ctia minh khéng hd tro sé hiéu mang 4 byte.

Tir ngay 01/01/2010: Hoan toan khong c6 sy phan biét giita s6 hidu mang 2 byte va s hiéu
mang 4 byte. Céc t6 chirc quéan 1y chi cip phét s6 hidu mang 4 byte.

4. Cich biéu dién ASN 4 byte

Mot sé hidu mang 4 byte ¢6 thé duoc bidu didn dudi hinh thire s6 thap phan thong thudng
ASPLAIN nhur <8061051> hodc duoi dang <gia tri thap phan cia 16 bit cao. gia tri thip phan
ctia 16 bit thap> ASDOT nhu <123.123> khi chuyén déi tir $6 hidu mang ¢6 gia tri thap phan
no6i trén sang. Ngoai ra, mdt ASN 4byte con cé cach biéu didn khdac it thong dung hon do 1a
ASCOLON (123:123).

5. Téac déng ciia viée chuyén sang sit dung ASN 4 byte t6i Internet noi chung

V& co ban, vide chuyén ddi sang ASN 4 bytes s& khong lam gian doan Internet. Céc t6 chirc
di va dang str dung s6 hidu mang 2 bytes cii khéng can ddi sang str dung s6 hidu mang 4 byte.
Tuy nhién, c6 mdt tic dong nhod lién quan dén khia canh hoat dong cia cac thiét bi dan dudong

trén mang nhu phén tich tai cac néi dung tiép sau day.

6. Tac dong cia sw thay d6i ASN 4 byte dén BGP
Giéi thiéu chung

Su chuyén déi ASN 2byte sang ASN 4byte chi anh huéng téi vide dinh tuyén st dung
BGP. Khi chuyén ddi tir ASN 2byte sang ASN 4 byte s& ¢ sy giao thoa gitta hai hé thong sir
dung ASN 2 byte va ASN 4 byte trong giai doan chuyén giao. D6 1a khi khéi tao mét BGP
session va BGP update message gitta mgt BGP sir dung ASN 4 bytes va mdt BGP sir dung
ASN 2 bytes. Khi d6 BGP hé trg ASN 32 bits hé tro anh xa chuyén doi gitta ASN 16 bits va
ASN 32 bits. Lac nay cac hé théng dang sir dung BGP ASN 2 bytes chwa can phai thay doi
ngay, voi cac thiét bj chay BGP str dung AS 4 byte c¢in ning cAp BGP hd tro AS 4byte

7. Mo ta twong tac giiva hé thong siv dung AS 2 bytes va AS 4 bytes theo RFC 4893

Cac thuat ngii:

new bgp speaker: 1a BGP speaker hd trg AS 4 bytes

old bgp speaker: 1a BGP speaker khong hé trg AS 4bytes

as4 path: 1a As path hotrg AS 4 btye

as4_aggregator: 1a as_aggregator hd trg AS 4 byte

as4 path va as4 aggregator déu la thudc tinh optional transitive



Pé thay thé AS 4 bytes trong cac old bgp speaker bing AS 2 bytes duy nhit AS TRANS
cod gia tri la 23456

7.1 Twong tac giira cac new bgp speaker

Mot BGP speaker hd trg ASN 4 bytes s& quang ba téi cac peer ciia nd bing viée st dung
BGP Capability Advertisements (RFC 3392). Mot BGP speaker quang ba thong sé capability
dén mot peer cu thé, va nhin tir peer d6 quang ba théng sé capability phai dugc ma héa 4 bytes
ca 2 thudc tinh 1a as_path va aggregator trong cip nhat duwogc glri dén peer clia né, thira nhan
rang nhitng thude tinh nay trong cip nhat nhan tir peer nay ASN duoc mi hoa 4 bytes

Thude tinh mo1 asd path va as4 aggregator khong nén co trong ban tin update gitra cac
new bgp peer. Mot new bgp speaker nhan thong tin as4 path va as4 aggregator trong ban tin
update tir mot new BGP speaker nén loai bo nhitng thude tinh dudmg din nay va tiép tuc thuc
hién ban tin update

7.2 Twong tac giiva new va old bgp speaker

BGP peering
ASN 2byte duy nhit - AS Trans ¢6 gia tri 23456 duge st dung d@ thay thé dé twong tic
gifta old bgp speaker va new bgp speaker

Cic vin dé méi

Khi két ndi véi mdt old bgp speaker, mét bgp speaker phai giri thong tin AS path trong

thugc tinh As path mi hoa 2 byte ASN. New speaker cling phai g thong tin as path trong
thudc tinh as path ( ma hoa 4byte ASN), ngoai trir trerdng hop & dd toan bd thong in AS path
chi cd 2 bytea AS. Trong truong hgp nay new speaker khong nén giri thude tinh AS 4 path.
Trong thudc tinh as path mi hoa 2byte as, AS 4byte duwgc thay thé bing mt ASN 2byte, AS
trans. Pidu nay giir cho thudc tinh path length cta théng tin As path va ciing gitip trong viéce
update thong tin as path trén new speaker tir old speaker, khi giai thich trong phan ké tiép.
New Speaker xay dung thudc tinh as4 path tir thong tin trong thudc tinh as path. Trong truedng
hop nay noi1 dit thude tinh as path chira AS CONFED SEQUENCE hay AS CONFED SET
path segments, new speaker, khi xay dyng thudc tinh asdpath tir as path phai loai trir nhu path
segment. AS4 path attribute s& dugec mang qua cac old speaker ma khéng chinh sira s& giup
gilt 4byte as trong thdng tin as path.

Twong tir néu mdt new speaker giri thude tinh aggregator va néu aggregating asn clia as
number 12 4 bytes as, sau d6 new speaker s& xdy dung thude tinh as4 ageregator bang cich liy
attribute length va attribute value tir aggregator attribute va dat chuing trong attribute length va
attribute value cia as4 aggregator attribute va dat trudng as number trong aggregator attribute
co sin dé gitt AS number, AS trans. Chu ¥ ring néu asn la 2byte thi as4_attribute s& khong
duoc g

Processing Received Updates



Khi mdt new bgp speaker nhin update tir mot old bgp speaker, né ciing chuian bi nhin
as4 path attribute cung véi as path attribute dang c6. Néu thudc tinh as4 path ciing dwoc
nhin. Ca 2 thudc tinh nay s& dugce ste dung dé xay dung thong tin as path chinh xac
Va vi thé théng tin duge mang béi 2 thude tinh nay s& duge tinh toan dén phét hién loop as
path.
Chi v ring mét route ¢6 thé di qua mét chudi cac as 2byte va old bgp speaker. Trong trudng
hop d6 néu route mang as4 path attribute. Thude tinh nay phai v nguyén khéng sira khi route
d6 roi khoi new bgp speaker cudi cung.
Puong di ctia thong tin as path ( dang dwrgc thay thé bing AS 2 byte va Old bgp speaker) chira
trong as path attribute ( ma hoa trong phan dau cia thude tinh as path).
Trong didu kién nhu vay, né khéng ¢6 kha ning xiy dung lai toan bd théng tin as path tir as
path_attribute va as4 path attribute ciia mdt route. Pidu nay xay ra khi hai hay nhidu route
mang as4 path attribute dugc aggregated béi mét old bgp speaker va as4 path attribute cuia it
nhit mdt trong nhimg router mang it nhat mét 4byte as (chéng lai vide mét as 2 byte dwoc mi
héa 4 byte). Phu thude vao sy thue hién ciing nhu as4_path attribute bi mét trong qua trinh két
hgp route hay ca 2 as path attribute va as4 path attribute chira gia tr1 thong tin khong hoan
chinh khéng thé két hop din dén két qua thong tin as path khong diy da trong trudomg hop nay.
M6t new bgp speaker ciing s& chudn bi sin sang nhin as4 aggregator attribute ciung véi
aggregator attribute tir mot old bgp speaker. Khi nhan dwgce 2 thude tinh nay, néu as number
trong aggregator attribute la khong ¢6 AS Trans thi:

- as4 aggregator attribute va as4 path attribute b1 phét 1o

- aggregator attribute s& duge chon véi tu cdch théng tin vé cac node két hop, va

- as path attribute s& dugc chon vé1 tu cach thong tin as path

Mat khac

- aggregator attribute b1 bé qua

- as4 aggregator attribute s& duoe chon véi tu cach thong tin vé cac node két hop. va

- thong tin as path dugc xdy dung lai trong tit ca cac treong hop khac
Muc dich xay dung thong tin as path, didu d6 can thiét trong viéc tinh toan dau tién cac s ctia
asn trong as path va as4 path attribute st dung theo 1v thuyét trong Section 9.1.2.2 [BGP] and
RFC3065 trong viée chon route.

Néu cac sb trong cua asn trong as path attribute it hon céc sé ctia asn trong as4 path

attribute thi as4 path attribute s& bj boé qua va as path attribute s& dwoc 1iy lam thong tin as
path

Néu cac sb ciia asn trong as path attribute 16n hon hodc bang sé cta asn trong as4 path
attribute thi théng tin as path s& duoc xiy dung bing vide liy cac as number va path segments
khi can thiét tir phan ddu ctia as path attribute va sau d6 thém ching vao as4 path attribute do
d6 théng tin as path c6 sb gibng s6 asn nhu as path attribute.Cha ¢ ring mét
AS CONFED SEQUENCE co gia tri hay AS CONFED SET path segment dugc thém vao
néu noé 1a phan dau cta path segment hay gan ké mot path segment dwgc gin thém

Handling BGP Communities



Theo Iy thuyét trong RFC 1997, 2 octet ¢6 thir tu cao trong thude tinh community khong phai
1a 0x0000 hay Oxfftt, 2 octet nay ma hoa ASN, n6 khong lam viéc vé1 BGP speaker st dung as
4 bytes. Vi du BGP speaker nén st dung 4byte AS specific extended communities - AS-EXT-
COM dé thay thé

Qua trinh chuyén giao
Su sip xép md ta trong tai lidu nay cho phép chuyén giao ting budc tir AS 2byte sang AS
4byte. Chi cin nang cip mdt ASN hay mot bgp speaker tai mét thoi didm
Dé don gian hoa vide chuyén dbi tai lidu nay thira nhan ring mot AS ¢4 thé bit dau st dung AS
4byte sau khi tit c¢a cac BGP speaker trong AS d6 dugc upgrade hd trg 4 byte
Mt old BGP speaker khong dugce st dung AS trans nhu ASN ctia nd
Mot none-mappable AS 4byte khong thé duoc st dung nhwr nhirng BGP speaker trong
Confederation dugc chuyén ddi dé hd trg AS 4byte
O méi trudong noi ma mét AS ¢ cac Old BGP speaker v6i 2 hay nhidu AS ¢ cac New BGP
speakers str dung AS Trans ( hon 1a ¢é mdt ASN thuc), str dung MED béi AS vai cac old BGP
Speaker ¢6 két qua trong truomng hop noi ma anh hwéng dén s Iwa chon route gitra cac router
nhén durge tir cic AS lang giéng khac nhau
Trong didu kién nhu viy né khong thé xiy dung lai toan bo thong tin AS path tir AS path va
AS4 path cta mét route. Pidu nay xay ra khi hai hay nhiéu route mang AS4 path attribute
duoc tich hop béi mot old BGP speaker, va AS4 path d6 ciia it nhat mét trong nhiing route nay
mang it nhat mot ASN 4byte ( nhw vide chéng lai moét AS 2byte ma mi héa 4 byte). Khi mot
két qua tich hop nhu vdy tao ra mot route ma it dic biét hon bat ky thanh phan route nao (
Route ciia Network Layer Reachabiliy Information - NLRI ) boc NLRI ctia tit ca cac route
thanh phan). viéc mét thong tin AS path khong tao ra nguy hidm cho routing loop. Trong tit ca
cac treong hop khac viéc mat théng tin AS path tao ra nguy co routing loop.

Vin dé security
Vide mé rong nay dén BGP khong thay ddi cac wu tién vé security vén ¢6 trong BGP dang st
dung, ngoai trir cac van dé dudi day.
- St méu thuan gitta AS path attribute va AS4 path attribute cé thé tao ra mét théng tin as
path va tidém tang kha ning routing loop trong truong hop nhw vy khi thao luan trong RFC
4893. Piéu nay ¢6 thé bj hacker khai thac.



