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CHUONG 1: TONG QUAN VE GIAO THUC INTERNET
THE HE MOI IPV6

1.1 NHUNG HAN CHE CUA IPV4
1.1.1 Sw can kiét khong gian dia chi IPv4

Ké tir nim 2003, khi toc do tiéu thu dia chi IPv4 bat dau ting vot do Internet phat trién,
tiéu ton nhiéu dia chi (nhitng dang dich vu méi doi hoi dia chi IP ¢6 dinh va ti 1& s dung dia
chi/khach hang 1a 1:1 vé6i két ndi dang dau cudi — dau cudi nhu: dich vu xDSL, dich vu Internet
qua dudng cdptruyén hinh,...), kha ning can kiét ngudn IPv4 toan cau da tré thanh chu dé nong

duoc ban thao nhiéu trén cac dién dan, thong tin vé hoat dong clia mang Internet.

Nhitng nam tiép theo, ving dia chi IPv4 du trit cho hoat dong Internet toan cau dugc
quan 1y boi IANA ngay cang voi di nhanh, viéc IPv4 s& hét trd nén rd rang va tat yéu. Nam
2007, toan bd 5 t6 chirc quan 1y tai nguyén dia chi cip ving (RIR) d dong loat ban hanh nghi
quyét thong bao dia chi IPv4 s& can kiét trong khoang 2 dén 4 nam sau d6 va kéu goi cong dong
trién khai dia chi IPv6 dé thay thé, dam bao su phat trién khong gian doan cia hoat dong
Internet.

uu@
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Hinh 1: Sy bién doi ciia Internet

Tai thoi diém cudi nam 2007, cin ct trén toc d6 tiéu thu IPv4 toan ciu, cac td chire quéc
té da du bao thoi diém can kiét IPv4 13 giita ndam 2012. Tuy nhién cic nim sau do, toc do xin
cap dia chi IPv4 tang 1én rat nhanh, toc do cip phat dia chi IPv4 cta cac to chirc quan Iy dja chi
cap ving ngay cang ting cao. Dén giita nim 2008, thoi diém hé thong quan ly dia chi toan cau

hét IPv4 duoc du bao roi vao khoang thang 11/2011.

Trén thuc té, thoi diém can kiét IPv4 toan cu dién ra nhanh hon dy béo. Ngay 3 thang
2 nam 2011, IANA da chinh thuac cong bd can kiét kho dia chi du trix cép phat cho cac RIR.
Toan bd yéu cau xin cAp IPv4 cho cac hoat dong Internet toan cau chi sir dung cac ving dia chi

du tri¥ cta céac td chic cép vung (RIR). Vi¢c can ki€t hoan toan dia chi IPv4 tai tirng khu vuyc



tuy thudc theo tde do tiéu thu cua khu vuec.

Theo mo hinh quan 1y toan cAu, khong gian dia chi IP céac loai va s6 hiéu mang dugc quan
Iy théng nhat boi t6 chirc IANA. IANA sau d6 cip cac khong gian dia chi 16n cho cac t6 chirc
quan 1y tai nguyén cip khu vuc RIR (regional Internet registry). Trén thé gi6i c6 tong cong 5 RIR
bao gdm APNIC phu trach khu vic Chau A Thai Binh Duong, RIPE NCC phu trach khu vuc
Chau Au va Trung Péng, ARIN phu trach khu vuc Bic My, LACNIC phu trach khu vuc Chau
My La tinh va AFRINIC phu trach khu vuc Chau Phi. Cac RIR sau khi nhan tai nguyén tir IANA
s& chiu trach nhiém quan 1y, phan bd cac tai nguyén d6 trong pham vi khu vuec.

V6i toe d6 tiéu thy tai nguyén IPv4 16n nht trén toan cau, Chau A — Thai Binh Duong
1a khu vye dau tién chinh thirc budc vao giai doan can kiét IPv4 ké tir ngay 15/4/2011 khi toan
bo khdi luong dia chi IPv4 du trit cia APNIC duoc tiéu thu, chi con lai duy nhat mot khéi /8

dé phuc vu cho viéc chuyén doi sang sir dung dia chi IPv6.

RIR IPwd Address Run-Dosn Hodel

iC
RIFE NCC

RIR Address Pool(/Bs)

Hinh 2: Biéu d6 can kiét dia chi IPv4 toan cdu (nguén APNIC)

Tiép theo d6, ngay 14/9/2012, RIPE NCC, t6 chirc quan 1y dia chi khu vuc Chau Au va
Trung Dong thong bao di chinh thirc hét IPv4 dé cap theo chinh sach thong thuong va chuyén
sang chinh sach cép phat han ché IPv4 tir khéi /8 cudi cung. Mudn hon mot chut, cac khu vuc
khac 1a Chau My La tin (LACNIC) va Bic My (ARIN) déu hét IPv4 vao ddu nam 2014. O thoi
diém hién tai, chi con duy nhét khu vuc Chau Phi (do AFRINIC quan 1y) chua roi vao tinh trang
can kiét dja chi IPv4. Theo toc do cép phat IPv4, du kién nam 2021, tit ca cac khu vuc s& khong
con IPv4 dé cap, phan bo cho cac t6 chirc, doanh nghiép. Khi d6, cac té chiic trong khu vuc
APNIC ciing nhu & Viét Nam khong thé xin cip méi dia chi IPv4.

1.1.2 Han ché vé cong nghé va nhwoc diém ciia IPv4
Céu tric dinh tuyén khong hiéu qua:

Dia chi IPv4 c6 ciu trac dinh tuyén vira phan cép, vira khong phan cip. Mdi router phai

10



duy tri bang thong tin dinh tuyén 16n, doi hoi router phai ¢6 dung luong bd nhé 16n. IPv4 ciing
yéu cau router phai can thiép xur 1y nhiéu d6i v6i goi tin IPv4, vi du thyc hién phan méanh, diéu

nay tiéu ton CPU ciia router va anh hudng dén hiéu qua xir 1y (gay tré, hong goi tin).
Han ché vé tinh bao mat va két ndi dau cudi — diu cudi:

Trong cau tric thiét ké cua dia chi IPv4 khong c6 cach thirc bao mat nao di kém. IPv4
khong cung cdp phuong tién hd trg ma hoa dir liéu. Két qua 1a hién nay, bao mat & muc tng
dung dugc sir dung phd bién, khong bao mat luu luong truyén tai gitta cac host. Néu ap dung
IPSec? 1a mot phuong thirc bao mat phd bién tai ting IP, mo hinh bao mat chii yéu 1a bao mat

luu lugng gitra cac mang, viéc bao mat luu lugng dau cudi — dau cudi dugce st dung rat han che.

Do han ché vé s6 lugng dia chi, nén hoatoat ddng mang IPv4 st dung pho bién cong nghé
bién dich NAT. Trong d6, may chu bién dich dia chi can thiép vao gbi tin truyén tai va thay thé
trudng dia chi dé cac may tinh gan dia chi riéng (private) c6 thé két ndi vao mang Internet.

M0 hinh sir dung NAT ciia dia chi IPv4 c6 nhiéu nhwoc diém:

- Kho thuc hién duge két ndi diém — diém va giy tré: Lam kho khin va anh hudng t6i
nhiéu dang dich vu (VPN, dich vu thoi gian thuc). Déi v6i nhiéu dang dich vu can xac thuc port
ngudn/ dich, sir dung NAT 1a khong thé dugc. Trong khi d6, cac tng dung mdi hién nay, dic
biét cac tmg dung client-server ngay cang doi hoi két ndi truc tiép du cudi — dau cubi.

- Qué trinh bién dich tir dia chi thuc sang dia chi NAT (private) va nguoc lai trong truyén
tin gdy tré thoi gian goi tin truyén tai, anh huong dén chét luong dich vu.

- Viéc goi tin khong duoc giir nguyén tinh trang tir ngudn téi dich, ¢6 nhirng diém trén

duong truyén tai tai do gai tin bi can thiép, nhu vay ton tai nhiing 16 héng vé bao mat.

Private IPV4
a -—-: -
PC

Server

Hinh 3: M6 hinh thuc hién NAT cua dia chi IPv4

LIPSec : Mot cong nghé cung cép bao mat, xac thuc va nhitng dich vy an ninh khac tai té“mg IP
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1.1.3 Muc tiéu trong thiét ké IPv6

Nguy co thiéu hut khong gian dia chi, cing nhitng han ché ctia IPv4 thuc day su dau tu
nghién ciru mot giao thirc Internet méi, khic phuc nhitng han ché cua giao thirc IPv4 va dem
lai nhitng dac tinh maéi can thiét cho dich vu va cho hoat dong mang thé hé tiép theo. Giao thirc
Internet ma IETF? da dua ra, quyét dinh thuc day thay thé cho IPv4 13 IPv6 (Internet Protocol
Version 6), giao thtrc Internet phién ban 6, con duoc goi 1a giao thic IP thé hé méi (IP Next
Generation — IPng). Dia chi Internet phién ban 6 c6 chiéu dai gap 4 1an chiéu dai dia chi IPv4,
gom 128 bit.

[Pv6 duoc thiét ké véi nhirng tham vong va muc ti€u nhu sau:

- Khong gian dia chi 16n hon va dé dang quéan 1y khong gian dia chi.

- Hb trg két n6i dau cudi-dau cudi va loai bé hoan toan cong nghé NAT.

- Quan trj TCP/IP d& dang hon: DHCP dugc sir dung trong IPv4 nham giam cau hinh
thi cong TCP/IP cho host. IPv6 dugc thiét ké voi kha ning ty dong cdu hinh ma khéng can st
dung may chit DHCP, hd trg hon nita trong viéc giam c4u hinh thi cong.

- CAu trac dinh tuyén tdt hon: Pinh tuyén IPv6 duoc thiét ké hoan toan phan cép.

- H{ tro tot hon Multicast®: Multicast 1a mot tiy chon cua dia chi IPv4, tuy nhién kha

nang hd tro va tinh phd dung chua cao.

- HO tro bao mat tét hon: IPv4 duoc thiét ké tai thoi diém chi c¢6 cac mang nho, biét rd
nhau két néi v6i nhau. Do vay bao mat chua phai 1a mot van dé duoc quan tAm. Song hién nay,

bdo mat mang internet tré thanh mgt van dé rat 16n, 1a moi quan tdm hang dau.

- HO tro tot hon cho di dong: Thoi diém IPv4 dugc thiét ké, chwa ton tai khai niém vé
thiét bi IP di dong. Trong thé hé mang méi, dang thiét bi nay ngay cang phat trién, doi hoi cau

triic giao thirc Internet c6 sy hd tro tdt hon.

- [Pv6 duoc xac dinh 1a giao thirc méc dinh cho dich vu Internet méi nhu 4G LTE, 5G

va loT.
1.2  TINH HINH TRIEN KHAI IPV6
1.2.1 Tiéu chuin héa IPv6

Y tudng vé viéc phat trién giao thirc Internet méi duogc gidi thiéu tai cude hop IETF 25

2 |ETF: Internet Engineering Taskforce - T6 chire tiéu chuan ho, viét cac tai lidu tiéu chuan hoa (RFC) phuc vu
hoat dong Internet toan cAu.
3 Multicast: Cong nghé cho phép giri mot goi tin IP dong thoi téi mot nhom xac dinh céc thiét bi mang.
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thang 7 nam 1994, trong RFC1752%, giéi thiéu thi tuc IP phién ban méi.

Qua trinh phat trién, xem xét, stra d6i, hoan thién hoa cac thu tuc Internet phién ban 6
duoc thue hién boi nhom lam viée vé IPv6 caa IETFE. Sau nhiéu nim nghién ctru, nhitng hoat
dong co ban cua thé hé dija chi nay da dugc dinh nghia va cong bd ndm 1998 trong mot chudi
tai lidu tiéu chuan tir RFC2460 toi RFC2467. Trong d6 ndi bat nhat 1a tiéu chudn héa dia chi
IPv6 RFC 2460°, va hai thu tuc thiét yéu trong hoat déng ctia IPv6, hd trg cho IPv6, do la:
RFC2461°% mé ta mot thi tuc mai, phu trach giao tiép giira cac node IPv6 trong mot duong két
ndi ndi bd va RFC2463” mo ta ICMPV6.

Ciing trong nam 1998, IETF cong bd hai tai liéu chi tiét hon vé dia chi IPv6, RFC23738,
mo ta ciu trac dia chi IP phién ban 6 va RFC2374°, mo ta dang dia chi IPv6 dinh danh toan
cau. Trai qua thoi gian dai diéu chinh, ca hai tai liéu nay dugc thay thé cap nhat bdi hai RFC
méi. Do 1a RFC3513%°, ciu truc danh dia chi IP phién ban 6 va RFC3587*!, mé ta dang thirc

dia chi IPv6 dinh danh va dinh tuyén toan cau.

Pong thoi, rit nhiéu REC khac duoc cong bd, dinh nghia tiéu chuan hda cho nhimng

chtrc nang ciia IPv6, mo ta phién ban méi hd trg IPv6 cho cac dich vu nhu DNS, DHCP. ..

Thoi diém hién nay, nhitng tiéu chuin co ban cho hoat ddng cua giao thic Internet phién
ban 6 da dugc hoan thi¢n. Tuy nhién, ching s& tiép tuc dugc stra d6i nham dap tmg yéu cau
thuce té, song song v&i viéc phat trién ddy du nhitng dic tinh méi trong giao thirc IPv6. Noi dung
cudn sach ndy mo ta hoat dong co ban IPv6 theo nhimng tai liéu RFC mdi nhat hién hanh. Ban
c6 thé tim hiéu thém thong tin vé tiéu chuan hoa IPv6 tai trang web ctia nhom 1am viéc vé IPv6
cua IETF (http://www.ietf.org/html.charters/IPv6-charter.html) va nhirng nhom lam viéc khac

lién quan dén IPv6 cua IETF.
Tirnam 2016, IETF da ding phat trién cac tiéu chuan vé IPv4, chuyén sang nghién ctru
cac tiéu chuan vé IPv6. Hién nay, IPv6 dugc xac dinh 1a giao thirc méc dinh cho céac dich vu

Internet mé1 nhu 4G LTE, 5G, IoT, ...

Tai Viét Nam, tiéu chuén, quy chuén cho hoat dong cua giao thuc Internet thé hé moi
IPv6 da dugc ban hanh tir 2013. Tinh dén thang 12/2020, Viét Nam d4 c6 03 Tiéu chuan Viét

# RFC1752 - The Recommendation for the IP Next Generation Protocol

5 RFC 2460 - Internet Protocol, Version 6 (IPv6) Specification

8 RFC 2461 - RFC 2461 - Neighbor Discovery for IP Version 6 (IPv6)

" RFC 2463 - Internet Control Message Protocol (ICMPv6) for the Internet Protocol
8 RFC2373 - IP Version 6 Addressing Architecture

9 RFC2374 - An IPV6 Aggregatable Global Unicast Address Format

10 RFC3513 - Internet Protocol Version 6 (IPv6) Addressing Architecture
1 RFC3587 - IPv6 Global Unicast Address Format
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Nam (TCVN) va 02 Quy chuan Viét Nam (QCVN) vé IPv6:
- Danh sach cac TCVN vé IPv6:
+ TCVN 9802: Tiéu chuén qudc gia vé Giao thirc Internet phién ban 6 (IPv6), gdm:

TCVN 9802-1:2013, Phan 1: Quy dinh k¥ thuat.

TCVN 9802-2:2015, Phéan 2: Kién trtc dia chi IPv6.

TCVN 9802-3:2015, Phén 3: Giao thirc phat hién nit mang lan can..

TCVN 9802-4:2015, Phéan 4: Giao thirc phat hién MTU cua tuyén
e TCVN 9802-5:2017, Phan 5: Giao thirc phat hién d6i twong nghe multicast.

+ TCVN 10906: Giao thirc Internet phién ban 6 (IPv6) — Su phit hop cua giao thirc, gdm:
e TCVN 10906-1:2015, Phan 1: Kiém tra giao thure phat hién nit mang lan can.
e TCVN 10906-2:2015, Phan 2: Kiém tra giao thirc phat hién MTU ciia tuyén.
e TCVN 10906-3:2017, Phan 3: Kiém tra cac yéu cau k§ thuat IPv6.

+ TCVN 11237: Giao thitc cdu hinh dong Internet phién ban 6 (DHCPv6)
e TCVN 11237-1:2015: Phan 1: Pic ta giao thirc
e TCVN 11237-2:2015, Phan 2: Dich vu DHCP khong gilr trang thai cho IPV6.
e TCVN 11237-3:2015, Phan 3: Cac tiy chon cau hinh DNS.

- Danh sach cac QCVN:

+ QCVN 89:2015/BTTTT: Quy chuan k¥ thuat qudc gia vé IPv6 ddi véi thiét bi nut.

+ QCVN 90:2015/BTTTT: Quy chuan k¥ thut qudc gia vé IPv6 dbi véi thiét bi dinh
tuyén bién khach hang.

1.2.2 Tinh hinh trién khai IPv6 trén thé giéi

Néu trude 2010 chit yéu tap trung vao hoat dong nghién ciru thir nghiém thi sau 2010
dac biét 1a sau thoi diém thé gidi can kiét IPv4 (thang 3/2011) thi cac nha mang tap trung manh
vao hoat dong trién khai mang ludi va cung cép dich vu IPv6 chinh thuec.

DPé danh gia két qua trién khai hay muc d6 san sang voi [Pv6 ciia mot mang ludi, mot
qudc gia hay khu vuc cac to chire danh gia c6 uy tin thudng dwa vao mot sb tiéu chi co ban nhu
ti 18 % cac ving dia chi IPv6 dugc quang ba trén bang dinh tuyén toan ciu so véi cac ving dia
chi IPv4, luu luong Internet trao doi trén IPv6, vv... va dich dén 1a s6 luong ngudi st dung IPv6.

Tir thoi diém can kiét IPv4 toan ciu, cac té chirc quan 1y tai nguyén sd cac khu vuc
(Regional Internet Registry - RIR) nhu APNIC, ARIN, RIPE NCC lan luot 4p dung chinh sach
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cap phat han ché IPv4 dé cac to chirc, doanh nghiép chudn bj chuyén doi sang thé hé dia chi moi

IPV6. Tir nam 2011, IPv6 bt dau duogc trién khai rong khép, ti 16 trién khai binh quan ting gip

d6i qua cac nam. Tinh dén thang 12/2020, mirc d6 img dung IPv6 chung trén Internet toan cau

dat gan 30% (ngudén APNIC) vé6i nhiéu quc gia c¢6 ting truong tot; din dau 1a An d6 véi ti 16
72.66%. Tai nhiéu qudc gia khac, ty 1¢ ung dung IPv6 di dat trén 50% nhu Bi, Hoa Ky, Hy Lap.

Zoom: (3] (3 (58] (o] (] (5] () (3] (1]
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Hinh 4: Toc dg ting trudng iing dung |PV6 toan cau
(thang 12/2020, nguon APNIC Lab)

Mot sé qudc gia tidu biéu trong cong tac chuyén doi IPv6 trén thé giGi:

STT | Qudc gia/vang linh tho | Ty 1é chuyén déi IPv6
1 |AnDo 72.66%
2 Saint Barthelemy 64.75%
3 Bi 61.24%
4 Mayotte 60.69%
5 Malaysia 54.40%
6 Hoa Ky 51.30%
7 bai Loan 50.46%
8 buc 48.96%
9 Hy Lap 48.51%
10 Viét Nam 46.01%

Bdng 1: Top 10 quéc gia, viing lanh thé trién khai tot IPv6
(thang 12/2020, nguon APNIC)
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1.2.3 Tinh hinh trién khai IPv6 tai Viét Nam

Trudc su can thiét vé trién khai ung dung IPv6, thay thé nguén IPv4 da can kiét nhim bao
dam su phat trién cta Internet, ngy 06/5/2008, Bo truéng Bo Thong tin va Truyén thong da ban
hanh Chi thi s6 03/2008/CT-BTTTT vé viéc thic ddy sir dung dia chi Internet thé hé méi IPv6,
chinh thirc khoi dong qua trinh thuc ddy trién khai IPV6 trén mang Internet Viét Nam.

Ngay 06/01/2009, B truong Bo Thong tin va Truyén thong thanh 1ap Ban Cong tac thic
day phat trién IPv6 qudc gia (goi tit 1a Ban Cong tic) dé hoach dinh chién luoc phat trién va Gng
dung IPv6, xdy dung ké hoach, 16 trinh trién khai va theo ddi, diéu phdi hoat dong chuyén d6i
IPv4 sang IPv6 tai Viét Nam. Ngay 29/03/2011, B truong Bo Thong tin va Truyén thong ky
ban hanh Ké hoach hanh dong qudc gia vé IPv6 (ban hanh theo Quyét dinh s6 433/QD-BTTTT
ngdy 29/03/2011 ciia BO truong Bo TTTT, duoc sira d6i bd sung theo Quyét dinh s6 1509/QP-
BTTTT ngay 20/10/2014, goi tat 1a Ké hoach), thyc hién tir nam 2011 dén nam 2019 véi muc

tiéu téng thé "Internet Viét Nam hoat dong an toan, tin cay voi dia chi [Pv6 ké tir nam 2019".

Trong sudt giai doan vira qua, dudi su diéu phdi cua Bo Thong tin va Truyén thong,
Ban Cong tac thuc day phat trién IPv6 qudc gia va sy phdi hop cta cac doanh nghiép, don vi,
Viét Nam da hoan thanh xuét sic Ké hoach hanh dong quéc gia vé IPv6, vuot 82% so véi muc
tiéu (muc ti€u 1a nam 2019, ty 1¢ tng dung IPv6 Viét Nam tuong duong véi mue trung binh
chung toan cau 1a 22%).

Tinh dén thang 12/2020, mac d6 tng dung IPv6 trén hoat dong Internet Viét Nam hién
dat 46%, dimg thtr 2 khu vuc ASEAN, thir 10 toan cau. Dic biét, thoi diém thang 5-6/2019,
Viét Nam vuot qua Malaysia, Nhat Ban dé ding s6 1 khu vuc ASEAN va tht 5 toan cau.

zoom: (1) (2] (3) (M) () () (B) () () ®irvs Capable @1Pvs Fraference

Hinh 5: Ty I¢ ting dung IPv6 Viét Nam
(thang 12/2020, nguén APNIC)
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Ha tang s6 Viét Nam sin sang IPv6

Dé phat trién Chinh phu dién tir, chuyén ddi s6 qudc gia thi ha ting s 1 v6 cling quan

trong. Ha tﬁng s6 Viét Nam co ban sin sang voi thé hé dia chi Internet IPv6.

- Ha tang Mang Internet quoc gia va ha tang mang doanh nghiép da hoat dong tt, 6n
dinh trén nén tang Hé théng may chu tén mién DNS qudc gia .VN va Tram trung chuyén luu
lwong Internet qudc gia (VNIX), ha tang mang doanh nghiép. Tinh dén thang 12/2020, Viét
Nam di ¢6 6/7 cum may chit DNS quéc gia hoat dong tét voi IPv6; 21/23 thanh vién két nbi
v6i VNIX qua IPv4/IPV6 vé6i tong sb mang két ndi 1a 48. Viét Nam di c6 khoang 11 tridu thué
bao FTTH va 34 triéu thué bao di dong, 10.650 Website dudi tén mién qudc gia Viét Nam “.vn”
hoat dong t6t voi IPv6.

Vé ty 18 tmg dung IPv6 ctia khdi doanh nghiép Viét Nam tiéu biéu: Tap doan Viettel: 71%
va 62% cho 02 mang khac nhau; Tap doan VNPT: 44%; MobiFone: 70%; FPT Telecom: 30% (tinh
dén thang 12/2020, nguon APNIC).

Trén binh dién tng dung IPv6 chung trén toan bd mang Internet Viét Nam, tinh dén
thang 12/2020, ty 1¢ Gmg dung trién khai IPv6 cua Viét Nam dat 46%, phan 16n 1a tir két qua

trién khai trén mang ludi, dich vu ctia cdc doanh nghiép 16n.

STT | ASN Doanh nghiép Ty 1¢ IPv6

1 AS24086 Téap doan Viettel 71.74%

AS131429 | MobiFone 70.81%

AS7552 Tap doan Viettel 61.81%

AS45899 Tép doan VNPT 44.83%

o bk W N

AS18403 FPT Telecom 29.68%

Bdng 2: Top 5 Mang doanh nghiép tiéu biéu vé img dung IPv6
(thang 12/2020, nguon APNIC)

- Mang lwoi, dich vu co quan nha nuoc

V61 Chuong trinh IPv6 For Gov, Trung tdm Internet Viét Nam (VNNIC) — B Thong
tin va Truyén thong da hd trg nhiéu co quan nha nudc tir trung wong dén dia phuong vé chuyén
d6i IPv6. Bo Thong tin va Truyén thong 13 don vi dau tau dé thuc ddy, hd tro chuyén dbi cho
Mang Internet Viét Nam, 1a B6 nganh dau tién chuyén doi thanh cong IPv6 cho mang ludi, dich
vu cua Bo. Céng thong tin di¢n tir cia BO TTTT la céng thong tin di¢n t¢r Co quan nha nudce

dau tién hoat dong t6t voi IPv6 tir nam 2013.

Tinh dén thang 12/2020, Viét Nam c6 thém Bo Tai nguyén va Méi truong, Ngan hang
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Nha nuéc ciing di chuyén doi IPv6 thanh cong cho Cong thong tin dién tir cia B, nganh; 10
tinh, thanh phd gom: Pa Néng, Lam Pong, Long An, Tp. H6 Chi Minh, Pong Nai, Hoa Binh,
Bic Kan, Ninh Binh, Binh Thuén, Binh Phudc cling hoan thanh chuyén ddi hoat dong IPv6 cua
Cong thong tin dién tir ctia tinh/thanh phd va thue hién chuyén ddi hoat dong IPv6 cho mang
ludi, dich vu; 33 tinh/thanh phd va 04 B, nganh di ban hanh ké hoach chuyén déi IPv6; 11
B9, nganh va 20 tinh/thanh phé di dang ky sir dung dia chi Internet doc 1ap.

- Ha tang mang truyén sé liéu chuyén dimg: Lén ké hoach, thir nghiém tir nim 2014,
theo 16 trinh Ké hoach hanh dong qudc gia, Cuc Buu dién Trung uong da trién khai thanh cong
dich vu str dung IPv6 trén mang truyén s liéu chuyén dung, sin sang cung cip IPv6 trén mang

truyén sd cho khdi co quan nha nudc.
Hon 2000 chuyén gia dwoe dao tao vé IPv6

Trong giai doan 2008 - 2020, Trung tAm Internet Viét Nam da thuc hién gan 60 khoa
tap hudn, dao tao cho hon 2.160 hoc vién (trong d6 c6 835 hoc vién ctia 30 doanh nghiép, 1.325

can bd cua 86 co quan nha nudc thudc 20 By, Nganh va 56 tinh/thanh).

Chuong trinh dao tao IPv6 dugc t6 chirc thudng nién, da dang, phong phu, phut hop véi
timg thoi ky. Phdi hop véi cac to chic uy tin toan cau nhu ITU, APNIC, IPv6 Forum,
JPNIC/JANOG ... Céc chu dé da dang: Ttr quy hoach, chuyén ddi mang; dinh tuyén Internet;
mang 3G/4G/5G, IoT; phat trién ung dung phén mém hd trg IPv6; an toan bao mat véi IPV6 ...
VNNIC ciing cung cép ndi dung dao tao truc tuyén, td chire cac khoa dao tao truc myén qua h¢

thdng e-learning, cong bd tai dia chi: academy.vnnic.vn.
Hanh lang phap ly dwoc chuén bi day di.

Noi dung IPv6 dugc bd sung trong cong tac xay dung, trién khai cic van ban quy pham
phép luat trong nganh. Hién nay, hanh lang phap 1y co ban da hoan thién véi cac quy dinh tai
cac van ban: Chi thi s6 03/2008/CT-BTTTT; Nghi dinh s6 72/2013/ND-CP; Nghi dinh s
73/2019/ND-CP; Théng tur s6 32/2017/TT-BTTTT; Thong tu s6 39/2017/TT-BTTTT; Thong
tu s6 22/2019/TT-BTTTT ...

Bo TT&TT da xay dung va huéng dan mo hinh tham chiéu vé két néi mang cho B9,
nganh, dia phuong theo Vin ban s6 273/BTTTT-CBDTW ngay 31/01/2020 va ban hanh vin
ban vé viéc ting cudng trién khai tmg dung IPv6 trén mang ludi, dich vu co quan nha nude
theo Vin ban s6 1541/BTTTT-VNNIC ngay 17/5/2019. Vin ban sé 1541/BTTTT-VNNIC c¢6
vai trd xuc tién manh dén cic co quan nha nudc trong chuyén doi sir dung IPv6. Tl thang
5/2019 dén thang 12/2020, 33 Tinh, thanh phé da ban hanh K& hoach chuyén déi IPvé6; 30 tinh,

thanh dang nghién ctru xay dung K& hoach; phan 16n cac tinh, thanh déu c6 sy quan tdm hon
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dén cong tac chuyén doi mang ludi, dich vu sang thé hé dia chi Internet méi IPV6.

Dé ting cudng tmg dung IPv6 trén mang ludi, dich vu cta co quan nha nude, ngay
14/01/2021, B truong B6 TT&TT dd phé duyét “Chuong trinh thic ddy, hd trg chuyén doi
IPv6 cho co quan nha nude giai doan 2021 - 2025” (goi it 1a Chuong trinh IPv6 For Gov) theo
Quyét dinh s 38/QD-BTTTT. Chuong trinh IPv6 For Gov nham thuc ddy, hd trg co quan nha
nude chuyén d6i IPv6, song song véi quy hoach nang cip, hién dai hoa hé théng cong nghé
thong tin, dich vu cong truc tuyén cia co quan nha nudc dong bo, hién dai, dap tng yéu cau
truy cép, st dung dich vu qua IPv6, pht hop véi xu thé chuyén d6i cong nghé IPv6 chung cia
thé gidi. Yéu cAu, nhiém vu, giai phap, ké hoach duoc quy hoach theo 03 mang chinh: Truyén

thong va phat trién ngudn nhan lyc; Chinh sach va tai nguyén; Cong nghé.

Viéc chuyén d6i toan bo Internet Viét Nam sang IPv6 ciing duoc dé cap trong cac chuong
trinh qudc gia nhu: Chuong trinh phat trién ha tang vién thong bang rong dén nam 2020 dit muc
tiéu “100% cac trang thong tin dién tir cia cdc co quan, don vi ciia Dang, Chinh phi, t6 chirc
chinh tri - xd héi; cdc cong thong tin cung cdp dich vu hanh chinh c¢éng, dich vu si nghiép cong
hé tro dong thoi giao thirc Internet IPv4 va IPv6”. Chuong trinh Chuyén doi sé quoc gia dén
nam 2020, dinh huéng dén nam 2030 voi yéu cau “Chuyén doi toan bé mang Internet Viét Nam
sang IPv6”. Cac vin ban trén dd va dang tac dong tich cuc dén cong tac chuyén doi IPv6 Viét
Nam, tiép tuc 1a tién dé dé phat trién Internet Viét Nam 1én mot giai doan mai.

Giai doan 2021-2025, cong tac thiic day timg dung IPv6 Viét Nam s& hudng téi cac muc
tiéu nhu sau:

- Tang cudng chat lugng ha tang, mang ludi, dich vu co quan nha nudc, phuc vu phat

trién Chinh phu dién tir, huéng toi Chinh phi sé va chuyén ddi s6 qudc gia thong qua Chuong
trinh IPv6 For Gov*.

- Tang cudng va thiic day chuyén ddi IPv6 trong cac dich vu Internet nhur Noi dung sb,

Cloud, IoT, 5G, AI ...

- Muyc tiéu chung la chuyén ddi toan bd mang Internet Viét Nam sang [Pv6 véi ty 1€ luu

luong Internet qua IPv6 dat 70% - 80% vao nam 2025.

12 Tham khao thong tin vé Chuong trinh IPv6 For Gov tai dia chi https://vnnic.vn/IPv6forGov

19



CHUONG 2: GIOI THIEU VE PIA CHI IPV6, CAU TRUC,
CACH THUC BIEU DIEN VACAC DANG PIA CHI IPV6

CAu trac danh dia chi 1a noi c6 thé quan sat rat rd nhirng khac biét giita IPv4 va IPve6.
Dia chi IPv6 dugc thiét ké co chibu dai 128 bit, gip 4 1an chiéu dai cua dia chi IPv4. Ciu triic
cling nhuw mé hinh dia chi c6 nhimg thay doi 16n so v6i phién ban IPv4. Phan ndi dung nay xin

gidi thiéu vdi ban doc vé cac dang dia chi, cAu tric danh dia chi IPv6.
Chuong 2 bao gdm nhitng muc chinh sau day:
- Gi6i thiéu vé dia chi IPv6, cach thirc biéu dién va cu tric dia chi IPv6
- Cac dang dia chi IPv6.
- Cac dang dia chi IPvo.

2.1 GIOI THIEU VE PIA CHI IPV6, CACH BIEU DIEN VA CAU TRUC PIA
CHI IPV6

2.1.1 Toéng quan vé dia chi IPv6, khac biét so véi IPv4
Dia chi IPv6 c¢6 chiéu dai 128 bit voi tong khong gian IPv6 1a 2128 dja chi. Khong gian
dia chi IPv6 gén nhu v6 han, ddm béo dia chi Internet dé phat trién Internet véi xu thé dich vu
Internet m&i nhu Internet of Things (IoT), Smart City, 4G/5G ...
Trong viéc danh s6 thiét bi béng dia chi IPv6, so véi dia chi IPv4 c6 hai diém khéc biét
co ban sau:
Dia chi IPv6 cé nhiéu logi
Khong gian dia chi IPv6 phan thanh nhiéu loai dia chi khac nhau. Mdi loai dia chi co
chirc ning nhit dinh trong phuc vu giao tiép. C6 loai chi sir dung trong giao tiép ndi bd trén
mot duong két ndi. Co loai st dung trong giao tiép toan cau tuong duong nhu dia chi IPv4 hién
nay. C6 loai khi host sir dung chi giao tiép v6i mot host khac duy nhat. C6 loai khi host sir dung
s& giao tiép dong thoi véi nhiéu host khac.
Két qua la:
- Bé mot thiét bi IPv6 hoat dong binh thudng, né phai duoc gan dong thoi nhiéu loai dia
chi khéc nhau.
- Trong cu trac dia chi IPv6 can c6 mot cach thirc nao do dé nhan dang cac loai dia chi IPvo6.
Dia chi IPv6 duwgc gin cho giao dién (interface). Mjt giao dién c6 thé dong thoi
gin nhiéu dia chi.
Néu dit cau hoi: chiing ta gan bao nhiéu dia chi cho mét node trén mang IPv4 Internet. C6

thé nhan dugc cau tra 101 nhu sau: mot may tinh IPv4 vé1 mdt card mang chi dugc gén mot dia chi
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IPv4 va xac dinh trén mang Internet bang dia chi ndy. Nhu vdy déng nghia véi dia chi IPv4 duoc
gin cho cac node. Chi ¢6 router IPv4 duoc gin trén mdi giao dién (twong duong mot card mang)
mot dja chi IPv4 vi router ¢ trach nhiém 1am cau nbi lién lac gitra cac mang khac nhau.

Thé hé dia chi IPv6 co nhiing thay ddi co ban vé mo hinh dia chi. Pia chi IPv6 dugc
gin cho cac giao dién, khong phai gin cho cc node, boi vi mot giao dién c6 thé gin ddng thoi
nhiéu dia chi, cung loai hodc khac loai. M&i dia chi khi dugc gfm cho mdt giao dién s€ co thoi
gian séng hop 1¢ twong tng. Node IPv6 du chi c6 mot card mang ciing s& c6 nhiéu giao dién.
Day co thé 1a giao dién vat Iy, hodc 14 cac giao dién 4o danh cho cong nghé duong ham (tunnel).

2.1.2 Biéu dién dia chi IPv6

Nguoi ta khong biéu dién dia chi IPv6 duéi dang sé thap phan. Dia chi IPv6 duoc viét
hodc theo 128 bit nhi phan, hodc thanh m¢t day chir s6 hexa decimal. Tuy nhién, néu viét mot
day s6 128 bit nhi phan qua 1a khong thuén tién, va dé nhé chiing thi khong thé. Do vay, dia chi
IPv6 dugc biéu dién dudi dang mot day chir s6 hexa.

Dé biéu dién 128 bit nhi phan IPv6 thanh day chit s6 hexa decimal, ngudi ta chia 128
bit nay thanh cac nhom 4 bit, chuyén doi tirng nhém 4 bit thanh s hexa twong tng va nhom 4
s6 hexa thanh mot nhom phan cach boi dau “:”. Két qua, mot dia chi IPv6 duoc biéu dién thanh

mot day s0 gobm 8 nhom s6 hexa cach nhau bang dau “:”, mo6i nhdm goém 4 chir s6 hexa.

Dia chi IPV6: 128 bit

0010 0000 ...00... 1100 1011 1010 0010 0011 1001 1011 0111

!

32 cum 4 bit = 32 chir s6 hexa = 8 cum 4 chir s6 hexa

|

2000:0000:0000:0000:0000:0000:CBA2:39B7

2.1.2.1 Rut gon cach viét dia chi IPv6

Day 32 chir s6 hexa ctia mot dia chi IPv6 c6 thé c6 rat nhiéu chir s6 0 di lién nhau. Néu
viét toan bo va day du nhing con sb nay thi diy sé biéu dién dia chi IPv6 thuong rat dai. Do

vay, ¢ thé rat gon cach viét dja chi IPv6 theo hai quy tac sau day:

Quy tac 1: Trong mt nhom 4 s6 hexa, c6 thé bo bt nhitng s6 0 bén trai. Vi du cum s6
“0000” c6 thé viét thanh “0”, cum s6 “09C0” ¢6 thé viét thanh “9C0”

Quy tic 2: Trong ca dia chi [Pv6, mot s6 nhom lién nhau chira toan s 0 c6 thé khong
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viét va chi viét thanh “::”. Tuy nhién, chi dugc thay thé mot 1an nhu vay trong toan by mat dia
chi IPv6. Diéu nay rat d& hiéu. Néu ching ta thyc hién thay thé hai hay nhiéu lan cac nhém sb

0 bang “::”, chiing ta s& khong thé biét duoc sb cac s6 0 trong mot cum “::” dé tir d6 khoi phuc

lai chinh x4c dia chi IPv6 ban du.

Vi du vé biéu dién va rat gon dia chi IPv6:

D¢ dai 128 bit

Biéu dién Hexadecimal

Mot dia chi IPv6 2031:0000:130F:0000:0000:09C0:876A:130B

\4 v \A 4
Rit gon - quy thc 1 2031: 0:130F: 0:  0:9C0:876A:130B

(b6t cac s6 “0” bén trai) l

Rt gon - quy tic 2 2031:0:130F::9C0:876A:130B

(thay thé 01 1an duy nhét cac
truong toan sd “0” lién nhau

thanh dau “::”)

Trong vi du trén, dia chi “2031:0000:130F:0000:0000:09C0:876A:130B” ap dung quy
tac thu gon thtr nhat c6 thé viét lai thanh “2031:0:130F:0:0:9C0:876A:130B”. Ap dung quy tic
rat gon thr hai c6 thé viét lai thanh “2031:0:130F::9C0:876A:130B.

Dia chi IPv6 con duge biéu din theo cach thire lién hé véi dia chi IPv4. 32 bit cudi cua
dia chi IPv6 tuong Uing dia chi IPv4 duogc biét theo cach viét thong thuong cua dia chi 1Pv4,

nhu trong vi du trén.
2.1.2.2 Biéu dién mot dai dia chi IPv6

Tuong ty nhu IPv4, mét dai dia chi IPv6 dugc viét dudi dang mot dia chi IPv6 di kem

vé6i sb bit xac dinh sd bit phén mang (bit tién té), nhu sau: Pia chi IPv6/sé bit mang
Vi du:

-Ving dia chi FF::/8 twong ung voi dai dia chi bit dau tir FF00:0:0:0:0:0:0:0 dén
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.

- Ving dia chi 2001:DF8:0:0::/64 twong ung vé&i dai dia chi bat dau tir
2001:0DF8:0:0:0:0:0:0 dén 2001:0DF8:0:0:FFFF:FFFF:FFFF:FFFF

2.1.3 CAu tric cia mét dia chi IPv6

CAu triic chung cia mot dia chi IPv6 thuong thdy nhu sau (mét sé dang dia chi IPv6
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khong tuan theo cdu triic nay):

128 bit
64 bit
Tién to (prefix) 64 —n bit Pinh danh giao dién
n bit (INTERFACE ID)

Hinh 6: Cdu triic thwong thdy ciia mét dia chi IPv6

Trong 128 bit dia chi IPv6, c6 mdt sd bit thyc hién chirc ning xac dinh. Day 1 diém
khac biét so vai dia chi IPv4:

RS

«  Bit xdc dinh logi dia chi IPv6 (bit tién té - prefix):

Nhu da dé cap, dia chi IPv6 co nhiéu loai khac nhau. Mdi loai dia chi ¢6 chie nang nhét
dinh trong phuc vu giao tiép. Dé phan loai dia chi, mot s6 bit dau trong dia chi IPv6 dugc danh
riéng dé xac dinh dang dia chi, duoc goi Bcac bit tién td (prefix). Cac bit tién t6 nay s& quyét
dinh dia chi thudc loai ndo va sb lugng dia chi d6 trong khdng gian chung IPV6.

Viduy: 8bittién td“1111 11117 tirc “FF” x4c dinh dang dia chi multicast. Pia chi multicast
chiém 1/256 khong gian dia chi [Pv6. Ba bit tién td “001” xac dinh dang dia chi unicast dinh danh
toan cau, twong duong vdi dia chi IPv4 ching ta van thudng str dung hién nay.

« CA&c bit dinh danh giao dién (interface 1D):

Ngoai trir dang dia chi multicast va mot s6 dang dia chi cho muc dich dac biét, dia chi
IPv6 st dung trong giao tiép toan cau, ciing nhu link-local (12 dia chi dung trong giao tiép giira
cac IPv6 node trén mot duong két ndi), site- local (dia chi duge thiét ké cho giao tiép trong
pham vi mot site) déu co 64 bit cudi cung dugc su dung dé xac dinh mot giao dién duy nhét

trén mot dudng két ndi (twong dwong véi mot mang con “subnet”).
Nhu vay, mot phan mang con nho nhét cua dia chi IPv6 s& c6 kich thudc /64.
2.1.4 Dinh danh giao di¢n trong dia chi IPv6

Dinh danh giao dién (interface identifier) 1a 64 bit cudi cung trong mot dia chi IPv6. S6
dinh danh nay sé x4c dinh mét giao dién trong pham vi mt mang con (subnet). Pinh danh giao
dién phai 1a s6 duy nhat trong pham vi mot subnet. 64 bit dinh danh nay c6 thé dugc cdu thanh

tu dong theo mot trong nhiing cach thirc sau day:

% Anh xa tur dang thuc dia chi EUI-64 cua giao di¢n.
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% Tu dong tao mdt cach ngau nhién

% Gian giao dién bang thu tuc gin dia chi DHCPVG .

a) Tw dong tao 64 bit dinh danh giao dién tir dia chi MAC cua card mang

Hién nay, card mang dugc dinh danh duy nhét toan cau theo cach thirc dinh danh EUI-
48 va EUI-64. Dia chi danh theo cach thirc nay xac dinh duy nhat mot card mang trén toan cau,
duogc goi la dia chi MAC.

Dang thirc EUI-48:

Dang thtc dénh dia chi EUI-48 ding 48 bit. Trong d6, 24 bit dau sir dung dé dinh danh
nha san xuét thiét bi va 24 bit sau la phén mo rong, dé dinh danh card mang. Viéc két hop mot
s6 dinh danh 24 bit duy nhat cia mot nha san xuat card mang, va mot s6 dinh danh 24 bit duy
nhét cua card nha san xuét dé cung cép ra thi truong, s€ tao nén mdt con s6 48 bit, xac dinh mot
card mang duy nhat trén toan cau, dugc goi 1a dia chi MAC (hay con goi dia chi vat 1y, dia chi
Ethernet), viét dudi dang hexa decimal.

Dang thirc EUI-64:

Nhiam tao nén mot khong gian dinh danh thiét bi 16n hon cho cdc nha san xuit, I[EEE
dua ra mot phuong thirc danh s6 méi cho céc giao dién mang goi 1a EUI-64, trong d6 git nguyén
24 bit dinh danh nha san xuat thiét bi va phan mo rong tang 1én thanh 40 bit. Néu giao dién
mang duoc dinh danh theo dang thirc nay, dia chi phan ctng ctia né s& gdm 64 bit.

Anh xa tir EUI-48 sang EUI-64:

Dang thtre dinh danh EUI-48 dugc anh xa thanh EUI-64 bang cach thém 16 bit c6 gia
tri 11111111 11111110 (viét dudi dang hexa s& 1a OxFFFE) vao giita 48 bit cia EUI-48.

Dinh danh nha san xuét Pinh danh giao dién

EUI - 48
[e——— 24bits ——» «——— 24 bits ———]

CCCCCCug ccececcecce ceecccee XXXXXXXX XXXXXXXX XXXXXXXX

EUI - 64
cceeecug ceeeceee ceeceeee | 111111111 11111110 | XXXXXXXX XXXXXXXX XXXXXXXX
«—— 24 bits ———» OxFF | OXFE |e 24 bits
< 64 bits —

Hinh 7: Anh xa tir EUI-48 téi EUI-64
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Céu thanh 64 bit dinh danh giao dién IPv6 tir dia chi MAC:

64 bit dinh danh giao dién trong dia chi IPv6 dugc tu dong tao nén tir 64 bit dinh danh
dang EUI-64 cua giao dién mang theo quy tic nhu sau:

Trong s6 24 bit x4c dinh nha cung cép thiét bi, c6 mot bit dugc quy dinh 1a bit U (xxxx
XXUX XXXX XXXX XXXX XXXX). Thong thuong bit nay c6 gia tri 0. Nguoi ta tién hanh déo bit bit
U nay (tr 0 thanh 1 va tir 1 thanh 0), va léy 64 bit sau khi thyc hién nhu vay lam 64 bit dinh
danh giao dién trong dia chi IPv6.

Tao 64 bit dinh danh giao dién cta dia chi [Pv6 tir dia chi MAC 00-90-27-17-FC-0F:

1. Tach dia chi MAC 48 bit EUI-48 (00-90-27-17-FC-0F) lam 2 phan, thém vao 16 bit
FFFE dé tro thanh dang thirc EUI-64 (00-90-27-FF-FE-17-FC-0F)

2. Tién hanh dao bit U cua dang thirc EUI-64 trén, s& thu duoc 64 bit dinh danh giao
dién: 02-90-27-FF-FE- 17-FC-0F.

Ethernet MAC 00 | 90 27m
(48 bit)

00 | 90 | 27

00 ] 90 | 27 BEERE=YA sz

/7 AY
0000 00X0| Bao bit X (thuat toan bu) . 0
N , tré thanh 1

Interface ID 02 | 90 | 27 NG ANYAR )

(64 bit)
Hinh 8: Tw déng cdu hinh 64 bit dinh danh giao dién tir dia chi MAC
b) Tw djng tao 64 bit dinh danh giao dién mot cach ngiu nhién

Khi str dung phuong thirc dialup dé két ndi vao Internet qua mang ctia mot nha cung
cép dich vu, mdi 1an két ndi, nguoi st dung s€ nhan dugc moét dia chi [Pv4 khac nhau. Néu can
ctr vao dia chi IP, viéc tim kiém luu luong ciia mot ngudi str dung dialup thuong kho khan.

Trong dia chi IPv6, 64 bit dinh danh giao dién c6 thé tu dong tao nén tur dia chi card
mang. Néu 64 bit dinh danh giao di¢n ludn luon dugce tao nén tir dia chi card mang, hoan toan
6 thé truy ctru dugc luu lugng cia mot node nhét dinh, tir 6 xé4c dinh duoc nguoi st dung va

viéc sir dung Internet. D& dam bao van dé vé quyén riéng tu, IETF dua ra mot cach thirc khac
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(mo ta trong RFC3041)™ dé tao 64 bit dinh danh giao dién, trén nguyén tic str dung thuat toan
gin mot s6 ngau nhién 1am 64 bit dinh danh giao dién. Dinh danh d6 14 tam thoi va s& thay dbi
theo thoi gian.

2.2 CAC DANG PIA CHI IPV6

2.2.1 Téng quan vé phan loai dia chi IPv6

Theo cach thirc goi tin dugce gui tdi dich, trong dia chi [Pv4, ton tai khai niém ba loai
dia chi:

- Broadcast: Dia chi broadcast duoc node str dung dé giri mot goi tin toi dong thoi
toan bg cac node IPv4 trong mot mang. Trong vung dia chi cua mdt mang, dia chi véi cac bit
xac dinh host toan 1 s€ dugc sir dung lam dia chi broadcast. Vi du trong mang 200.19.9.0/27,
dia chi broadcast s€ 1a 200.19.9.31

- Unicast: Dia chi unicast IPv4 chinh 1a dang dia chi ching ta gin cho thiét bi mang
dé két ndi vao mang Internet. Dia chi nay xac dinh duy nhat mot IPv4 node trén mang Internet

toan cau. Goi tin giri dén dia chi dich unicast s& chi dén duy nhat mot node IPv4.

- Multicast: Khi thiét ké IPv4, IETF danh riéng vung dia chi 16p D (tir 224.0.0.0 d&én
239.255.255.255) sir dung cho mdt cong nghé truyén tai goi tin goi 1a multicast. Cong nghé
multicast cho phép gtri mdt goi tin IP déng thoi téi mot nhom xéc dinh cac thiét bi mang. Cac

thiét bi mang nay c6 thé thudc nhiéu t6 chirc va dinh vi & cac vi tri dia 1y khac nhau.

Dia chi IPv6 khong con duy tri khai niém broadcast. Theo cach thirc goi tin dugc giri

dén dich, IPv6 bao gém ba loai dia chi sau:

- Unicast: Dia chi unicast xac dinh mot giao dién duy nhét. Trong mo hinh dinh myén,
cac goi tin ¢ dia chi dich 1a dia chi unicast chi duoc guri téi mot giao dién duy nhat. Pia chi

unicast duoc str dung trong giao tiép mot — mot

- Multicast: Pia chi multicast dinh danh mét nhom nhiéu giao dién. Goi tin c6 dia chi
dich 1a dia chi multicast s& duoc giri t6i tit ca cac giao dién trong nhom duoc gin dia chi do.

Dia chi multicast dugc st dung trong giao tiép mot — nhiéu.

Trong dia chi [Pv6 khong con tdn tai khai niém dia chi broadcast. Moi chirc nang cua
dia chi broadcast trong [IPv4 dugc dam nhiém thay thé boi dia chi IPv6 multicast. Vi du chirc
nang broadcast trong mt mang cua dia chi IPv4 dugc dam nhi¢m béng mot loai dia chi

multicast IPv6 c6 tén goi dia chi multicast moi node pham vi link (FF02::1)

- Anycast: Anycast la khai niém méi cua dia chi IPv6. Dia chi anycast cling xac dinh

tap hop nhiéu giao dién. Tuy nhién, trong mé hinh dinh tuyén, goi tin c6 dia chi dich anycast

13 RFC3041.: Privacy Extensions for Stateless Address Autoconfiguration in IPv6
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chi duoc giri t6i mot giao dién duy nhat trong tap hop. Giao dién d6 1a giao dién “gan nhat”

theo khai niém cua thu tuc dinh tuyén.

Nhu di trinh bay, khong gian IPv6 duoc phan chia thanh rat nhiéu dang dia chi. Mdi
dang dia chi c6 chirc ning nhat dinh trong phuc vu giao tiép. C6 dang chi sir dung trong giao
tiép ndi bd trén mot duong két ndi, c6 dang str dung trong két ndi toan cau. Do vay, dia chi IPv6
unicast va IPv6 multicast lai bao gdm nhiéu dang dia chi khac nhau. Cac dang dia chi nay co
pham vi hoat dong nhét dinh.

2.2.2 Nhirng dang dia chi thudc loai unicast

Dja chi unicast bao gdm nam dang sau day: Dia chi dic biét; Dia chi Link-local; Dja chi
Site-local; Pia chi dinh danh toan cau (Global unicast address); Pia chi tuong thich
(Compatibility address).

a) Dia chi dac biét

IPv6 sir dung hai dia chi dic biét sau day trong giao tiép:

=+ 0:0:0:0:0:0:0:0 hay con dugc viét "'::"" 1a loai dia chi “khong dinh danh” dugc IPv6
node su dung dé thé hién rﬁng hién tai n6 khong c6 dia chi. Dia chi “::” dugc su dung lam dia
chi ngudn cho céc goi tin trong quy trinh hoat dong ctia mot IPv6 node khi tién hanh kiém tra
xem c6 mot node nao khac trén cing dudng két ndi da sir dung dia chi IPv6 ma n6 dang du
dinh dung hay chua. Dia chi nay khong bao gio duwoc gan cho mét giao dién hodc dugc sir dung
lam dia chi dich.

+ 0:0:0:0:0:0:0:1 hay "::1" dugc sir dung lam dia chi xac dinh giao di¢n loopback,
cho phép mot node gtri gbi tin cho chinh no, twong duong véi dia chi 127.0.0.1 cua [Pv4. Cac
g6i tin ¢o dia chi dich ::1 khong bao gio duoc giri trén duong két ndi hay chuyén tiép di boi

router. Pham vi cia dang dia chi nay la pham vi node
b) Pia chi link-local

Khai niém node 1an cian (neigshbor node) trong hoat dong cua dia chi IPvé6:

Trong IPv6, cac node trén cung mdt duong link coi nhau 1a cac node lan can (neighbor
node). Trong mé hinh hoat dong ctia IPv6, giao tiép giita cac node 1an can trén mot duong két
nbi 12 vo cliing quan trong. IPv6 da phat trién mot thi tuc mai, tén goi Neighbor Discovery (ND)
la mot thu tuc thiét yéu, phuc vu giao tiép gitra cac neighbor node. Dia chi link-local can thiét

cho cac quy trinh ma thu tuc Neighbor Discovery phu trach.

Dia chi link-local:

Link-local 1a loai dia chi phuc vu cho giao tiép ndi b, gilra cac IPv6 node trén cung
mot dudng két ndi. IPv6 duoc thiét ké véi tinh nang “plug-and-play”, tirc kha nang cho phép
IPv6 host tu dong cAu hinh dia chi, cac tham sb phuc vu giao tiép bét dau tir chua c6 thong tin
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cau hinh nao. Tinh ning d6 c6 duoc 13 nho IPv6 node 1udn ludn c6 kha ning tu dong cAu hinh

nén mot dang dia chi sir dung giao tiép ndi bd. D6 chinh 1a dia chi link-local.

Dia chi link-local luén dwoc node IPv6 ciu hinh mét cich tw dong, khi bit diu hoat
dong, ngay cd khi khéong cé sw ton tai ciia moi loai dia chi unicast khdc . Dia chi nay c6 pham
vi trén mot duong link, phuc vu cho giao tiép gitra cac node lan can. So di IPv6 node c6 thé tu
dong cAu hinh dia chi link-local 1a do IPv6 node c6 thé tu dong cAu hinh 64 bit dinh danh giao
dién'®. Pia chi link-local dugc tao nén tir 64 bit dinh danh giao dién Iinterface ID) va mot tién
t6 (prefix) quy dinh sin cho dia chi link-local 14 FE80::/10.

Céu tric dia chi link-local

Khi khong c6 router, cac node IPv6 trén mdt duong link sé st dung dia chi link-local
dé giao tiép v6i nhau. Pham vi cia dang dia chi unicast nay 1a trén mot duong két ndi (pham vi
link).

CAu tric cua dja chi link-local nhu sau.

10 Bits 54 Bits 64 Bits
- -

1111 1110 10 ooa,,.000 Interface ID

Hinh 9: Cdu tric dia chi link-local

Dia chi link-local bat dau boi 10 bit tién té FE80::/10, theo sau bdi 54 bit 0. 64 bit con
lai 1a dinh danh giao dién (Interface ID).

c) Pia chi site-local

Trong thoi ky ban dau cia IPv6, dang dia chi IPV6 Site-local dugc thiét ké véi myc dich
sir dung trong pham vi mot mang, twrong duong véi dia chi dung riéng (private) cua IPv4. Pham
vi tinh duy nhét ctia dang dia chi nay 1 pham vi trong mot mang dung riéng (vi du mot mang
office, mot to hop mang office ctia mdt to chrc...). Cac router bién IPv6 khong chuyén tiép goi
tin c6 dia chi site-local ra khoi pham vi mang riéng cta to chirc. Do vy, mot ving dia chi site-
local c6 thé duoc dung tring 13p boi nhidu to chirc ma khong gay xung dot dinh tuyén IPv6 toan

cau. Pia chi site-local trong mot mang dung riéng khong thé duge truy cép t6i tir mot site khac.

Dia chi Site-local c6 tién t& FECO0::/10 va c6 céu tric nhu sau:

14 Tham khao muc 2.1.4 vé dinh danh giao dién trong dia chi IPv6
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< 10 Bits > 38 Bits > | 16 Bits > < B Bits >

1111 111011 Qaao,..0o00 Subnet 1D Interface ID

Hinh 10: Cdu tric dia chi site-local

Dija chi site-local bat dau bang 10 bit prefix FEC0::/10. Tiép theo 1a 38 bit 0 va 16 bit
ma t6 chutc c6 thé phan chia subnet, dinh tuyén trong pham vi site cia minh. 64 bit cubi 1 64

bit dinh danh giao dién cu thé trong magt subnet.

Dia chi Site-local dugc dinh nghia trong thoi ky dau phat trién IPv6. Trong qua trinh sir
dung IPv6, ngudi ta nhan thiy nhu cau sir dung dia chi dang site-local trong tuong lai phat trién
ctia thé hé dia chi IPv6 1a khong thyc té va khong can thiét. Do vay, IETF da sira doi RFC3513,
loai bo di dang dia chi site-local.

Tai ddy, chung ta dé cap dén dia chi Site-local v6i muc dich tim hiéu, biét duoc trong

qué trinh phat trién IPv6, da timg c6 dang dia chi nay.
d) Pia chi unicast dinh danh toan cau

Dia chi unicast dinh danh toan cau (Global unicast address) 1 dang dia chi twong
duong véi dia chi IPv4 public hién nay sir dung cho mang Internet toan cau. Tinh duy nhat
ctia dang dia chi nay duoc dam bao trong pham vi toan cau. Chang duoc dinh tuyén va c6 thé
lién két téi trén pham vi toan b mang Internet. Viéc phan bo va cp phat dang dia chi nay do

hé thong cac to chirc quan 1y dia chi qubc t& dam nhiém.

Dia chi unicast toan cau c6 tién td prefix bao gdm ba bit 001::/3. Pham vi tinh duy nhat

ctia dia chi unicast dinh danh toan cau 1a toan bd mang Internet [Pv6.

Nhu chung ta di biét, node IPv6 ngay tir khi khoi tao dd c¢6 kha ning giao tiép, do ludn
c6 kha nang ty dong tao nén dang dia chi link-local. Tuy nhién v&i dia chi nay, node chi c6 thé
thue hién giao tiép trong pham vi mot duong két ndi. Dé co giao tiép toan cau, IPv6 node can
duoc gén it nhét mot dia chi unicast dinh danh toan cau. Ciing nhu IPv4, dia chi nay c6 thé duoc
ciu hinh bang tay cho node. Tuy nhién, giao thirc IPv6 duoc thiét ké voi dic tinh hd tro IPv6
node kha nang tim kiém va ti dong gin dia chi unicast dinh danh toan cau, qua nhiing giao tiép
ndi b str dung dia chi link-local.

Khéng nhu dia chi IPv4, véi cau triic dinh tuyén vira phan cép, vira khong phan cip, dia
chi Internet IPv6 duoc cai tién trong thiét ké dé dam bao c6 mét cu trac dinh tuyén va danh
dia chi phan cap rd rang.

Ba muc ti€u quan trong nhét trong quan ly dia chi IPv4 1a “su dung hi€u qua, tiét kiém”,
“tinh t6 hop” va “tinh ¢6 dang ky”. Tuy nhién, dbi v6i dia chi IPv6, muc tiéu dau tién duoc dat

1én hang dau 1a “tinh t6 hop”. Piéu nay rat dé hiéu. Vi chiéu dai 128 bit, khong gian dia chi
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v cung rong 16n. Néu dja chi IPv6 khong dugc t6 hop that tdt, cé ciu tric dinh tuyén phan cip
r rang hiéu qua thi khong thé xir Iy dwoc mot khdi lugng thong tin khong 16 dit 1én bang thong

tin dinh tuyén toan cau.

- Cau trac dia chi unicast toan cau:

< 48 Bits -
< 45 Bits - | 16 Bits > | Bd Bits -
ool Global Routing Prefix Subnet ID Interface ID

Hinh 11: Cdu tric dia chi unicast todn cau

Dia chi unicast dinh danh toan cau dugc bat dau véi 3 bit tién t6 001.

Theo céch thirc biéu dién dang s6 hexa, hién nay hoat dong lién két mang [Pv6 toan cAu
dang st dung dia chi thudc wving 2000:/3 (bit dau tr 2000:0:0:0:0:0:0:0 dén
3FFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), do hé thong t6 chirc quan 1y dia chi IP qudc
té cap phat, phan bo lai cho hoat dong Internet toan cau. Néu mot dia chi IPv6, dugc bat dau

bai 2000::/3, ching ta biét d6 1a ving dia chi dinh tuyén toan cau.

Trong thoi gian dau tién str dung dia chi IPv6, IANA cap phat trong ving 2001::/16 cho
hoat dong Internet IPv6. Téi thoi diém hién nay, nhu cau sir dung IPv6 gia ting, cac ving dia

chi khac bat dau duoc cip phat, nhu 2400::/16.

- Phén cép dinh tuyén dia chi IPv6 unicast toan cau:

Public Topology Site Topology  Interface Identifier
- 48 Bits - 16 Bits > |- 64 Bits -
ool Glabal Routing Prefix Subnet ID Interface ID

Hinh 12: Phdn cdp dinh tuyén dia chi IPv6 Unicast toan cau

Theo RFC3587%° mo ta dang thirc dia chi IPv6 Unicast toan cau, dia chi IPv6 dinh danh
toan cau dugc phan cap dinh tuyén nhu sau:

& Phan cé dinh: 3 bit dau tién 001 xac dinh dang dia chi unicast dinh danh toan cau.

% Phan dinh tuyén toan cau: 45 bit tiép theo. Cac t6 chirc quan 1y s& phan cap quan 1y
ving dia chi ndy, chuyén giao lai cho céc t6 chirc khac. Kich thudc ving dia chi nhé nhat quang

ba ra ngoai pham vi mot mang ctia mot td chirc thong thuong theo ciu truc nay la /48.

15 RFC3587: IPv6 Global Unicast Address Format
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Theo chinh sach quan 1y dia chi hién tai, kich thudc vung dia chi nho nhét duogc phan
bd cho mét ISP 1a /32 va kich thude ving dia chi théng thudng cip cho mang cta ngudi sir
dung cudi cung 1a /48. Tuy nhién day khong phai nhitng con s6 ¢b dinh. Chinh sach quan Iy dja

chi toan cau ludn duoc thay d6i va xem xét dé phu hop nhét véi nhu cau va hoat dong mang.

% Ving dinh tuyén trong site: 16 bit tiép theo 13 khong gian dja chi ma té chirc c¢6 thé
tr minh quan 1y, phan bd, cip phat va t6 chic dinh tuyén bén trong mang cta minh. V&i mot
vung dia chi /48, td chirc ¢ thé tao nén 65,536 subnet ¢& /64 hodc nhiéu cép dinh tuyén phan

cap hiéu qua str dung trong mang cia t chuc.
e) Dia chi twong thich

Dia chi IPv6 phat trién khi mang Internet 1a mot thé giéi két ndi IPv4. Can c6 nhing
cong nghé phuc vu cho viéc chuyén doi tir dja chi IPv4 sang dia chi IPv6, ciing nhu nhing cach
thitc cho phép loi dung co so ha tang mang Internet IPv4 dé két ndi cac mang, hodc cac host
IPv6. Dia chi IPv6 tuong thich (Compatibility address) duoc dinh nghia dé st dung trong nhitng
cong nghé chuyén doi tir dia chi IPv4 sang dia chi IPv6, bao gdom:

< St dung trong cong nghé bién dich gitra dia chi IPv4 — IPv6 (cho phép mang IPv4
giao tiép duoc mang IPv6)

% Str dung cho mot hinh thirc chuyén doi dugc goi 13 “dudng hdm — tunnel”, trong d6
lg1 dung co s¢ ha tﬁng san ¢ ciia mang IPv4 dé két ndi cac mang [Pv6 bﬁng cach boc goi tin
IPv6 vao trong géi tin danh dia chi IPv4 dé truyén di trén mang co so ha tang IPv4, sir dung
cau trc dinh tuyén IPv4.

Do phuc vu cho céng nghé chuyén doi giita giao tiép IPv4, IPv6, dia chi IPv6 tuong
thich dugc cdu hinh nén tir dia chi IPv4 va c6 nhiéu dang tuy thudc theo cac cong nghé chuyén
d6i khac nhau, trong d6, c6 nhitng dang hién nay di khong con duoc sir dung nita. Chiing ta s&
tim hiéu ba trong s6 nhiing dang dia chi twong thich: dia chi IPv4-compatible, dia chi IPv4-
mapped, dia chi 6to4.

- Dia chi IPv4-compatible:

bia chi [Pv4-compatible duogc tao tir 32 bit dia chi IPv4 theo cach thic gén cac bit toan
0 vao phia trudc 32 bit dia chi IPv4 va duoc viét nhu sau:

0:0:0:0:0:0:w.x.y.z hodc :W.X.y.Z

Trong dé w.x.y.z 1a dia chi IPv4 viét theo cach thong thudng.

31



80 bit 16 bit 32 bit

y
—

N

| )

| |
0000.......vveerereerreereeeseenesenssenns 0000 : 0000 : Bia chi IPV4

| |

Hinh 13: Dja chi IPv4-compatible

Dang dia chi IPv4-compatible dugc sur dung trong mot cong nghé tao duong ham dugc
c6 tén goi tunnel tu dong. Khi mot goi tin IPv6 c6 dia chi ngudn va dich dang IPv4-compatible,
g0i tin [Pv6 d6 s€ dugc tu dong boc trong goi tin c6 [Pv4 header va guri té1 dich st dung co s¢
ha tang mang IPv4.

Hién nay, nhu cau vé dang két noi tunnel tw dong nay khong con nita. Do vy, dang
dia chi nay ciing da dwoc loai bo khong con sw dung trong giai doan phat trién tiép theo ciia
dia chi IPv6.

- Dia chi IPv4-mapped

Dia chi IPv4-mapped duogc tao nén tir 32 bit dia chi IPv4 theo cach thiic gan 80 bit 0
dau tién, tiép theo 1a 16 bit c6 gia tri hexa FFFF véi 32 bit dia chi IPv4. Dia chi IPv4-mapped
duoc viét nhu sau:

0:0:0:0:0:FFFF:w.x.y.z hoac ::FFFF:w.x.y.z
Trong dé w.x.y.z 1a dia chi IPv4 viét theo cach thong thuong.

80 bit 16 bit I 32 bit
(0 (11 reanmarsneancenneacsanacancaanacennaaa: 0000 FFFF : Dia chi IPV4

Hinh 14: Dia chi IPv4-mapped

bia chi IPv4 mapped duoc st dung dé biéu dién mot node thuan IPv4 thanh mot node
IPv6 dé phuc vu trong cong nghé bién dich dia chi IPv4 — dia chi IPv6®® (vi du cong nghé NAT-
PT, phuc vu giao tiép giita mang thuan dia chi IPv4 va mang thuan dia chi IPv6). Dia chi IPv4-

mapped khong bao gio dugc ding lam dia chi ngudn hay dia chi dich ciia mot goi tin IPv6.

16 Cong nghé chuyén doi giao tiép IPv4 - IPv6 duoc d& cap trong chuong 5
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- Pia chi 6to4

Trong vung dia chi unicast dinh danh toan cau (xac dinh bang 3 bit dau 001), IANA
danh riéng mdt vung dia chi, dat tén la Dia chi 6to4, 1a mot dang dia chi twong thich phuc vu
cho mdt cong nghé tao duong ham c6 tén goi cong ngh¢ tunnel 6to4. Dia chi 6to4 duoc str dung
trong giao tiép gitra hai node chay dong thoi ca hai thu tuc IPv4 va IPv6 trén mang co s& ha

tang dinh tuyén cua IPv4.
Dia chi 6to4 duoc hinh thanh tir dja chi IPv4 bang cach nhu sau:

+ Trong vung dia chi unicast dinh danh toan cau (x4c dinh bang ba bit diu 001), IANA
da cép phat mot prefix dia chi danh riéng 2002::/16 dé tao nén dia chi 6to4.

+ DPia chi 6to4 duoc tao nén bang cach gin 16 bit danh riéng noi trén véi 32 bit dia chi
[Pv4 viét dudi dang hexa, tir do tao nén magt vung dia chi IPv6 kich thudc /48. Vung dia chi nay
s€ dugc su dung dé tao nén mang [Pv6 6to4. Cac mang nay s€ két ndi v6i nhau trén co sé ha

tang mang Internet IPv4.

2.2.3 Nhirng dang dia chi thugc loai multicast

Dia chi multicast, 1 mot phan phtic tap song rat dic thu cta giao thirc IPv6. Trong hoat
dong cua giao thirc [Pv6, khong tdn tai loai dia chi voi chire nang broadcast. Churc ndng cta dia
chi broadcast IPv4 dugc dam nhiém boi mot trong sd cac dang dia chi IPv6 multicast. Dia chi

IPv6 multicast thay thé cho ca dia chi broadcast va multicast trong IPv4.

IPv6 c6 rat nhiéu dang dia chi multicast. Mdi dang c6 pham vi hoat dong tuong tng.
M6t node IPv6 nhit dinh s& duoc thiét ké dé "nghe" luu lugng ciia mot s6 loai dia chi IPv6
multicast. Node c6 thé nghe luu lugng cia nhiéu loai dia chi multicast tai cung thoi diém. Node
cling co thé gia nhép hoac ro1 bd mot nhoém multicast tai bét ctr thoi diém nao.

Multicast IPv6 khong can thém cau hinh gi néu thuc hién trong pham vi mot duong két
ndi. Cac node IPv6 mic dinh tham gia cac nhém multicast can thiét cho cac quy trinh hoat dong
cua [Pv6 trén mot duong két ndi, vi du nhom xac dinh moi node trén duong két ndi, hay nhém
xac dinh moi router trén dudong két nbi. Tuy nhién néu luu lwgng multicast di vugt qua router,
ra ngoai pham vi mot duong két ndi, khi d6 can c6 nhirng cau hinh thyc hién dinh tuyén multicast.

a) Multicast va broadcast trong giao thic IPv4

Broadcast:

Nhu ching ta da biét, trong IPv4, dia chi broadcast dugc st dung trong céc thu tuc

ARPY, DHCP va cac thu tuc khac thuc hién chirc ning tim kiém (discovery), phuc vu cho

17 ARP: Address Resolution Protocol - Thu tuc phan giai dia chi, sir dung trong IPv4 dé phan giai dia chi IPv4
thanh dia chi 16p hai twong ing, vi du dia chi Ethernet MAC
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nhimg quy trinh hoat dong ¢t yéu cuia IPv4. Trong mot mang, dia chi IPv4 c6 gia tri cac bit

trong phan host toan 1 dugc st dung lam dia chi broadcast trong mang.

May chu

@ |
@
[//a ’/

S

Broadcast Multicast
Hinh 15: Multicast va broadcast trong dia chi IPv4

Trong IPv4, multicast 1a mot cong nghé duoc thiét ké ciing cho phép giri mot goi tin
dong thoi toi nhidu dich. Tuy nhién multicast khac broadcast & diém, goi tin khong phai duoc
gui té1 moi node trong pham vi mdt mang ma dugc guri t6i nhom cac node xéc dinh, cac node
nay co vi tri dia 1y khac nhau, va co6 thé thudc nhiéu td chirc khac nhau. Khi thuc hién multicast,
router trén cac mang c6 node tham gia nhém multicast phai hd trg thu tuc dinh tuyén multicast.
Host c6 thé Iya chon c6 tham gia vao mot nhém multicast nao d6 hay khong. Viéc quan 1y quan
hé nhom multicast trong [Pv4 dugc thuc hién béng thu tuc quan ly nhom IGMP8, Trong khi d6
v6i broadcast, moi node trong pham vi mot subnet 1a thanh vién cua nhém broadcast bét ké n6
c6 mudn hay khong. Khi thiét ké IPv4, toan bo dia chi 16p D (tir 224.0.0.0 dén 239.255.255.255)
dugc danh riéng dé sir dung cho cong nghé Multicast. Tuy duoc danh gia hidu qua va cac tidu
chuén k¥ thuét da duoc thiét ké hoan thién, song cong nghé multicast khéng dugc ap dung rong

rdi trong hoat dong ctia Internet IPv4 do nhiéu nguyén nhan vé doi héi céu hinh.

b) Céu tric dia chi IPv6 Multicast

Dia chi Multicast IPv6 dugc thiét ké dé thuc hién ca chirc nang broadcast va multicast.
Do vy c6 nhiéu dang dia chi multicast IPv6. Cé nhiing dang dia chi IPv6 multicast ma IPv6
node bat budc phai nhan luu lrong, phuc vu cho nhitng quy trinh hoat dong thiét yéu cua IPv6.
C6 nhimng dang dia chi multicast IPv6 sir dung trong cong nghé truyén goi tin twong tu nhu
multicast ctia IPv4. Mdi dang dia chi multicast IPv6 c6 pham vi hoat dong nhét dinh. Luu luwong
cta dia chi IPv6 multicast s& duoc chuyén t6i toan bd cac node trong mot pham vi nao d6 hay

chi dugc chuyén t6i nhom céc node trong pham vi 1a tity thudc vao dang dia chi multicast.

18 |GMP: Internet Group Management Protocol



Ving dia chi c6 tién t6 FF::/8 (8 bit dau 1a 1111 1111), chiém 1/256 khong gian dia chi
[Pv6 duogc danh riéng dé 1am dia chi IPv6 multicast.

CAu tric cta dja chi IPv6 multicast nhu sau:

8 hits _4bits | 4bits | 80 bits _ 32bits

r
¥
4
¥
r
k.

1111 1111 Flags |Scope 000 ... 000 Group ID

Hinh 16: Cdu tric dia chi IPv6 multicast

Dia chi [Pv6 multicast ludn dugc bt dau bai 8 bit prefix 1111 1111 va rat dé phan biét.
Pja chi multicast khong bao gio duoc sir dung 1am dia chi ngudn ctia mot goéi tin IPv6. Trong

cAu tric dia chi IPv6 multicast c6 cic nhom bit thuc hién céac chire nang sau day:

Co (Flag) 4 bit : Truong nay c6 bdn bit "0T00", trong d6 3 bit hién chua st dung dugc

dat gia tr1 0, bit T s€ x4c dinh day la dang dia chi IPv6 multicast dugc IANA gén vinh vién
(permanent-assigned), sir dung thong nhat trong hoat dong Internet IPv6 toan ciu, hoic 1a dang
dia chi IPv6 multicast do nguoi st dung tu quy dinh (non permanent-assigned). Khai niém nay

cling twong tu nhu khai niém well-known port trong thu tuc TCP/IP.

> Néu Bit T=0, day la dia chi multicast IPv6 vinh vién dugc JANA quy dinh. Danh
sach cac dia chi nay duoc cung cép trong RFC2375°. Trong d6 ¢ nhiing dang dia chi phuc vu
cho nhitng quy trinh hoat dong ¢t yéu cuia IPv6, sir dung cho nhitng giao tiép khi mot node can

giao tiép vdi toan bd hodc vo1 nhom cac node xac dinh trén mot duong ket noi.
Vidu:

FF02:: 1 1a dia chi multicast dé guri td1 moi node trén mdt duong link FF02::2 1a dia chi
multicast dé giri toi moi router trén mot duong link.

> Néu Bit T=1, day 1a dang dia chi multicast duoc tao nén boi nguoi sir dung, trong
mdt pham vi nhat dinh. Dia chi multicast s& khong c6 ¥ nghia ngoai pham vi d6. Mot cach thirc
dé tao nén dia chi nay 1a t6 chirc str dung tién té (prefix) cua vung dia chi unicast toan cau cta

minh dé gan cung vdi tién to FF dé tao nén dia chi multicast.

Pham vi (Scope) 4 bit: Truong nay gdm 4 bit xac dinh pham vi ctia nhom dia chi

multicast. Hién nay dang dinh nghia cac gia tri nhu sau:

19 RFC2375 - IPv6 Multicast Address Assignments
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1: Pham vi Node
2: Pham vi Link
5: Pham vi Site

8: Pham vi t6 chirc Organisation

E: Pham vi toan cau Global
Céc gia tri khac hién nay chua gan.
Hinh 17: Pham vi cua dia chi IPv6

Giai thich mot cach rd rang hon, néu ta thay 4 bit truong scope 1a "0001" (tirc gia tri
Scope 1a 1) khi d6 pham vi cta dia chi multicast nay la pham vi node. G6i tin multicast s€ chi
duogc guri trong pham vi cac giao dién trong mot node ma thoi.

Néu 4 bit nay 14 "0010", gia tri trudng Scope 1a 2, pham vi ca dia chi multicast 1a pham
vi link. G6i tin multicast dugc giri trén pham vi toan bo dudng két ndi.

Router sir dung gia tri truong Scope cua dia chi multicast & quyét dinh c6 chuyén tiép
luu lvgng multicast hay khong. Vi du dia chi multicast FF02::2 ¢6 pham vi link-local, router s¢
khong bao gio chuyén tiép goi tin nay ra khoi pham vi duong két noi.

Nhom (Group ID) 32 bit — Thuc hién chirc nang dinh danh cdc nhoém multicast. Trong

mot pham vi, c6 nhiéu nhém multicast (vi du nhém multicast cac router, nhém multicast moi
node, nhdm multicast moi may chu DHCP...). Gia tri cac bit Group ID s€ dinh danh cac nhém
multicast. Trong mdt pham vi, s6 dinh danh nay la duy nhét. Luu lwgng co dia chi dich multicast
s& dugc chuyén téi cac may thudc nhoém multicast xac dinh boi Group ID, trong pham vi XAc

dinh bai Scope.

Trong dia chi IPv6, 32 bit cudi duoc sir dung dé x4c dinh nhom multicast. Theo thiét ké
ban dau, Group ID g@)m 112 bit. Véi 112 bit, ¢6 thé dinh danh 21 nhom. Tuy nhién, dé c6 thé
truyén di trén mang t6i dich, dir liéu phai chira thong tin dia chi IP (16p network) va dia chi 16p
link-layer (dia chi MAC trong truong hop két ndi Ethernet) tuong tmg. Dé c6 dugc anh xa 1-1
tor mot dia chi IPv6 multicast t6i mot dia chi Ethernet multicast MAC duy nhét, sb lugng bit

ctia Group ID duoc khuyén nghi 1a 32 bit.
c) Mét s6 dia chi multicast IPv6 vinh vién

Khi thiét bi duoc kich hoat hd trg IPv6, cac node phai tham gia vao mot sé nhom
multicast bat bugc. Node phai tham gia vao nhom multicast danh cho moi node trong pham vi
node va pham vi dudng két ndi. Router phai tham gia vao nhdm multicast danh cho moi router

pham vi node, pham vi dudng két ndi.
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Multicast téi moi node: Nhom multicast moi node hién nay dwoc gan gia tri Group ID 1.

Dia chi IPv6 Tén goi Gia tri Scope Gia tri Group ID Chu thich
multicast
FFO1::1 Pia chi multicast moi 1 1
node pham vi node | Xac dinh pham vi Xac dinh nhom
node multicast moi node
FF02::1 bia chi multicast moi 2 1 Xac dinh moi node
node pham vi link Xac dinh pham vi Xac dinh nhém IPv6 trong pham Vi
link multicast moi node | mot duong két nbi

Bang 3: Dia chi multicast moi node

Multicast t6i moi router: Nhom multicast moi router hi¢n nay dugc g:fm gia tri Group ID 2.

Dia chi IPv6 Tén goi Gis tri Scope | Gia tri Group ID Chu thich
multicast
FFO01::2 bia chi multicast moi 1 2
router pham vi node Xéc dinh pham Xac dinh nhém
vi trong node | multicast moi router
FF02::2 Pia chi multicast moi 2 2 Xac dinh moi router
router pham vi link Xac dinh pham Xac dinh nhom [Pv6 trong pham vi
vi link multicast moi router | mot duong két ndi
FF05::2 bia chi multicast moi 5 2 Xac dinh moi router
router pham vi site Xéc dinh pham Xéc dinh nhom IPv6 trong pham vi
vi site multicast moi router mot site

Bang 4: Dia chi multicast moi router

Nhirng gia tri IPv6 multicast vinh vién khac, c6 thé tim hiéu trong RFC2375 - IPv6
Multicast Address Assignments.

W1

May cha

+ FF02::2

&

Host gtri goi tin t6i dia chi

Multicast moi node pham vi link

Host gtri goi tin toi dia chi

Hinh 18: Multicast trong pham vi link
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d) Pia chi multicast solicited-node

Mot trong nhitng quy trinh hoat dong cbt yéu cua IPv4 1a thuc hién phan giai giira dia
chi IPv4 32 bit thanh dia chi l6p 2 tuong g (vi du dia chi MAC Ethernet 48 bit). Dia chi [Pv4
thue hién chtrc ning nay bang thi tuc ARP (Address Resolution Protocol). Nguyén 1y hoat dong
co ban cta thu tuc ndy 1 giao tiép yéu cau/dap Gmg trong d6 mot node khi khong biét dia chi
16p vit Iy cia mot node khac trén duong link sé giri gbi tin ARP t6i toan bo node gin trén mot
Ethernet (st dung dia chi broadcast). Goi tin ndy c6 chtra dia chi IP ciia node ma né mudn giao
tiép. Cac node trén Ethernet déu nhan va xt 1y goi tin ndy, node c6 dia chi IP trung khép véi
dia chi IP chtra trong goi tin s€ gui thong tin dap tra. Thu tuc ARP cua dia chi IPv4 c6 mot han
ché: do st dung dia chi broadcast nén khi mot node khi thuc hién thu tuc phan giai dia chi, von
1a quy trinh dién ra thuong xuyén di “lam phién” téi moi node trén mang LAN, lam giam hiéu

qua cua mang.

Trong dia chi IPv6, chitc nang phan giai dia chi duwgc ddm nhiém bﬁ“mg mot tha tuc mai,
phu trach giao tiép cua cac node trén mot dudng link, c6 tén goi thi tuc Neighbor Discovery®,
qua viéc trao doi cac thong diép ICMPv62L. Trong qua trinh phén gidi dia chi??, dé tranh tac
dong dén toan bo cac node trén duong két ndi (Vén 12 mot han ché caa tha tuc ARP IPv4), dia
chi IPv6 khong sur dung dang dia chi multicast moi node pham vi link (FF02::1) la dang dia chi
thyuc hién chire nang tuong ty nhu dia chi broadcast trong mang LAN cua [Pv4 1am dia chi dich
ctia gbi tin truy van. Thay vi d6, qua trinh phén giai dia chi ctia IPv6 st dung mot dang dia chi

IPv6 multicast dac biét, co tén goi dia chi multicast solicited-node.

Pia chi multicast solicited-node dugc ciu thanh tir dia chi unicast da gan cho node. Mdi

mot dia chi unicast duoc gén cho node, s& c6 mot dia chi multicast solicited node tuong Uing.

Cau thanh dia chi Solicited node tir dia chi unicast:

Dia chi solicited-node dugc céu thanh tir dia chi unicast béng cach gén 104 bit tién o
prefix FF02::1:FF/104 v&i 24 bit cudi ciing chinh 13 24 bit cudi cua dia chi unicast.

Dé c6 thé giao tiép, node can phan giai dugc cac dia chi IPv6 unicast 3 gan cho node
thanh dia chi 16p hai twong tng, do vay vdi mdi mét dia chi unicast dugc g'fln cho node s€ co
mot dia chi multicast solicited node. IPv6 node s€ vira nghe luu luong tai dia chi unicast, vira

nghe luu lugng tai dia chi multicast solicited-node tuong ing dia chi unicast do.

Do truong Scope trong dia chi solicited-node c6 gia tri 2, day la dia chi multicast co

20 Tham khéo thu tuc Neighbor Discovery trong muc 4.2
21 Tham khdo thii tuc ICMPvV6 trong muc 4.1
22 Tham khdo quy trinh phan gidi dia chi cta IPv6 trong muc 4.3.1
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pham vi trén duong két ndi. Pia chi multicast solicited node s& tu dong duogc tao ra khi host

duoc gan cac dia chi unicast.

- 64 bits | 64 bits __‘
) | ]
Unicast prefix Interface ID
l 24 bits i
FFO2: 0:0:0:0 1.FF

Hinh 19: Cdu thanh dia chi solicited-node multicast tir dia chi unicast
Vi du cu thé:
Mot node IPv6:

- Co6 dia chi link-local “FE80::2AA:FF.:FE3F:2A1C” . Dia chi Multicast Solicited
node tuong Gng dia chi link-local nay 1a “FF02::1:FF3F:2A1C”

- Néunode duoc gén dia chi unicast toan cau 2001:dc8::3005:BC68. Dia chi Multicast
Solicited node tuong tng dia chi unicast nay 1a “FF02::1:FF3F:BC68”

2.2.4 Dang dia chi anycast

bia chi anycast dugc gén cho mét nhom nhiéu giao dién. Goi tin dugc g td1 dia chi
anycast s& dugc chuyén di theo cau tric dinh tuyén téi giao dién gan nhét trong nhom (tinh theo

thi tuc dinh tuyén). RFC3513% dinh nghia dia chi anycast v&i nhitng ddc diém nhu sau:

< Anycast khong c6 khong gian dia chi riéng ma thudc vung dia chi unicast. Khi mot

dia chi unicast dugc gan dong thoi cho nhi€u giao dién, n6 s€ tr¢ thanh dia chi anycast.
< Mot dia chi anycast c6 thé dugc gan cho nhi€u giao dién ctia nhiéu node.

Dia chi anycast khong bao gid dugc sir dung lam dia chi ngudn ctiia mot goi tin IPv6.
Hién nay, dia chi anycast khéng duoc gin cho IPv6 host ma chi duoc gin cho IPv6 router. Mot
trong nhitng tmg dung mong mudn ciia dia chi anycast 1a sir dung dé xac dinh mot tap cac router

thudc vé mot nha cung cép dich vu Internet.

Hién nay, md&i chi c6 mdt dang dia chi anycast dugc dinh nghia va ting dung, c6 tén goi
dia chi anycast Subnet- Router. Trén mot subnet IPv6, c6 thé c6 nhiéu router phu trach két ndi
va chuyén tiép goi tin cho cac host thudc subnet sang nhitng mang khac. Khi dugc sir dung, dia

chi anycast Subnet-Router dong thoi duoc gan cho cac router IPv6 trong mot mang (subnet).

2 RFC 3513 - Internet Protocol Version 6 (IPv6) Addressing Architecture
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Goi tin st dung dia chi nay lam dia chi dich s€ dén dugc mot trong sO cac router nay va sé tdi

dugc mang.
Cach thiec tao dia chi Anycast Subnet-Router tur prefix cua subnet:

Nguoi ta giit nguyén cac bit tién td (prefix) ciia subnet va dit moi bit khac vé gia tri 0.
Léy dia chi thu dugc lam dia chi anycast Subnet-router cua subnet. Moi giao di¢n router gén
v6i mang con ndy duoc dong thoi gin dia chi anycast Subnet-Router trén. Dia chi nay duoc sir
dung dé mot node tir xa giao tiép v6i mot trong sd nhirng router ctia subnet.

2.2.5 Luwa chon dja chi mic dinh trong IPv6

CAu truc dia chi IPv6 cho phép nhiéu dia chi, thudc nhiéu dang c6 thé gén cho cung mot
giao dién. Viéc co nhiéu dija chi trén mot giao dién khién cho cac thyuc thi IPv6 thuong xuyén
dbi dién véi tinh trang nhiéu dia chi ngudn va dia chi dich khi khoi tao giao tiép. Can phai c6

mot thudt todn mac dinh, chung cho moi thuc thi dé lua chon dia chi ngué)n va dia chi dich.

Thuat toan cho phép lua chon dia chi nay sir dung nhiéu yéu t6 dé can nhic. Trong d6

c6 mot s6 yéu té nhu sau:

- Tinh trang dia chi: M&i mot dia chi IPv6 gin cho IPv6 node di kém vé&i khoang
thoi gian “sdng” hop 1&. Node IPv6 quan 1y tinh trang dia chi theo thoi gian sdng, trong do
“preferred" trc dia chi con dugc lya chon va “deprecated" tirc dia chi da bé di. Khi lga chon

dia chi dé sir dung trong giao tiép, IPv6 node s& khong sir dung nhing dia chi “deprecated”.

- Bang chinh sach “Policy Table”: Thuat toan lya chon dia chi con str dung mot
bang luu trit goi 14 Policy Table. Bang nay luu trit cac prefix dia chi dugc gin cho node voi hai
gi tri di kém 1a gia tri chi quyén uu tién (Precedence) va gia tri nhan (Label)

< Gi4 tri quyén wu tién (Precendence) dugc st dung dé sap xép dia chi dich.

< Gia tri nhan (Label) str dung dé Iya chon mot prefix ngudn nhét dinh twong tng
v6i mot prefix dich nhét dinh. Céc thuat toan thuong hay sir dung dia chi nguén (S) twong tng

v6i dia chi dich (D) khi Label(S) = Label(D).

Khi lya chon gia tri nhan trung khép trong bang policy table, dia chi s& dugc lua chon:

Nguon 1 dia chi thuan IPv6 > Dich 14 dia chi thuan IPv6 Nguon la
dia chi 6to4 ---> bich 1a dia chi 6to4

Nguon 14 dia chi IPv4-compatible > Pich 1a dia chi IPv4-compatible
Nguodn 1a dia chi IPv4-map --->  Dich la dia chi [Pv4-map

Trong hé diéu hanh window, ching ta c6 thé xem gié tri ctia bang Policy Table bang 1énh:
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Netsh> interface IPv6> show prefixpolicy

cv C:\WINDOWS\system32\cmd.exe - netsh

:\Documents and Settings\Nguyen Thu Thuy>
C:\Documents and Settings\Nguyen Thu Thuy>netsh
netsh>interface ipvé6

etsh interface ipub6>show prefix policy
The parameter is incorrect.

etsh interface ipub>show prefixpolicy
Querying active state...

Precedence Prefix

3ffe:831f::/32
:ffff:0:6/96
1:/96
2882::/16

Hinh 20: Lia chon dia chi trong hé diéu hanh window

- Sur dung thur ty tra vé ctia DNS: Khi node IPv6 A két ndi t6i mot node B nao dé, node

A ¢6 thé lua chon dia chi dich cho giao tiép trong $6 nhirng dia chi ciia B dya trén thir tu tra

vé tir truy van DNS.

2.3

TOM TAT VE PIA CHI IPV6

Nhitng muc trude di dé cap va mo ta nhiéu dang dia chi IPv6. Bay gio, chung ta s&

théng ké lai cac tién to (prefix) va téng két lai nhirng dang dia chi ma dé hoat dong duogc, IPv6

host, IPv6 router can dugc gan.

2.3.1 Thong ké vé cac dang dia chi IPv6

Béng sau thong ké mot sb céc tién to prefix va dang dia chi thuong gip ciia IPv6.

Bit Dang dia chi Chu thich
bia chi dac biét
a1 Dia chi loopback
FE80::/10 bia chi link-local
FECO::/10 Dia chi site local Da dugc hiy bd
2000::/3 Dia chi unicast dinh danh toan cau. Trong do:
2002::/16 — Dia chi cta tunnel 6to4
IWLXY.Z Dia chi IPv4-compatible Dung cho cong nghé tunnel
tu dong.
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'FFFF:w.x.y.z | Dia chi IPv4 - map Dung trong bién dich dia chi

IPv6-IPv4. Khi can thiét phai
biéu dién mét node thuan
IPv4 thanh node IPv6.

FF::/8 Dia chi multicast Str dung thay thé cho chirc

FFO1::1 - Pia chi multicast moi node pham vi node ning broadcast cua dia chi
FFO2::1 - Bia chi multicast moi node pham vi link IPv4 va phuc vu nhiing quy
FFO01::2 - Dia chi multicast moi router pham vi node | trinh hoat dong cua IPv6 nhu
FF02::2 - Dia chi multicast moi router pham vi link | phan giai dia chi, quy trinh
FF05::2 - Dia chi multicast moi router pham vi site | giao tiép giita cac node trén

FF02::1:FF/104 — Dja chi multicast Solicited node mot duong két ndi.

Bdng 5: Bang tém tit vé cdc dang dia chi IPv6
2.3.2 Nhirng dang dia chi IPv6 host nghe luu lugng va xir ly
Mot IPv6 host s& nghe luu lugng dé nhan va xir 1y goi tin tai nhitng dia chi sau day:
o Mot dia chi link-local cho mdi giao di¢n.

o Nhitng dia chi unicast cho mdi giao dién: Dia chi sir dung cho giao tiép Internet toan

cau, hodc cac dang dia chi unicast khéc.
o Dia chi loopback
Ngoai ra con nghe luu lugng tai nhitng dia chi multicast
o Dia chi multicast moi node pham vi node (FF01::1);
o bia chi multicast moi node pham vi link (FF02::1);
o Dia chi solicited node cho mdi dia chi unicast cia mdi giao dién;

o Pia chi cac nhém multicast khac ma cac giao dién tham gia (khi host duoc cau hinh dé

nhan luu luong trong cong nghé truyén tai multicast (twong tw nhur cong nghé multicast cta IPv4).
2.3.3 Nhirng dang dia chi IPv6 router nghe luu lwgng va xir ly

Chung ta ciing biét, mot router can phai dugc gan moi loai dia chi ma mdgt IPv6 host

duoc gan. Ngoai ra, IPv6 router con dugc gan nhitng dia chi sau day:
o Dia chi Subnet router anycast
o Céc dia chi anycast khac (néu can)

IPV6 router ciing nghe luu lugng tai moi dia chi ma né dugc gan va moi dia chi multicast
[Pv6 host cAn nghe luu lugng. Ngoai ra, dé phuc vu cho hoat dong cua router, IPv6 router cOn

phai nghe, nhan va xu ly cac goi tin tai nhitng dia chi multicast sau:
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o Dia chi multicast moi router pham vi giao dién (FF01::2)
o Dia chi multicast moi router pham vi link (FF02::2)
o Dia chi multicast moi router pham vi site (FF05::2)

Nguoi sir dung khong can thiét phai cau hinh router dé gin nhiing dia chi multicast trong
pham vi mdt duong két ndi. Khi router duge kich hoat hd trg IPv6, hé diéu hanh (vi du Cisco

0S) s& tu dong gan nhitng dia chi nay cho IPv6 router.

Héi — ddp cudi chwong 2:
1. Dia chi IPv6 duge biéu dién nhu thé nao ?

Dia chi IPv6 c6 chiéu dai 128 bit nhi phan, dugc biéu dién dudi dang s6 hexa decimal.

Mot dia chi IPv6 1a mot day ) gé)m 8 nhom s6 hexa cach nhau béng dau “”, mdi nhom co 4

chit s6 hexa.
2. Khi biéu dién dia chi IPv6, co phai viét ddy du toan bo 32 chir sb hexa hay khong?

Khéng can. Pia chi IPv6 c6 thé viét gon lai bang hai quy tic thu gon nhu sau: Quy tic
1: Trong mdt nhom 4 sb hexa, co thé bé bét nhitng s6 0 bén trai

Quy tic 2: Trong ca dia chi IPv6, mot s6 nhom lién nhau chira toan s6 0 c6 thé khong
viét va thay thé bang “::”. Tuy nhién chi duoc phép thay thé mot 1an nhu vay trong toan bo mot
dia chi IPv6.

Khi biéu dién thu gon theo hai quy tic nhu vdy, dia chi IPv6 day du hoan toan co thé
duoc xay dung lai tir dia chi IPv6 thu gon.

3. Baloai dia chi unicast, multicast, anycast cua IPv6 khac nhau tai diém gi?

Ba loai dia chi IPv6 khac nhau & cach thirc giri goi tin dén giao dién gan dia chi dich.
Goi tin c6 dia chi dich 1a dia chi unicast chi dugc gt téi mét giao di¢n duy nhét. Goi tin c6 dia
chi dich 1a dia chi multicast s& duoc guri toi tit ca cac giao dién trong nhom duoc gin dia chi
d6. Goi tin ¢ dia chi dich anycast duoc giri toi giao dién gan nhat trong nhém dugc gin dia chi
(tinh theo thi tuc dinh tuyén).

4. Trong dia chi IPv6, chitc nang broadcast cua IPv4 dugc ddm nhiém bﬁng dang dia
chi nao?

Dia chi [Pv6 khong con tdn tai khai niém dia chi broadcast. Chirc nang cua dia chi

broadcast trong IPv4 dugc ddm nhiém thay thé bai dia chi IPv6 multicast.
5. Trén phuong dién gén dia chi cho host, dia chi IPv6 khac IPv4 & diém nao?

Mot host IPv6 chi c6 mdt card mang ciing s€ co nhiéu giao dién, co thé 1a giao dién vat
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1y, hoac giao di¢n 4o danh cho cong nghé duong ham tunnel. Mot giao di¢n IPv6 cé thé duoc

gin dong thoi nhiéu dia chi IPv6
6. IPv6 st dung dia chi nao lam dia chi loopback?
Dia chi loopback cia IPv6 13 0:0:0:0:0:0:0:1, hay con dugc viét 1a ::1.

7. Khi can t6i dia chi IPv4 cho hoat dong mang, chung ta xin cp tir cac to chic quan

1y dia chi qudc té. Dang dia chi IPv6 nao twong dwong vé6i dia chi IPv4 trén?

Dang dia chi IPv6 twong duong voi IPv4 sir dung trong dinh tuyén Internet toan cau,
hién nay dang duoc cac to chirc quan 1y dia chi cip phat, phan bd cho hoat dong Internet 1a dia
chi unicast dinh danh toan ciu (global unicast address). Loai dia chi nay c6 ba bit prefix ban
dau 001 (trir ving dia chi 2002::/16 1a dia chi 6to4).

8. Dang dia chi IPv6 nao IPv6 node c6 thé sir dung dé giao tiép véi cac node khéc trong

mot duong link cho du né chua duge cau hinh dia chi pham vi toan cau?

D6 1a dia chi link-local. Dja chi link-local ¢6 10 bit tién t6 prefix 1a FE80::/64. IPv6 host
c¢6 kha nang tu dong tao dia chi link-local, cho di chua dugc céu hinh bét ctr dia chi pham vi
toan cau ndo. Do vdy, IPv6 host ¢ thé sir dung dia chi link-local nay dé giao tiép v&i nhau trén
mot duong link, ngay ca khi chua dugc cdu hinh cac dang dia chi khac.

9. Céc cong nghé chuyén ddi IPV6 - IPv4 str dung dang dia chi [Pv6 nao? Léy vi du?

Céc cong nghé chuyén doi IPv6-IPv4 sir dung dang dia chi twong thich (Compatibility
address). Nhitng dia chi nay dugc xay dung tir dia chi IPv4 va phuc vu nhiing cong nghé chuyén
d6i khac nhau. Vi du dia chi IPv4-compatible (::w.x.y.z) dung cho tunnel tu dong (hién nay
khong con dung nira), dia chi IPv4- mapped (0:0:0:0:0:FFFF:w.x.y.z) dung trong cong nghé
bién dich, dia chi 6to4 (c6 prefix danh riéng 2002::/16) ding cho cong nghé dudng ham 6to4.

10. Ban cho biét, dja chi multicast IPv6 duoc nhan dang béng cach nao ?

Dja chi IPv6 multicast dugc nhin dang bang 8 bit tién t6 FF (1111 1111)

11. Néu mot host giri goi tin ¢6 dia chi dich FF02::2 thi nhitng IPv6 node nao s& nhan
duoc, néu guri goi tin c6 dia chi dich FF02::1 thi nhiing IPv6 node nao s€ nhan dugc ?

Dia chi multicast FF02::2 c6 gia tri trudng Scope = 2 1a pham vi duong link, gia tri
group ID = 2 1a nhém multicast moi router. Nhu vay, khi goi tin c6 dia chi dich nay, s€ duogc
gui té1 moi router trén pham vi duong link.

bia chi multicast FF02::1 c6 gia tri truong Scope = 2 1a pham vi duong link, gia tri
group ID = 1 1a nhom multicast moi node. Nhu vay, khi goi tin c6 dia chi dich nay, s€ duogc gtri

td1 moi node (router, host) trén pham vi duong link.

12. Quaé trinh phan giai dia chi cua IPv6 stt dung dang thurc dia chi multicast nao?



Dé tang tinh hiéu qua, qua trinh phan giai dia chi cia IPv6 khong st dung dia chi
multicast moi node pham vi link ma st dung dia chi multicast solicited node. M&di dia chi
unicast gin cho IPv6 node s& twong Gmg vi mot dia chi multicast solicited node. Khi dugc gin
dia chi unicast, IPv6 node khong chi nghe Iuu luong tai dia chi unicast ndy ma dong thoi, ciing

s€ nghe Iuu lugng tai dia chi multicast solicited node tuong ing dia chi unicast.

45



CHUONG 3: GIAO THUC IPV6, SO SANH VOI IPV4

Trong chuong nay, ban s& tim hiéu vé nhimng khéc biét, thay d6i va cai tién vé phuong

dién giao thirc trong IPv6 so voi IPv4. Cu thé 1a IPv6 header.

3.1 IPV6 HEADER

Hoat dong cua Internet dya trén cac giao thuc, 1a tap cac quy trinh phuc vu cho giao
tiép. Trong giao thirc Internet, nhirg thong tin nhu dia chi IP ctia noi giri va noi nhan goi tin,
va nhitng thong tin can thiét khac duoc dit phia trude dir liéu. Phan thong tin d6 duoc goi 1a

phan mao dau (header).

IPV6 header 1a phién ban cai tién, duoc t6 chirc hop 1y hon so voi IPv4 header. Trong
d6 loai bo di mot sb truong khong can thiét hodc it khi str dung va thém vao nhitng truong hd

trg tot hon cho luu luong thoi gian thyec.

0 4 8 16 24 31
Version IHL Service Type Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source Address (32 bit)

Destination Address (32 bit)

| Options... 1 Padding 1
I

Hinh 21: IPv4 header

0 4 12 16 24 H
Yersion Chss Flaw Labe]
Payload Lengih NextHeader | Hop Limit
- Source Address (128bh) .
) Destination Address (128bh) ]

Hinh 22: IPv6 header

Thuyc hién so sanh hai dang thirc header IPv4 va IPv6, s& thdy mot s trudng duge gt
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nguyén, mot sb trudng trong IPv6 header thyc hién chirc ning tuong ty trudng cia IPv4 header,

c6 truong duoc thém vao va mot sé trudng dugc bo di.

Dé thay nhirng thay ddi va nang cip trong IPv6 header, chung ta s& nhic lai vé cac

truong trong IPv4 header va chirc nang ctia chung, sau d6 s€ so sanh véi header IPv6.
3.1.1 IPv4 header
IPV4 header c0 cac truong sau day:
Version — Chi dinh phién ban cua IP, c6 gia tri 4.
Internet Header Length — Chi dinh chiéu dai IPv4 header (don vi do 13 khéi 4 byte).

Service Type — Chi dinh dich vu mong muén khi truyén cac géi tin qua router. Trudng
nay cé 8 bit, xac dinh quyén uu tién, do tré, thong lugng, cac dic tinh chi dinh do tin cay khac.
Truong Service Type gém TOS (Type of Service) va Precedence. TOS x4c dinh loai dich vy,
bao gom: gia tri, do tin cdy, thong lugng, d6 tré hodc bao mat. Precedence xac dinh muc uu

tién, str dung 8 muec tu 0-7.

Total Length — Chi dinh tong chiéu dai géi tin IPv4 (ca phdn mao dau va phan dit liéu).
Kich thudc 16 bit, chi dinh rang goi tin IPv4 ¢ thé dai téi 65,535 byte.

Identification — DBinh danh goi tin. Kich thudc 16 bit. Pinh danh cho goi tin dugc lya
chon béi ngudn guri goi tin. Néu goi tin IPv4 bi phan manh, moi phan manh s& giir lai gia tri
truong dinh danh nay, muc dich dé node dich c6 thé nhom lai cac manh, phuc vu cho viéc phuc
hoi lai géi tin.

Flags — Xac dinh co cho qua trinh phan manh. Kich thudc 3 bit. Cé hai co: mdt xac dinh
gdi tin bi phan manh va co kia chi dinh xem c6 thém phan manh khac nita tiép theo phan manh

hién thoi hay khong.

Fragment Offset — Chi dinh vi tri cia phan manh trong phéan dir lidu (payload) cta goi

tin ban dau. Truong nay co kich thudc 13 bit.

Time to Live — Chi dinh s6 lugng link t6i da ma mot goi tin IPv4 ¢6 thé di qua trude
khi bi huy bo. Truong nay dai 8 bit. TTL duoc stt dung nhu mot bd dém thoi gian ma router
IPv4 dung dé quyét dinh d6 dai thoi gian can thiét (bang gidy) dé chuyén tiép goi tin IPv4.
Router hién dai chuyén tiép goi tin chua dén mot gidy song theo quy wdc, ludn giam gia tri
truong nay 1 don vi. Khi gia tri TTL tré vé 0, goi tin s& duge hay di va thong diép 18i duoc giri

tra lai dia chi IPv4 nguén.

Protocol — Xéc dinh thu tuc 16p cao hon goi tin s& duoc chuyén tiép. Truong niy gdom
8 bit. Vi du mot s6 gia tri: 6 1a TCP, 17 1a UDP, 1 1a ICMP.

Header Checksum — Cung cép kiém tra checksum cho IPv4 header. C6 kich thudc 16
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bit. Phan dir liéu cua goi tin IPv4 (payload) khong bao gém trong checksum nay ma chira
checksum riéng cua n6. Cac IPv4 node nhén goi tin s& kiém tra IPv4 header checksum va loai
b6 gbi tin néu gia tri checksum tinh toan duoc khong tring khép véi sé checksum trong phan
mao dAu cta €01 tin nhan dugc, bdi vi nhu vay chirng to da co sai 1éch thong tin khi truyén tai.
Khi router chuyén tiép di mot goi tin IPv4, n6 phai giam gia tri truong TTL, do vay trudng

Header Checksum duoc tinh toan lai tai mdi router gitia nguén va dich.
Source Address — Chira dja chi ngudn gui goi tin IPv4. Kich thudce 32 bit.
Destination Address — Chira dia chi IPv4 dich. Kich thuéc 32 bit.

Options — Chira mot hoic nhiéu hon tiy chon trong IPv4. Kich thudc truong nay 1a mot
sd nguyén lan cua khdi 4 byte (32 bit) . Néu cac option khong dung hét va 1am 1¢ khéi 32 bit,
cac gia tri 0 (goi 1a phén dém - Padding) s€ dugc thém vao dé dam bao IPv4 header 13 mot s6
nguyén cua khdi 4 byte, nhur vay chiéu dai IPv4 header méi c6 thé chi dinh duoc bang gia tri

cua truong Internet Header Length.
3.1.2 IPv6 header - thay doi, cai tién so véi IPv4
IPv6 header c6 nhitng thay d6i gi so voi thé hé dia chi IPv4 ?
a) Chiéu dai ciia header

Nhu trén mé ta, IPv4 header c6 mét truong chiéu dai khong ¢b dinh, d6 1a Options. Truong
Options dugc str dung dé thém cac thong tin vé céac dich vu tuy chon khac nhau trong IPv4, vi du
thong tin lién quan dén ma hoa. Do d0, chiéu dai ciia IPV4 header thay ddi tuy theo tinh trang. Do
su thay ddi 0, cac router diéu khién giao tiép dya trén nhitng thong tin trong IP header khong thé

biét trudc chiéu dai cua phan header. Di€u nay céan tré viée tang toc xur 1y goi tin.

Khac véi dia chi IPv4, goi tin IPv6 ¢6 hai dang header: header co ban (basic header) va
header mé rong (extension header). Phan Header co ban co chiéu dai ¢d dinh 40 byte, chua
nhitng thong tin co ban trong xir 1y goi tin IPv6, thuan tién hon cho viéc tang toc xir 1y géi tin.
Nhiing thong tin lién quan dén dich vu m& rong kém theo dugc chuyén h n téi mot phan doan

khac goi 1a header mé rong (extension header).

Céu trac mot goi tin IPv6:

IPv6 Extension Upper Layer
Header Headers Protocol Data Unit
|= Payload >
A IPv6 Packet g

Hinh 23: Cdu tric géi tin IPv6

Mic du trudng dia chi ngudn va dia chi dich trong IPv6 header c6 chiéu dai 128 bit, gip
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4 1an s6 bit dia chi IPv4, song chiéu dai header ctia IPV6 chi gap hai 1an header IPv4. D6 1 nho
dang thirc ctia header di duoc don gian hod di trong IPV6 bang cach bo bét di nhimg trudng

khong can thiét va it duoc st dung.
b) Nhirng trwong bo di trong IPv6 header

Options: Mot trong nhiing thay ddi quan trong 1a khéng con ton tai trudng Options
trong IPV6 header, do nhitng thong tin lién quan dén dich vy kém theo (v6én duge mo ta bang
truong Options cua header IPv4) dugc chuyén dit riéng trong header mo rong, theo sau header
co ban. Vi vay, chiéu dai header co ban cta IPv6 12 ¢6 dinh (40 byte).

Header Checksum: Trong IPv4 header, Header Checksum 1a mot s6 str dung dé kiém
tra 18i trong thong tin header, dugc tinh toan ra dya trén nhitng thong tin phan header. Do gi&
trj ctia truong TTL (Time to Live) thay d6i mdi khi goi tin dugc truyén qua mot router, header
checksum can phai duoc tinh toan lai mdi khi géi tin di qua mot router IPv4. IPv6 da giai phong
router khoi cong viée nay, nhd d6 giam dugc tré. Do 16p TCP phia trén 16p IP c6 kiém tra 15
thong tin nén viéc thuc hién phép tinh twong tu tai ting IP 1a khong can thiét va du thira, do vay
Header Checksum duogc loai bo khoi IPv6 header.

Internet Header Length: Chiéu dai phan header co ban cta géi tin IPv6 ¢b dinh 1a 40

byte, do vy khong can thiét c6 truong nay.

Identification — Flags - Fragment Offset: Trong IPv4, day la nhiing truong phuc vu
cho viéc phan manh géi tin. Trong IPv6, thong tin vé phan manh khong bao gdm trong header
co ban ma dugc chuyén h n sang mot header mé rong c6 tén goi Fragment (Fragment extension
header). Router IPv6 khong tién hanh phan manh géi tin. Viéc thyc hién phan manh do tng
dung thuc hién ngay tai host ngudn. Do viy, cac thong tin hd trg phan manh dugc bo di khoi
phan header co ban 1a phan dugc xir 1y tai cac router va dugc chuyén sang phan header mé

rong, la phﬁn dugc xtur 1y tai dau cudi.
) Nhirng truong trong IPv6 header thuc hién chirc ning twong tw IPv4 header

Version — 4 bit: Ciing tén v6i truong trong dia chi IPv4. Chi khac gi tri thé hién dia
chi phién ban 6.

Traffic Class — 8 bit:: Thyc hién chirc nang twong tu truong “Service Type” cta dia chi
IPv4. Trudng nay duoc sit dung dé biéu dién murc wu tién cua géi tin, vi du géi tin nén duoc
truyén véi tdc dd nhanh hay thong thuong, huéng dan thiét bi thong tin xir Iy g6i mot cach
tuong ung.

Payload Length — 16 bit: Truong nay thay thé cho trudng Total length ctia dia chi IPv4.
Tuy nhién, nd chi xac dinh chiéu dai phan dir liéu (payload). Phan dit liéu trong goi tin IPv6
dugc tinh bao gdm ca header mé rong. Bang 16 bit, truong Payload Length c6 thé chi dinh
chiéu dai phan dir liéu cua géi tin IPv6 1én tdi 65,535 byte.
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Hop Limit - 8 bit: Thay thé truong Time to live cta dia chi IPv4.

Next Header - 8 bit: Thay thé trudng Protocol. Truong nay chi dinh dén header mé rong
dau tién cua goi tin IPv6 (néu c6) dat sau header co ban, hodc chi dinh téi thu tuc 16p trén nhu
TCP, UDP, ICMPvV6 khi trong g6i tin IPv6 khong c6 phan header mo rong. Néu sir dung dé chi
dinh thu tuc 16p trén, trudng nay s€ co gia tri twong tu nhu truong Protocol cia dia chi IPv4.

Source Address: Pia chi ngudn, chiéu dai 1a 128 bit.
Destination Address: Dia chi dich, chiéu dai la 128 bit.
d) Trwong thém méi ctia IPv6 header

Flow Label: Truong Flow Label ¢ chiéu dai 20 bit, 1a truong mai dugc thiét 1ap trong
IPV6. Truong nay dugc sir dung dé chi dinh rang géi tin thudc mot dong (flow) nhat dinh gitra
ngudn va dich, yéu cau IPv6 router phai cé cach xur 1y dic biét. Flow Label dugc ding khi mudn
ap dung chat luong dich vu (Quality of Service - Q0S?*) khong mic dinh, vi du QoS cho dir
lidu thoi gian thuc (voice, video). Bang cach sir dung truong ndy, noi giri goi tin c6 thé xac dinh
mot chudi cac goi tin, vi du géi tin cta dich vu thoai VoIP, thanh 1 dong, va yéu cau chit luong
dich vu cu thé cho dong do6. Theo mac dinh, Flow Label dugc dat gia tr1 0. Co thé c6 nhiéu dong

giita ngudn va dich, s& dugc xac dinh boi nhitng gié tri tich biét cua Flow Label.
e) Header mé rong (extension header) trong IPV6
Header mé rong (extension header) 1a dac tinh mai ctua thé hé dija chi IPV6.

Trong IPv4, thong tin lién quan dén nhiing dac tinh m& rong (vi du xac thuc, ma hod)
duogc dé trong phan Options ctia IPv4 header. Dia chi IPv6 dua nhitng dic tinh mé rong va cac
dich vu thém vao thanh mot phﬁn riéng, tach biét khoi header co ban cua goi tin, dugc goi la
header m¢ rong. Goi tin IPv6 co thé c6 mot hay nhiéu header mé rong, dugc dat sau header co
ban. Cac header m¢ rong dugc dat ndi tiép nhau theo thit tw quy dinh, méi dang c6 cAu trac

truong riéng.

Header co ban (kich thudc 40 byte) trong goi tin IPv6 1a phan thong tin dugc xir 1y tai
moi router goi tin di qua. Thong thuong, cadc header md rong dugce xur ly tai dich. Tuy nhién,
cling c6 dang Header mo rong dugc xur 1y tai moi router ma goi tin di qua, do 1a dang header

mo rong Hop-by-Hop.
Truong Next Header trong cac header IPv6:
Header co ban va moi header mé rong IPv6 déu c6 trudng Next Header (chiéu dai 8 bit).

Trong Header co ban, truong Next Header sé& xac dinh goi tin co ton tai header mo rong

2 QoS: Quality of Service: Khéi niém trong truyén tai luu luogng, ddm bao luu lugng mang di dén dich theo mot
chat lwong nhét dinh (murc do 15i, thoi gian truyén tai luu luong...)
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hay khong. Néu khong c6, gia tri cua truong s& xac dinh header cta tang cao hon (TCP hay
UDP, ..), phia trén tang IP. Néu co, gia tri truong Next Header chi ra loai header mé rong dau
tién theo sau header co ban. Tiép theo, truong Next Header cua Header mé rong thir nhét sé& trd
t6i header mo rong thir hai, ding ké tiép nod. Trudong Next Header cua header mé rong cudi

cung s€ co gia tri xac dinh header tang cao hon.

IPv6G Header Routing Header Authentication TCP
Mext Header = Next Header = Header Header Data
Routing Authentication Mext Header = TCP
. N —  v— N
Hinh 24: Header mo rong cua dia chi IPv6
Gia tri Next header:
Gia tri Next Header Dang header mé réng twong rng
0 Hop-By-Hop
43 Routing
44 Fragment
50 Encapsulating Security Payload (ESP)
51 Authentication Header (AH)
60 Destination

Bang 6: Gia tri next-header

Hién nay, c6 sdu dang header m¢ rong tuong Ung sau dich vu dang dugc dinh nghia:
Hop-by-Hop, Destination, Routing, Fragment, Authentication, va ESP (Encapsulating Security
Payload). Thit ty cac header mé rong trong goi tin dugc dat theo mot quy tac nhat dinh. Ching
ta s& tim hiéu chi tiét vé cac header mo rong, chirc nang va thir ty cta ching trong goi tin IPV6.

- Cac dang header mé rong:

Dudi day 1a nhiing dang header m¢ rong hién nay dang duoc dinh nghia cho dia chi
IPV6. Nho tach bi€t cac dich vu gia tang khoi cac dich vu co ban va dat ching trong header mo
rong, dong thoi phan loai header mo rong theo chirc ning, dia chi IPv6 da giam tai nhiéu cho
router, va thiét 1ap nén duoc mot hé théng cho phép bd sung mot cach linh dong cac chirc ning,
khi c6 nhitng yéu cau méi nay sinh trong qué trinh phat trién img dung dja chi IPv6.

e Hop-by-Hop
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Hop-by-Hop 14 header mé rong dugc dat dau tién ngay sau header co ban. Header nay
duogc str dung dé xac dinh nhirg tham s6 nhit dinh tai mdi budc (hop) trén dudng truyén dan
g6i tin tir ngudn t6i dich. Do vay s& dugc xir Iy tai moi router trén dudng truyén dan goi tin.

o Destination

Header mo rong Destination dugc str dung dé xé4c dinh cac tham s tmyén tai goi tai
dich tiép theo hodc dich cubi cung trén dudng di cta géi tin.

- Néu trong gdi tin c6 header mé rong Routing, thi header mé rong Destination
mang thong tin tham s6 xtr Iy tai mdi dich t6i tiép theo.

- Néu trong gbi tin khong c6 header mé rong Routing, thong tin trong header mé
rong Destination 13 tham s6 xtr 1y tai dich cudi cung.

e Routing

Header méd rong Routing dam nhiém xac dinh dudng dan dinh tuyén cia géi tin. Néu
mubn g0i tin dugc tmyén di theo mgt duong xac dinh, chir khong tuy thudc vao viéc lua chon
dudng di ciia cac thuat toan dinh tuyén, node IPv6 ngudn c6 thé sir dung header mo rong routing
dé xac dinh tuyén, bﬁng cach liét ké dia chi cta cac router ma goi tin phai di qua. Cac dia chi
thudc danh sach nay s& duogc lan luot dung lam dia chi dich cta goi tin IPV6 theo thir tu dugc
liét ké va géi tin s& duoc giri tir router nay dén router khac, theo danh sach liét ké trong header
m¢& rong Routing.

o Fragment

Header mé rong Fragment mang thong tin hd trg cho qua trinh phan manh?® va tai tao
g6i tin IPv6. Header md rong Fragment dugc sir dung khi ngudn IPV6 giri di géi tin 1on hon
gia tri MTU?® nho nhat trong toan bo duong dan tir ngudn t6i dich. Trong hoat dong cua dia chi
IPV4, moi router trén duong dan can tién hanh phan méanh géi tin theo gia tri cia MTU dit cho
mdi giao dién. Tuy nhién, chu trinh nay ap dit mot ganh ning 1én router. Béi vay trong dia chi
IPV6, router khong thuc hién phan manh goéi tin. Viéc nay duoc thuc hién tai nguén gui gobi tin.

Node nguén IPV6 s& thuc hién thuat toan tim kiém gia tri MTU nhd nhét trén toan bod
mot dudng din nhat dinh tir ngudn t6i dich (goi 1a gia tri Path MTU)?’, va diéu chinh kich thudc
gdi tin tuy theo gia tri nay trudc khi guri ching. Néu ting dung tai ngudn ap dung phuong thirc
nay, né s& giri dir liéu c6 kich thude tdi wu, va khong can thiét xtr 1y tai ting IP. Tuy nhién, néu
ung dung khong st dung phuong thire nay, n6 phai chia nhd goi tin c6 kich thudc 16n hon Path
MTU. Trong trudng hop d6, nhirg gbi tin nay can duoc phan manh tai ting IP cta node ngudn

va header m¢ rong Fragment duoc st dung dé mang nhimng thong tin phuc vu cho qua trinh

25 Tham khao muc I1.3.7 vé phan manh goi tin IPv6

% MTU: Maximum Transmission Unit — Kich thudc goi tin 1on nhat c6 thé truyén tai trén mot duong két ndi

21 Tham khao muc 11.3.7 v& qué trinh tim kiém gia tri MTU nho nhat trén toan bo duong két ndi (PathMTU cua
IPv6).
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phan manh va tai tao goi tin IPv6 tai cac dau cudi duong két nbi.

o Authentication and ESP (Encapsulating Security Payload)

IPSec?® [a phuong thirc mi hoa bao mat dir liéu tai tang IP duoc str dung phd bién (vi
du khi thuc hién VPN?®). Trong thé hé dia chi IPv4, khi ¢6 sir dung IPsec trong bao mat két nbi
dang dau cudi - dau cudi, thong tin ho tro bao mat va ma hoa dugc dit trong trudng Option clia
header IPv4.

Trong hoat dong cua dia chi IPv6, thuc thi IPsec dugc coi la mdt déc tinh bét budc. Tuy
nhién, IPsec c6 thuc su duge st dung trong giao tiép hay khong tiiy thude vao ting trudng hop.
Khi IPsec dugc su dung, goi tin IPv6 can c6 céac dang header m¢ rong Authentication va ESP.
Authentication header dung dé xac thuc va bao mat tinh déng nhét cua dir liéu, ESP header
ding dé xac dinh nhitng thong tin lién quan dén ma hoa di liéu.

- Thir ty dit cac header mé rong:
Khi str dung cung lac nhiéu header mo rong, cac header mé rong nay sé c6 thir ty nhu

sau trong goi tin IPv6:

(Y
< Xtur ly b1 moi router trén dudng
Xt 1y boi router liét ké trong Routing extension
Liét ké router s€ di qua
il tai dich
< Xur ly tai dich, sau khi tai tao goi tin
<_ Ma hoa théng tin
< Lép trén |

Hinh 25: Thir tw xur Iy cdc header mo rong

Host dich sé tién hanh xir Iy cac header mo rong lan luot, theo dang tht tu ciia ching
trong goi tin IPv6.

3.2 PAC TINH UU VIET CUA GIAO THUC IPV6
3.2.1 Tong quat chung

Giao thtrc Internet thé hé sau, IPv6, dugc phat trién do nguyén nhan vé nguy co can kiét

28 [PSec: Cong nghé cung cép bao mét, xac thuc va nhitng dich vu an ninh khéc tai téng IP

29 \/PN: Virtual Private Network. Puoc nhic téi nhu mot mang trong d6 ¢6 cac phan mang céch nhau bai vi tri dia
ly duge két ndi thong qua Internet cong cong song dit liéu truyén qua Internet dugc ma hod, do vay toan bd mang
dugc xem nhu mét mang riéng “4o”
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khong gian dia chi IPv4. Tuy nhién, d6 khong phai 13 1i do duy nhit. Hoat dong Internet da dén
thoi diém can c6 giao thire vu viét hon, dap tmg duge cic yéu cau vé dich vu cang ngay phong
phti trén mang Internet, ciing nhu Xu huéng tich hop mang Internet véi mang vién thong, cung
cép da dang dich vu trén mot co so ha téng mang théng nhét. Giao thirc IPv6 c6 nhiéu dic tinh
wu viét, dugc cai tién so voi thé hé trude - IPv4. Trong do, nhiéu dic tinh da dugce tiéu chuin
hoa, cling con nhiéu dic tinh chua duoc tiéu chuin héa hoan thién, can tiép tuc phat trién; nhiéu
dac tinh duoc ap dung rong rai va bt budc khi IPv6 hoat dong, mot s6 con chua duge ap dung
rong rai. Tuy nhién c6é mat diém chic chén, IPv6 sé& dugce sir dung, dong goép trong mang thé hé

m&i, va phat huy nhitng vu diém ctia minh.
Giao thirc IPv6 duoc nhic dén véi nhimg dic tinh sau:
R Khong gian dia chi rong lon hon

Mo rong khong gian dia chi 1a mot trong nhiing 1i do chinh dé phat trién thé hé dia chi
IPv6. Dia chi IPv6 c¢6 chiéu dai 128 bit, gip 4 1an chiéu dai bit cta dia chi [Pv4. V& 1y thuyét,
m¢& rong khong gian dia chi tir 4 ti 1€n t&1 mot con sb khéng 16 (21?8 = 3,4 x 10%® ) dia chi. Mot
s6 nha phan tich tinh toan va két ludn rang, cho du st dung nhu thé nio, chung ta ciing khong
thé dung hét dia chi IPv6. Néu trong chinh sach quan 1y dia chi IPv4, muc tiéu co ban can dat
duoc 1a “su dung hi¢u qud” thi ddi véi IPv6, muc tiéu nay khong con dugc dit 1én hang dau,
thay vao d6 1a “tinh t0 hop”. Song gan déy, nhiéu nha phén tich cho rang, quan 1y dia chi IPv6
can phai thit chat hon, ¢ thoi diém nay chiing ta chua thé luong trude dugc mang Internet s&
phat trién nhu thé nao, cling gidng nhu tai thoi diém ban dau cta IPv4, nguoi ta da budng long,
khong quan 1y chit ché khong gian dia chi. Do vay, gan ddy, cac chinh sach quan 1y dia chi
IPv6 dang dugc diéu chinh thich hop hon.

o Phin cd’p danh dia chi va phéin cd'p dinh tuyén ro rét hon

Dbi v6i dia chi IPv4, ching ta c6 thé sir dung bat ctr d6 dai tién t (prefix) nao trong
pham vi 32 bit. Viéc danh dia chi IPv4 vira co tinh phan cap, vira khong phan cap. Chinh diéu
nay 1am anh hudng t6i kha ning t6 hop dinh tuyén va dem lai nguy co gia ting bang thong tin
dinh tuyén toan cau. Dia chi IPv6 dugc thiét ké c6 mot cdu triic danh dia chi va phéan cp dinh
tuyén théng nhat. Vi du trong 128 bit dia chi, 64 bit cudi ciing dugc sir dung lam dinh danh giao
dién. Mot mang con nho nhat (subnet) ¢6 kich thudc /64. Phan cap dinh tuyén toan cau dua trén
mdt s6 mirc co ban ddi voi cac nha cung cip dich vu. Cau tric dinh tuyén phan cap gitip cho
dia chi IPv6 tranh khoi nguy co qué tai bang thong tin dinh tuyén toan cau véi chiéu dai dia chi
1€n t61 128 bit.

L3 Don gidan hoa dang thirc ciia header

IPv6 header c6 dang thirc mdi, khong tuong thich véi header IPv4. Host hoac router



phai thuc thi ca IPv4 va IPv6 dé c6 kha ning nhan dang va xir 1y ca hai dang header.

Mic du chiéu dai bit dia chi IPv6 gip 4 lan chiéu dai bit IPv4, kich thudc header IPv6
chi gap 2 1an IPv4. Nhiing truong khong thiét yéu duoc bo di va cac tuy chon (option) dugc
dua thanh phan header mé rong (extension header) dit sau header co ban. Phan header co ban
c6 kich thudc ¢ dinh gitp ting hiéu qua xt 1y cho router. Viéc dit cac tuy chon sang header

mo rong cho phép nang cao tinh linh hoat, c6 thé c6 nhitng tuy chon méi trong twong lai.
23 Khd nang ciu hinh dia chi tw dong va dinh sé lai

Dé c6 thé gan dia chi va nhimng thong sé hoat dong cho IPv6 host khi né két ndi vao
mang ma khong can nhan cong cau hinh bang tay, co thé sir dung DHCPv6. Day duoc goi 1a
dang thirc cau hinh ty dong c6 trang théi (stateful autoconfiguration). Bén canh dé, IPv6 host
con cd khd nang ty dong cAu hinh dia chi va cac thong s6 hoat dong ma khong can c6 su hd tro
ctia may chu DHCP. D¢ 1a dac diém méi trong thé hé dia chi IPv6, dugc goi la dang thuce cAu

hinh khong trang thai (stateless autoconfiguration)®.

& Ho tro cho chit luong dich vu (Quality-of-service)

IPv6 header c6 mot truong méi Flow Label cho phép dinh dang luu lugng IPv6. Flow
Label cho phép router dinh dang va cung cép cach thie xir 1y dic biét nhitng géi tin thude mot
dong (flow) nhat dinh gitta ngudn va dich. Vi du, noi gri c6 thé yéu cau chat luong dich vu

khac mac dinh cho dich vu dang thoi gian thuec.
< H& tro bdo mdt (IP Sec)

Kha nang h trg bao mat trong dia chi IPv6 sir dung cac header m¢ rong authentication

va encryption extension header va mot sé dic tinh khac.
< Thii tuc méi cho giao tiép giiva cdc Node ldn cin trén mét dwong link

Trong hoat dong ctia dia chi IPv6, trao doi, giao tiép giita cac node trong mot duong két
ndi 1a vo cung quan trong. Pia chi [Pv6 ¢6 mdt thu tuc moi, phu trach hoat dong giao tiép nay,
c6 tén goi Neighbor Discovery (ND). ND sir dung mot chudi cac thong diép ICMPv6, phu trach
cac quy trinh giao tiép gitta cac IPv6 node trén mot dudng két ndi, thuce hién chirc ning cua cac
thu tuc sau day trong dia chi [Pv4: thu tuc phan gidi dia chi Address Resolution Protocol (ARP),
thu tuc tim kiém router ICMPv4 Router Discovery, ICMPv4 Redirect va mot s6 chire nang khac
nira®l,

< Kha nang mo rong (Extensibility)

30 Tham khao muc II1.3.5 vé tu dong cau hinh dia chi khong trang thai (Stateless Autoconfiguration) cua thiét bi
IPV6
31 Tham khao muc II1.2 vé thu tyc Neighbor Discovery
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Dia chi IPv6 duoc thiét ké co tinh nang mé rong. Cac tinh ndng mo rdng dugc dit trong
mot phan header mé rong riéng sau header co ban. Khong giéng nhu IPv4 header, chi c6 thé
hd tro 40 byte cho phan tuy chon (Option), dia chi IPv6 c6 thé d& dang c6 thém nhirng tinh ning
m&i bang cach thém nhitng header mé rong sau header co ban.

3.2.2 Quality-of-Service trong thé hé dia chi IPv6

Trong hoat dong mang, "Chat luong - Quality" tirc 14 truyén tai dir liéu "t6t hon murc
binh thudng". Bao gdm: do mat dir liu, tré (hay con goi do dich - jitter), bang thong... "Dich
vu - Service" 1a nhitng gi cung cap cho nguoi sir dung, c6 thé 1a két ndi dau cudi - dau cudi, cac
mg dung chu - khach, truyén tai dit liéu ...

Mot cach 1y thuyét, QoS dugc nhic dén 1a phuong thirc do dac cach thic cu xir cua
mang (cta cac router) ddi voi luu luong, trong d6 co dé y t6i nhimg ddc tinh nhat dinh cia
nhting dich vu x4c dinh. Thong tin dé router thiét 1ap cach thirc cu xur cu thé dbi véi g0t tin c6
thé dugc chuyén tdi bang mot thii tuc didu khién, hoic bang chinh thong tin chira trong goi tin.

a) H6 trg Quality-of-Service (QoS) trong dia chi IPv4

Header cua dia chi IPv4 c6 truong Service Type 8 bit, dugc sir dung dé phan dinh muc
d6 uu tién va mot sd gia tri khac danh cho luu luong IPv4.

Trong s6 8 bit ciia truong Service Type:

- 3 bit dau x4c dinh do uu tién (precedence) cuia géi tin . Véi 3 bit, co thé co 8 muc
d6 uu tién khac nhau dbi véi luu luong IPv4.

- 4 bit tiép theo dugc goi 1a ToS (Type of Service) gitp xac dinh dich vy va mét $6

cac thong s6 khac nhu do tré, thong lugng, do tin cay.

0 4 8 =~ 16 3
ver. | HL (Q’;”jfe‘) Total Length (in Octet)
IdentiﬂcaV Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address
Destination Address
Optian {if any)

Hinh 26: Hé tro QoS trong dia chi IPv4

Tuy nhién, st dung céc gia tri cia Service Type trong viéc phan dinh loai dich vu va

murc uvu tién phuc vu cho QoS c6 mot s6 van dé nhu sau:
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- Truong nay cung cép mot mo hinh ¢d dinh va han ché trong viéc phan dang loai dich vu.
- Vé gia tri do uu tién: Chi ma hoa mot cach tuong ddi muc vutién.
Do mé hinh hoat dong, dia chi IPv4 con c¢6 nhitng han ché nhu sau trong hd trg QoS:

- Phan manh go6i tin trong IPv4: Viéc thyuc hi¢n phan manh goi tin tai router 1a mdt van
dé dién hinh cua IPv4. N6 dan dén kha ning lam tic ngh&n mang, tiéu ton bang thong va CPU

ctia thiét bi.
- Qua tai vé quan 1y: ICMPv4 c6 qua nhiéu tuy chon

Nhitng yéu t6 d6 anh huong dén kha ning hd trg QoS trong IPv4, dic biét trong pham

vi rong 16n.
b) HOb tro' QoS trong dia chi IPv6

bia chi IPv6 duoc thiét ké c6 mot cau truc ho trg tot hon cho QoS:
Ver‘ cirlaaf;i::b (Flow Label
Payload Length | JNEXt | Hop

— Source Address —

— Destination Address —

Hinh 27: Hé tro QoS trong dia chi IPv6

IPv6 header co hai truong dir liéu Traffic Class (8 bit) va Flow label (20 bit) dugc sur
dung dé phuc vu QoS. IPv6 node c6 thé sir dung hai truong nay dé phan dang géi tin va yéu

cau IPv6 router c6 nhitng cach cu xur dac biét nao do.

Traffic Class: Truong Traffic Class thuc hién chirc nang tuwong tu truong “Service Type”
cua dia chi IPv4. Truong nay duoc st dung dé biéu dién murc uu tién cta gbi tin. Node giri goi
tin can thiét lap gia tri phan loai do uu tién nhét dinh cho g61 tin IPv6, st dung truong Traffic
Class. Router khi xir Iy chuyén tiép géi tin ciing sir dung truong nay cho muc dich twong tu.

Dbi véi thé hé dia chi IPv6, truong Traffic Class véi s6 bit nhiéu hon sé& gitip phan dinh
t6t hon mirc d6 wu tién cho goi tin.

Flow Label

Truong Flow Label str dung dé dinh danh mot dong dir liéu gitta ngudn va dich. Flow

Label 12 trudng méi cua IPv6 header, khi duoc sir dung, truong nay sé hd tro t6t hon thuc thi
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QoS. Mot ngudn IPv6 c6 thé sir dung 20 bit flow label trong IPv6 header 1am sb dinh danh dé
xac dinh goi tin guri di trong mdt dong nhét dinh, yéu cAu cach thire cu xir dic biét cta router,

vi du yéu cAu chat luong khac mac dinh cho nhitng dich vu thoi gian thyec.
Khai niém mot dong (flow):

Mot dong 1a mot chudi cac goi tin duge giri tir mot ngudn téi mot dich nhat dinh. Ngudn
s€ yéu cAu céc router ¢ cac cu xir dic biét dbi vai cac g61 tin thuéc mdt dong. Tham s6 xac
dinh cach thtc cu xtr dbi voi goi tin 6 thé dugce truyén téi router bang mot tha tuc diéu khién,
hodc c6 thé 1a thong tin chira trong chinh géi tin ctia dong, vi du cac thong sb trong header ma

rong hop-by-hop cua goi tin.

Giira mot ngudn va mot dich ¢ thé c6 nhicu dong. Viéc két hop giita dia chi ngudn va
mot s6 Flow Label khac 0 s& xac dinh mot dong duy nhat. Nhing goi tin khong thude dong niao

ca sé duoc thiét 1ap toan bd cac bit Flow Label c6 gia tri 0.

Moi g6i tin thudc mot dong s& co cung dia chi ngudn, cung dia chi dich, va cling mot sb
Flow Label khac 0. Router xir 1y géi tin s& thiét 1ap trang thai xtr 1y di voi mot sé Flow Label
cu thé. Router ¢6 thé lya chon luu trit (cache) thong tin, str dung gia tri dia chi nguén va flow
label 1am khoa. Dbi voi nhimg géi tin sau d6, c6 cuing dia chi ngudn va gia tri flow label, router

c6 thé ap dung cach thirc xir 1y dya trén thong tin hd trg tir viing cache.

Tai thoi diém hién nay, viéc str dung truong Flow Label trong thuc thi QoS cho IPv6
van nam & muc thir nghiém, cac tiéu chuin hoa dbi voi truong nay con chwa hoan thién va chua
c6 mot cau trac thong dung cho viéc su dung no. Nhiéu router, host chua hd trg viéc sir dung
truong Flow Label. IETF dang tiép tuc tiéu chuan hoa va dua ra nhimng yéu cau rd rang hon vé
hd trg truong Flow Label. Ddi voi nhiing router va host chua hd trg trudng nay, toan bd céc bit
cua truong Flow Label sé dugc thiét 1ap gié tri 0 va router, host bo qua truong do6 khi nhan dugce
gai tin.

Nhimng cai tién trong IPv6 header, ciing v6i nhitng wu diém khac cia IPv6 nhu: khong
phan manh, dinh tuyén phan cip, dic biét goi tin IPv6 duoc thiét ké voi myc dich xur 1y that
hi€u qua tai router. Tét ca tao ra kha nang hd trg tdt hon cho chat luong dich vu QoS. Tuy nhién
dé dat t6i trang thai hoan thién va sir dung rong rai thong nhat, con can thoi gian va cong st

ctia nhitng t6 chirc nghién ctru va tiéu chuan hod.
3.2.3 HO trg tot hon vé bao mat trong thé hé dia chi IPv6

Internet hién nay gép nhiéu van dé vé bao mat, mot phﬁn do thiéu phuong thirc hi€u qua
dé xac thuc va bao vé tinh riéng tu dudi tang Gmg dung. Trong hoat dong Internet, bao mat tai

tang IP dugc thuc hién phd bién bang cong nghé IPSec.

[PSec thuc hién chirc nang xac thuc noi giri va ma héa duong két ndi, do vay dam bao
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c6 két ndi bao mat. IPSec c6 hai phuong thic 1am viée: “tunnel mode” va “transport mode”.
Tunnel mode 4p dung IPSec bang cach: thiét bi thuc hién IPSec (vi du firewall) s& thém mot
header méi va 13y toan bo géi tin IP trude kia 1am phan dir liéu (payload). Ché do nay thuong
duogc st dung trong VPN, sir dung hai thiét bi thuc hién Ipsec bao mat gitra hai mang. Transport
mode 4p dung IPSec cho truyén goi tin IP boi host, duoc sir dung trong bao mat két nbi dau

cuoi - dau cuoi gitta cac node.

V& céu trac IP Sec bao gdém hai thu tuc bao mat Authentication Header (AH) va
Encapsulating Security Payload (ESP), cic co s& dit liéu Iuu trit tham sb va chinh sach vé bao

mat va cac thu tuc dé trao doi khoa.

Cong nghé IPSec hd tro ca dia chi IPv4 va IPv6. Tuy nhién, trong IPv6, thuc thi IPSec duoc
dinh nghia nhu 1a mot dac tinh bét budc cua dia chi IPv6 khi cac thi tuc bao mat cia IPSec dugc
dua vao thanh hai hai dac tinh 1a hai header mo rong cta dia chi IPv6. Do 1a Authentication Header
(AH) va Encapsulating Security Payload (ESP). Hai header niy c6 thé duoc sir dung ciing ltic, hodc

riéng 1€ dé cung cap cac muc bao mat khac nhau cho nhiing ngudi st dung khac nhau.

o Authentication Header (AH) cung cép dich vu chtng thyc. M& rong nay hd trg
nhiéu céng nghé chimg thuc khac nhau. Sir dung AH loai bé dugc nhiéu dang tan cong mang,

bao gom cé tin cong gia mao host.

o Encapsulating Security Payload (ESP) cung cap dich vu bao dam tinh toan ven
va tinh tin cdy cho goéi tin [Pv6. Mac du don gidn hon mot s6 thu tuc bdo mat tuong tu, song

ESP van giit dugc tinh mém déo va khong phu thude vao thuat toan.

Céu trac cua [PSec trong [Pv6 ciing dugc cai tién, vi du trong thu tuc trao doi khoa, phuc

vu cho bao mat.

Trong hoat dong mang IPv4, cong nghé bién dich dia chi NAT dugc str dung v cung
rong rdi. Thiét bi thuc hién NAT can thiép va thay doi header ctia goi tin, diéu nay gy can tro
trong viéc thuc hién IPSec. Thé hé dia chi IPv6 véi khong gian dia chi vo cung rong 16n dugc

mong cho rang [PSec s€ dugc str dung rong rai trong céc giao ti€p dau cudi — dau cuoi.

IPSec dugc coi 1a mot trong nhitng dic tinh co ban cua dia chi IPv6. Chiing ta rat hay
gip nhimng két luan “IPv6 ting cudng do bao mat, IPsec 1a bat budc”. Tuy nhién tai thoi diém
hién nay, du nhiéu hé diéu hanh c6 hd trg IPSec, viéc st dung IPSec trong IPv6 cho két ndi dau
cubi — dau cudi 1a chua phd bién. Mot trong nhitng nguyén nhan 1a do mé hinh két ndi c6
firewall hién nay va thoi quen sir dung nhiing thii tuc bao mat tai ting ing dung khién cho viéc
ap dung IPSec cho két n6i dau cudi — dau cudi chwa phd bién. Nhém 1am viéc cua IETF van
dang thyc hién stra ddi hoan thién cac tiéu chuin hoa lién quan dén IPSec nhu vé AH, ESP va
nd luc tién t6i muc dich moi IPv6 node déu c6 kha nang [PSec, dua [PSec phé dung cung véi

su phd bién ngay cang nhiéu cua dia chi IPv6.

59



Héi — dap cudi chwong 3:
1. Khéc véi dia chi [Pv4, dia chi IPv6 c6 hai dang header, 1a hai dang header nao?

Dia chi IPv6 c6 hai dang header. D6 1a header co ban va header m¢ rdng (extension
header).

2. Tai sao phﬁn header co ban cta dia chi IPv6 ¢6 chiéu dai ¢ dinh?

Trong dia chi IPv4, cac dich vu tuy chon kém theo dugc thém vao bdi cac truong Option
ciia IPv4 header. Trudng Option khong c6 do dai ¢ dinh do vay chiéu dai ctiia IPv4 header 1a
khong c¢d dinh. Pia chi IPv6 dugce thiét ké nang cép. Céc dich vu tuy chon dugc thém vao bfmg
header mo rong tach biét khoi header co ban. Do d6 phan header ¢ dinh cua dia chi IPv6 c6
chidu dai c6 dinh 40 byte. D6 1a mot wu diém cua IPv6 khién router xtr 1y g6i tin dé dang hiéu

qua hon.

3. Néu goi tin IPv6 duoc phan manh, phan IPv6 header cua géi tin s& c6 thém dang

header m¢ rong nao?

Do 1a header mo rong fragment. Router IPv6 khong dam nhi¢m phén manh goéi tin. Goi
tin IPv6 dugc phan manh tai dau cudi. Host nguén va host dich s€ thuc hién xir Iy header m&
rong nay.

4. Trong hau hét trudng hop, router IPv6 khong xir Iy cc header mé rong. Tuy nhién
dang header mé rong nao s€ dugc xur 1y tai moi node trén duong truyén dan?

Hop-by-Hop 14 header mo rong xac dinh nhitng tham sb nhat dinh tai méi budc trén
duong truyén dan tir ngudn t6i dich. Do vay s& dugc xir Iy tai moi router trén duong truyén dan
goi tin. Do IPv6 node xir 1y cac header mé rong theo thr ty ndm trong géi tin IPv6 nén header

m¢& rong nay ludon duge dat ngay sau header co ban.
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CHUONG 4: CAC THU TUC, QUY TRINH HOAT PONG CO BAN

Thu tuc 16p mang (Internet Protocol —IP) cung cap phuong thirc dé két ndi nhitng mang
ndi b riéng ré€ thanh mot mang 1on hon, dugc goi 1a lién mang (internetwork). Nhitng thu tuc
16p cao coi lién mang nhu mdt mang ndi bd pham vi rong 16n, bdi vi nhitng 16p thép hon da
gidu di nhimg chi tiét “lién két” nhitng mang nho riéng biét thanh lién mang. Trén phuong dién
cac thu tuc 16p cao va cac ung dung, cac thiét bi coi nhau nhu nhitng d6i twong ngang hang.
Tuy nhién trén phuong dién cac 16p thap hon, c6 mot sy khac biét rit quan trong gitta thiét bi
thudc mang ndi bo va nhirng thiét bj bén ngoai. Thiét bi thudc mang ndi bo s& cd nhitng giao

tiép dac biét voi nhau.

Thé hé dia chi IPv4, dé hd tro nhiing giao tiép nay va nhimg yéu cau hoat dong khéc,
bén canh thi tuc Internet Protocol (version 4), ¢6 nhiéu thu tuc hd tro khac nhu ARP32 cho phép
thiét bi phan giai dia chi 16p hai tir dia chi 16p ba; thu tuc ICMP® cung cép cac thong diép diéu
khién, hd tro giao tiép. Nhirng thu tuc va quy trinh hoat dong nay hién dang phuc vu tdt cho

hoat dong mang v&i phién ban IPv4, tuy nhién, ciing t6n tai nhiéu han ché.

Thu tuc IP phién ban 6 c6 nhiing thay ddi 16m, thue hién tiéu chuén hoa va to hop nhiéu
chtic nang, quy trinh riéng biét cta giao tiép giita nhitng thiét bi ndi bd. Pi véi hoat dong cua
mot mang may tinh dugc gan dia chi IPv6, giao tiép giira cac node trén mot duong két ndi 1a
v6 ciing quan trong. Do vay, IPv6 phét trién mot thii tuc méi dam nhiém giao tiép gitra nhitng
node thudc mot duong két ndi (dugc khai niém hod 1a nhiing node 1an can), c6 tén goi IPv6
Neighbor Discovery — ND. Bia chi IPv6 ciing thyc hién dong nhat hoa cac thong diép sir dung
trong qua trinh giao tiép ndi bd. Toan b nhitng quy trinh giao tiép nay sir dung cac thong diép
ICMPv6%. Ba thu tuc ICMPv6, ND** (Neighbor Discovery), MLD3® (Multicast Listener
Discovery) 1a nhing thi tuc thiét yéu cho hoat dong ctia IPv6. Trong ¢6 MLD va ND hoat dong
trén nén cac thong diép ICMPV6.

Phan ndi dung nay mo ta véi ban doc cac thu tuc va quy trinh hoat dong co ban cua dia

chi IPv6. Qua do6, gitip ban doc hinh dung dugc cach thuc hoat dong cua thé hé dia chi m&i IPv6,

3 ARP: Address Resolution Protocol - Thu tuc phan giai dia chi, st dung trong IPv4 dé phan giai dia chi IPv4
thanh dia chi 16p hai twong ing, vi du dia chi Ethernet MAC

3 |CMP: Internet Control Message Protocol - Thu tuc ciia nhimg thong diép diéu khién, sir dung trao ddi nhiing
thong diép bao 15i giao tiép, thong diép chan doan mang trong hoat dong cua IP

34 ICMPv6 : Internet Control Message Protocol version 6

3 ND: Neighbor Discovery - Mot thii tuc méi, dugc phat trién trong hoat dong IPv6. ND sir dung cac thong diép
ICMPv6 dé dam nhiém céc quy trinh giao tiép can thiét gitra cac node trén mot dudng két ndi nhu quy trinh phan
gii dia chi (thyc hién bang thu tuc ARP trong IPv4), quy trinh tim kiém router ...

3% MLD: Multicast Listener Discovery — La mét thi tuc, sir dung cac thong diép ICMPv6, cho phép céc router
kham pha ra nhitng dia chi [Pv6 multicast nao dang dugc « nghe » luu luong trén mot duong két nbi
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nhiing dac tinh cta dia chi IPvo6. Pé minh hoa ly thuyét, ban doc s& duoc huéng dan thuc hién

mat bai thyc hanh quan sat giao tiép va hoat dong ciia cic node IPV6 trén mot dudng két ndi.
Chuong bbn bao gdm nhirng nodi dung chinh sau:
- Thu tuc ICMPv6 (Internet control message protocol version 6)
- Thu tuc Neighbor Discovery (ND)
- Mot sb quy trinh hoat dong co ban trong IPv6
- Thu tuc multicast listener discovery (MLD)
- Huéng din thuc hanh quan sat giao tiép va hoat dong cua cac node IPv6.
41 THU TUC ICMPV6
4.1.1 Tong quat vé vai trd ctia thii tuc ICMPv6 trong hoat dong ciia IPv6

Trong hoat dong Internet phién ban 4, Internet Control Message Protocol (ICMP), 1a
mot thu tuc cua cac thong diép diéu khién, hd tro cho hoat dong mang. Cac thong diép ICMP,
truyén tai bang nhiing goi tin, dugc sir dung trong IPv4 véi muc dich bao 16i va diéu khién
truyén tai IP, ciing nhu thyc hién nhiing chiic ning chan doan mang. Thong diép ICMP phan
loai thanh hai dang: thong diép 161, hoic thong di€p “hoi - dap”. Khi co 16i xdy ra trong qua
trinh truyén tai goi tin IP, router dang xir Iy hodc node nhan goéi tin s& thong bao van dé cho
node gui dé node gui co thé tmyén lai goi tin hodc tiép tuc thuc hién nhitng chu trinh xir 1y 16i
khac. Nhirng chuong trinh do tim nhu ping, traceroute sir dung nhirng thong diép “hoi - dap”
ctia ICMP dé thyc hién chan doan mang. Thong diép ICMP ciing phuc vu cho qua trinh redirect,
1a qué trinh router thong bao cho host vé mot dich tiép theo (next hop) t6t hon dé chuyén luu

lwong toi mot dich nhét dinh.

Mot sb chirc ning cia ICMP:

Thong béo 16i mang.

- Théng béo tic nghén mang.

- HO tro xir 1y su cé, cho cac chuong trinh chin doan mang.
- Théng béo thoi gian hét thoi gian séng cua goi tin.

- Thuc hién redirect.

Trong hoat dong Internet phién ban 6, ICMPv6 duoc td hop véi IPv6. Moi node hd trg
IPv6 phai thuc thi hoan toan ICMPv6. ICMPV6 1a phién ban dugc bién doi, ning cap cia ICMP
trong IPv4.

Phién ban 4, ICMP chi bao g@)m cac thong diép diéu khién, hd tro hoat dong mang. Con

C4C quy trinh hoat dong can thiét khac dugc dam nhiém bang nhitng thu tuc riéng. Vi du: qua
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trinh phan giai dia chi dwoc dam nhiém bang thu tuc ARP. Néu IPv4 host tham gia vao qua

t37

trinh dinh tuyén multicast®’, viéc quan ly quan hé thanh vién nhom multicast dugc ddm nhiém

bang thi tuc IGMP®, sir dung tap hop thong diép riéng.

Phién ban dia chi IPv6 thuc hién quy chudn hoa cac thong diép phuc vu cho nhimmg quy
trinh hoat dong trong mang ndi bo. Cac quy trinh hoat dong, giao tiép giita cac node IPv6 trong
mot mang ndi b, bao gdm qué trinh phan giai tir dia chi 16p hai thanh dia chi 16p 3 va nhiéu
quy trinh khac dugc dam nhiém bang tha tuc méi — ND (Neighbor Discovery). Toan bo nhiing
thong diép sir dung trong cac qua trinh nay 1a thong diép ICMPv6. Néu node IPv6 tham gia vao
qua trinh dinh tuyén multicast, thi viéc quan 1y quan hé thanh vién nhom multicast dugc dam
nhiém bang thu tuc MLD (Multicast Listener Discovery). Thu tuc ndy ciing str dung cac thong
diép ICMPveo.

Do vay, thu tuc ICMPv6 va nhitng thong di¢p ICMPv6 dong vai tro vo cung quan trong
trong hoat dong ctia thé hé dia chi IPv6. Céc quy trinh giao tiép cdt yéu giita host voi host, gitra
host véi router IPv6 trén mot duong két ndi, von 13 nén tang cho hoat dong ctia IPv6 node, déu

dua trén viée trao ddi céc thong diép ICMPVG.

So voi IPCMv4, ICMPv6 duge don gian hod bang cach bo bét di nhiing dang thong
diép khong hoac hiém khi st dung, nhung lai ddm nhi¢ém nhiéu chuc nang hon ICMPv4. Thong
diép ICMPv6 ngoai thyuc hién chirc ning bao 15i, chan doan, diéu khién hoat dong mang, con
phuc vu cho nhiéu quy trinh khong ton tai trong IPv4 hodc dugc cung cap boi cac th tuc riéng

trong IPv4, vi du thuc thi qué trinh phan giai dia chi.

ICMPv6 duge md ta trong RFC2463%. Do thong diép ICMPv6 dugce sir dung trong cac
quy trinh hoat dong ctia hai thu tuc cot yéu khac ctia IPv6, nén ICMPv6 duoc coi 1a cung cip
co ciu hoat dong cho hai thu tuc nay. Bo 1a :

+ Multicast Listener Discovery (MLD) - Thu tuc quan ly quan hé thanh vién multicast,
phuc vu cho dinh tuyén multicast

+ Neighbor Discovery (ND) - Pam nhiém thuc thi giao tiép giita cic node trong mot
duong két nbi.

4.1.2 Phan loai thong diép ICMPV6

37 Multicast: Cong nghé cho phép giri mot goi tin IP dong thoi téi mot nhom xac dinh cac thiét bi mang. Céc thiét
bi mang nay c6 thé thudc nhidu td chirc va dinh vi & cac vi tri dia 1y khac nhau

38 |GMP: Internet Group Management Protocol - Thu tuc sir dung trong cong nghé multicast IPv4 dé thiét 1ap
quan h¢ thanh vién nhém multicast trong mot mang. Thu tuc nay cho phép mot host thong bao véi router trén
mang cta nd ré“mg n6 mudn nhan luu Iugng cua mot dia chi multicast nhat dinh

39 RFC2463 - Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification
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a) Goi tin ICMPv6

G6i tin [CMPv6 bét dau sau header co ban hodc mot header mé rong cua [Pv6 va dugc
xéc dinh boi gid tri truong Next-Header 58 ctia header IPv6 nay. Goi tin ICMPv6 bao gdm phan
ICMPv6 header va phan thong diép (ICMPv6 message).

ICMPv6 header bao gdm ba trudng: Type (8 bit), Code (8 bit) va Checksum (16 bit)

Hai truong Type va Code ciia ICMPv6 header dugc sir dung dé phan loai thong diép
ICMPV6.

- Type: Gia tri bit dau tién cia truong type s& xac dinh ddy 1a thong diép 1i, hay thong
diép thong tin.

- Code: 8 bit truong code s€ phan dang sau hon goéi tin ICMPv6, dinh rd day la goi tin
dang gi trong ting loai thong di¢p ICMPV6.

Truong Checksum cung cip gia tri st dung dé kiém tra 13i cho toan bo goi tin ICMPV6.

MAC header IPv6 header ICMPv6 header ICMPv6 message
0 T8 1516 32
Type Code Checksum
ICMPvE message

Hinh 28: Cdu tric géi tin ICMPv6

Ciing nhu ICMPv4, ICMPv6 dugc st dung dé trao d6i cac thong di¢p diéu khién, bao
gém nhiing thong diép dam nhiém bao céo tinh trang hoat dong clia mang, bao cdo 16i, hd trg
chan doan mang. Tuy nhién, nham phuc vu thuc hién nhiing quy trinh hoat dong co ban cua dia
chi IPv6, ICMPv6 con bao gdm nhitng dang théng diép méi, phuc vu cho cac thi tuc va nhiing
quy trinh giao tiép cia cac node IPv6. Céc thong diép ICMP duoc phan chia lam hai loai: Théng
diép 16i va Thong diép théng tin.

b) Thong diép 18i (Error message)

Céc thong diép 161 duoc sir dung dé bao 16i trong qua trinh chuyén tiép va phan phdi goi
tin IPv6, thuc hién bdi node dich hoac router dang xur 1y goi tin. Cac thong di€¢p nay co gia tri
ctia 8 bit trudng Type tir 0 dén 127 (bit du tién duoc dit gia tri 0). Cac thong diép 16i bao gdm:
Destination Unreachable, Packet Too Big, Time Exceeded, and Parameter Problem.

Dang Mo ta Gia tri truong code

(type)




1 Destination 0 — Khong ,Cé tuyén to1 di?h

1 — Giao ti€p td1 dich bi cam

2 — Chua gan

3- bia chi khong két ndi duoc.

4— Port khong két ndi t6i duoc.

unreachable.

2 Packet too big. 0

0— Vuot qua gidi han hop limit

1— Thoi gian tao lai goi tin vuot qua gidi han cho
phep

0— Loi header

1— Khdng nhan dang dugc Next Header

2— Khong nhén ra [Pv6 option

Time exceeded.

4 Parameter
problem.

Bang 7: Cdc théng diép 16

Thong diép 16i “Destination unreachable” dugc giri khi mot node khong thé chuyén tiép
g6i tin vi mot s6 1i do nao d6 (khong phai do tic nghén mang). Node giri thong bao 16i vé ngudn

cua goi tin, trudng code s€ chi dinh nguyén nhan, nhu trong bang 6.

Node gui thong diép 16i “Packet Too Big” khi kich thudc goi tin vuot qua gia tri MTU
ctia dudng két ndi. Trong IPv6, viéc phan manh khong duoc thuc hién boi router, chi ¢ node
ngudn thyc hién phan manh. Thong diép “Packet Too Big” con dugce sir dung trong quy trinh
tim Kiém gi4 tri MTU nho nhat trén toan bo duong truyén dan ciia IPv6, 1a mot quy trinh do thi
tuc Neighbor Discovery dam nhiém*

Khi gia tri Hop limit trong header géi tin IPv6 dat td1 0, goi tin s€ bi huy bo va thong

diép 16i “ Time Exceeded” dugc giri.

Théng diép 16i “Parameter Problem” duoc giri néu mot node nhan thdy c6 van dé trong
header co ban, hoic trong mot header md rong ciia goi tin IPv6. Dang 16i duoc chi dinh bang
gia tri truong code, nhu trong bang 7.

c) Thong diép thong tin

Thong diép thong tin ICMPv6 chia thanh hai nhom: Théng diép thong tin co bdan va
Théng diép thong tin mo réng. Truong Type cua goi tin thong diép thong tin ICMPvV6 c6 gia
trj trong khoang 128 - 255 (bit dau tién duoc thiét 1ap gia tri 1).

Thong diép théng tin co ban: Bao gdm “Echo request” va “Echo reply” . Hai dang

thong di€p nay duoc str dung trong cac chuong trinh do tim nhu ping, traceroute, thuc hién chuc

nang chan doan mang.

40 Tham khao muc 4.3.7 vé quy trinh tim kiém gié trj PathMTU phuc vu cho viéc phan méanh géi tin IPv6
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Thong diép thong tin mé rong: La nhiing thong di¢p ICMPv6 dugc st dung boi thu

tuc thyc hién chirc ning giao tiép giita cac node 1an cn trong mot dudng két ndi Neighbor
Discovery - ND va tha tuc quan ly quan hé thanh vién nhém multicast Multicast Listener
Discovery - MLD, phuc vu cho cac quy trinh hoat dong cdt yéu cia dia chi IPv6. Nhirng thong
di€p nay dugc li¢t ké trong bang 8. Trong d6 Multicast Listener Query, Multicast Listener
Report, Multicast Listener Done phuc vu cho thu tuc MLD, ndam thong diép Router Solicitation,
Router Advertisement, Neighbor Solicitation, Neighbor Advertisement va Redirect phuc vu cho
tha tuc ND.

Type M0 ta Code

128 Echo request. 0

129 Echo reply. 0

Badng 8: Thong diép thong tin co ban

Type M6 ta Code

130 Multicast Listener Query. 0
131 Multicast Listener Report. 0
132 Multicast Listener Done. 0
133 Router Solicitation. 0
134 Router Advertisement. 0
135 Neighbor Solicitation. 0
136 Neighbor Advertisement. 0
137 Redirect. 0

Bang 9: Thong diép thong tin mo rong

Chung ta s& tim hiéu chi tiét hon vé nhimg thong diép théng tin mé rong trong nhimng
muc sau, khi mo ta chi tiét vé cac quy trinh hoat dong co ban cua dia chi [Pvo6.

4.2 THU TUC NEIGHBOR DISCOVERY - ND

Neighbor Discovery - ND 1a mot thi tuc dugc phat trién méi trong phién ban IPv6. ND
hoat dong trén nén nhitng thong diép ICMPv6 va phu trach cac quy trinh giao tiép gitra cac
node IPv6 trén cling mot duong két ndi. Nhimng quy trinh hoat dong giao tiép nay (giita host voi
host, gitra host vdi router) la thiét yéu ddi vai hoat dong cua thé hé dia chi IPv6. ND sur dung

ICMPv6 dé dam nhiém nhimng chirc ning phan giai dia chi, tim kiém router, Redirect, dong thoi
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cling cung cap nhic¢u chirc nang khac nira.
Khi mot node IPv6 khai tao, dé cé thé tién hanh giao tiép, node can biet mot s6 diém:
- Pia chi cua node.

- Théng tin vé prefix ciia chinh n6 dé node biét dugc cach thic giri goi tin téi nhimng

node khac thudc nhitng prefix khac.
- Biét dugc router trén duong két ndi.
- Quyét dinh duoc dich tiép theo (next hop) trong duong dan t6i mot dich.

- Can phan giai dé nhan dugc dia chi 16p hai (link-layer) tir mot dia chi 16p ba (network-
layer) da biét.

- Can biét n6 co thé giri goi tin ¢6 d6 16n bao nhiéu.

Pong thoi, dé giao tiép tién hanh duoc sudn s¢, node ciing can:

- Biét duoc vé nhirng node 1an can trén cing dudng két ndi.

- C6 kha nang do kiém tra dugc tinh trang node lan can khong con két ndi toi duoc, dé
no6 khong guri goi tin tdi node do nira.

- Biét duoc dia chino dang dinh dung li€u c6 bi mot node khac stir dung roi hay khong.

- C6 kha nang lai (redirect) goi tin t6i mot node chuyén tiép khéc tt hon (néu co)

Tét ca nhitng diéu trén sé& thyc hién dugc bang nhitng quy trinh hoat ddng ma thu tyc
Neighbor Discovery phu trach. Nho nhitng quy trinh giao tiép gitra host v&i host, host véi router
trén ciing duong két ndi, IPv6 node c6 kha nang tw dong cau hinh dia chi va nhiing tham s6

hoat dong khac ma khong can co sy hién dién cua may chu DHCP.
Trén mot dudng két nbi:
Node (host va router) s& sir dung ND dé:
< Thuc hién phan giai dia chi 16p link-layer ctia mgt node 1an cén tir dia chi IPvo6.
+Quyét dinh xem node 1an can c6 con két ndi toi dugc hay khéng.
Host s& st dung ND dé:
+Tim kiém router trén dudng két ndi.

<Tim kiém thong tin vé dia chi, prefix dia chi cia duong két ndi va nhimng thong tin

cAu hinh khac phuc vu cho vi¢c cAu hinh dja chi va hoat dong cua host.
Router s& sir dung ND dé:

<Quang ba sy hi¢n dién cua minh, quang ba nhirng thong tin cau hinh can thiét cho

host, quang ba prefix dia chi cua duong link.
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+Thong bao cho host vé dia chi next-hop tot hon dé c6 thé chuyén tiép goi tin dén mot
dich nhat dinh.

4.2.1 Thong diép ICMPv6 sir dung trong thi tuc ND
ND su dung tap hop 5 thong diép ICMPv6 sau day:

< Router Advertisement

< Router Solicitation

< Neighbor Solicitation

< Neighbor Advertisement

< Redirect

Nhitng thong diép nay dugc trao ddi gitta cac node 1an can trén mot duong két ndi, trong

cac quy trinh hoat dong can thiét cua dia chi IPv6.
a) Thong diép quang ba ciia router (Router Advertisement-RA)
Thong di¢p nay tuong ing dang ICMPv6 Type 134.

Router IPv6 ngoai chirc niang chuyén tiép gbi tin cho cac host trén mot dudng két ndi,
con dam nhiém mot chirc nang rat quan trong 1a quang béa thong tin giup cac host trén duong
két ndi biét duoc sy hién dién cua router va nhan duge nhirng thong s tro gitp cho hoat dong.
Nho phuong thitc quang ba thong tin tir router, host IPv6 ¢6 kha ning tu dong ciu hinh dia chi

toan cau, cau hinh céc tham s6 phuc vu cho giao tiép.

Trong sd nhitng théng diép ICMPv6 duoc trao ddi gitta cac node trén duong két ndi,
thong di¢p Router Advertisement c6 mdt vai tro dic biét. Router Advertisement dugc router
trén duong link gtri dinh ky t6i1 dia chi dich multicast moi node pham vi link (FF02::1), c6 nghia

giri téi moi node trén duong két ndi.
Thong diép quang ba cia router dugc guri cho nhitng muc dich sau day:
1. Thong bao dia chi dia chi 16p hai (link layer) cua router
2. Thong bao cach thirc cdu hinh dia chi toan cau cho node trén duong két ndi.
3. Thong bao network prefix cho cac node trén duong két ndi.

4. Thong bao gié tri hop limit, MTU, nhitng tham s6 hoat dong cho nhiing node trén
duong két ndi.

Router thong bao dia chi ciia minh cho nhing node trén duong két ndi, dé cac node co
thé xac dinh duoc router mic dinh sin sang chuyén tiép goi tin cho host. Thong tin vé thoi gian
(Router lifetime) ciing dugc giri kém dé node xac dinh dugc thoi gian bao ldu nd co thé coi

router la router mac dinh.

68



Tt thong tin quang ba da nhan duogc tur router, IPv6 node s€ xay dung danh sach cac
router mic dinh (default router). P6i v6i IPv4 host, cin phai ciu hinh bang tay router mic dinh.

Khi thoi gian Router lifetime hét, router sé& bi loai bé khoi danh sach router mic dinh.

Thong diép quang ba cua router cling chira thong tin xac dinh cach thuc dang dugc st
dung dé tu dong cAu hinh dia chi cho cac node trén mot duong két ndi. IPv4 host dugc cdu hinh
bang tay dé xac dinh rang n6 nhén cac thong tin cdu hinh IP tir DHCP. IPv6 host c6 hai phuong
thirc tu dong cAu hinh dia chi. Ty dong cAu hinh dia chi ¢6 sy hd tro cta may chu DHCPv6
duoc goi tén 1a cach thuce ty dong cAu hinh c6 trang thai (stateful), ngoai ra IPv6 host con kha
nang tu dong cAu hinh dia chi khong can may chu DHCPv6, goi 1a cach thiuc tu dong cAu hinh
khong trang thai (stateless). Phuong thirc nao dang duoc 4p dung trén mot dudng két ndi duge

xéc dinh bang thong diép quang ba cua router trén dudng két ndi.

Khi duong két ndi str dung phuong thic tu dong ciu hinh dia chi khong trang thai, thong
diép Router Advertisement s& bao gdm network prefix cta duong két ndi. Tuong tmg véi mdi
prefix s& c6 tham s6 thoi gian sdng (bao gom hai gia tri: Valid Lifetime va Preferred Lifetime).
Gia tri Valid Lifetime x4c dinh bang gidy khoang thoi gian prefix dia chi 14 hop 1¢ trén duong
két ndi. Gia tri Preferred Lifetime x4c dinh bang giay khoang thoi gian ma dia chi dugc ty dong
c4u hinh nén tir prefix co trang thai uu tién - “preferred”. Thong diép Router Advertisement

t4l

cling chira thong tin vé hop limit** va MTU dé cac node st dung trong qua trinh giao tiép.

Mot didc diém wu viét ciia dia chi IPv6 1a khi mot host khéi dong, n6 c6 thé ty minh khai
tao ngay dia chi link local dé str dung trong giao tiép trén mot dudng két ndi. Khi host nhan
duoc network prefix tir thong di€ép Router Advertisement cua router, prefix nay sé dugc host
két hop v6i dinh danh giao dién da duoc tu dong tao ra cua dé tu dong cu hinh nén dia chi

dung cho giao tiép toan cau.

Thong diép Router Advertisement chi c6 thé giri boi router va duoc giri dinh ky t6i dia
chi multicast moi node pham vi link. Tuy nhién, router cling s€ tao ngay thong diép RA dap tra
yéu cau cua mot host trén duong link néu nd nhan dugc géi tin truy van router (Router
Solicitation). Trong truong hgp d6, thong diép RA s€ duogc gui toi dia chi dich unicast 1a dia
chi ctia noi giri thong diép truy van router.

b) Théng diép truy vén router (Router Solicitation-RS)

Thong diép nay co ICMPV6 type 133.

IPv6 host truyén géi tin Router Solicitation dé nhic router trén cing dudng két ndi 1ap

tuc tao thong diép Router Advertisement guri thong tin cho host.

Thong diép nay str dung dia chi ngudn hoic 1a mot dia chi unicast di duoc gin cho giao

41 Mot truong ciia IPv6 header, xac dinh sb dudng két ndi tdi da ma goi tin co thé di qua trude khi bi huy bo
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dién gui goi tin, hodc, trong trudong hop dia chi nay khong tdn tai, nd st dung dia chi dac biét
0:0:0:0:0:0:0:0. bia chi dich thong thuong 1a dia chi multicast moi router pham vi link
(FF02::2). Do qua trinh tu dong cAu hinh va dinh tuyén phu thudc vao kha ning tim thay router

va prefix dia chi, thong diép nay 1a can thiét trudc khi bat ctr giao tiép nao duoc thiét lap.
¢) Thong diép truy vin node 1an cin (Neighbor Solicitation-NS)
Thong di¢p nay c6 ICMPV6 type 135.

Thong diép Neighbor Solicitation dugc mot node sir dung dé yéu cau cac node khéc trén
duong két nbi cung cép dia chi 16p link layer ciia chiing. Chtrc ning nay giéng nhu thi tuc ARP
trong IPv4. Node duoc hoi s& sir dung thong diép Neighbor Advertisement dé tra 1i vé dia chi
16p link-layer cua no.

Thong di€p Neighbor Solicitation con dugc str dung cho qué trinh kiém tra trung 1ap dia
chi khi mot node can xac nhan rang khong c6 mot node nao khac trén duong link dugc gan
tring dia chi ctia né. Neighbor Solicitation ciing dugc sir dung trong quy trinh kiém tra tinh két

ndi t6i duge cua node 14n can.

Dia chi ngudn ctia thong diép nay hodc 1a dia chi unicast giao dién truyén géi tin hodc
la dia chi dac biét 0:0:0:0:0:0:0:0.

Thong diép Neighbor Solicitation s& duoc gui tdi dia chi multicast khi mot node can
phan giai mot dia chi IPv6 thanh dia chi 16p link layer tuong ing, hodc gui to1 dia chi unicast

khi mdt node muodn kiém tra tinh két noi tdi dugce cia node lan cén trén cung dudong két noi.

Cac thong diép Neighbor Solicitation va Neighbor Advertisement dugc st dung cho
nhiéu muc dich: tu dong cAu hinh dja chi, kiém tra trung lap dia chi, do tim kha nang két ndi toi
dugc. Trong tat ca nhitng quy trinh d0, cac thong diép nay chi dugc trao doi trong pham vi

duong két ndi noi bo, va can c6 trude khi cac giao tiép 6 thé duoc thiét 1ap.
d) Thong diép quang ba ciia node (Neighbor Advertisement-NA)
Thong diép nay co ICMPV6 type 136.

Node giri goi tin Neighbor Advertisement dé dap tra géi tin truy vén Neighbor
Solicitation. Khi thong tin ctia mot node vi du dia chi 16p hai thay di, n6 ciing gui thong diép
Neighbor Advertisement cap nhat sy thay di d6 cho cac node lan can trén cting dudng két nbi.

bia chi nguén cua thong di€p la dia chi unicast, dia chi dich 1a dia chi unicast cua node
hoi thong tin hodc 14 dia chi multicast moi node pham vi link (FF02::1). Cling nhu thong di¢p
Neighbor Solicitation, cac goi tin ny chi duoc giri trong pham vi duong két ndi va can cé trude

khi cac giao tiép dugc thiét 1ap.
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e) Thong diép Redirect
Thong di¢p nay c6 ICMPvV6 type 137.

Thong di¢p Redirect ludn dugc guri gitra cac dia chi unicast. Thong di¢p nay duoc guri
b6i router dé thong bao cho host IPv6 rang cb6 mot router khac tét hon cé thé sir dung 1am next
hop dé guri géi tin dén mot dich nhat dinh. Dia chi ngudn cua thong diép 1a dia chi link-local
ctia giao dién router. Pia chi dich 1a dia chi ngudn ciia goi tin d khién cho router phai giri thong

di€p Redirect.
4.2.2 Tim hiéu vé géi tin ND

Goi tin ND 1a goi tin ICMPv6 thudc mdt trong nam dang thong di€p néu trén. Goi tin
ND sé& chura cac théng tin can thiét trao ddi gilta cac node 1an can trén mot dudng két ndi va co

cAu trac nhu sau:

<«—— Neighbor Discovery Message ——
IPv6 Header Neighbor Discovery Neighbor Discovery
New Header = 58 Message Header Message Options
(ICMPvV6)
8 bits 8 bits N x 8 bits
Type Length Value

Hinh 29: Cdu tric théng diép ND
Thong diép ND bao gom mot ND header, va c6 hodc khong ¢ cac tuy chon Option ND.

ND option:

ND option st dung dé chira dung cac thong tin ma théng diép Neighbor Discovery can
truyén tai: dia chi MAC, network prefix ciia duong két nbi, thong tin MTU cia duong két ndi,
cac tham s hoat dong, dir li¢u phuc vu cho viéc redirect. Mot ND option dugc cAu thanh tir ba

truong Type/Lengh/Value.

Truwong Type chi dinh dang ciia ND Option, hién nay trong RFC2461%2, c6 cac dang

sau day:

42 RFC2461: Neighbor Discovery for IP Version 6 (IPv6)
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Type Tén Option
1 Source Link-Layer Address
2 Target Link-Layer Address
3 Prefix Information
4 Redirected Header
) MTU

Bang 10: Cac dang Option ND

< Type 1: Source Link-Layer Address chi dinh dia chi 16p link-layer cua noi giri
thong diép ND. Option nay cé trong cac thong di¢p Neighbor Solicitation, Router Solicitation,
va Router Advertisement. Cac quy trinh sir dung nhiing thong diép trén can c6 Option nay dé

thong bao dia chi 16p link-layer ctia noi guri thong diép ND (vi du qua trinh phan giai dia chi).

& Type 2: Target Link-Layer Address chi dinh dia chi 16p link-layer cua node ma
goi tin IPV6 nén dugc gui tdi. Option nay cé trong thong di€p Neighbor Advertisement va
Redirect.

& Type 3: Prefix Information

Option “Prefix Information” ¢ trong thong diép Router Advertisement dé chi dinh
prefix dia chi trén dudng link két ndi véi router, ddng thoi ciing mang thong tin chi dinh vé tu
dong cau hinh dia chi. Trong mot thong diép Router Advertisement, co thé c6 ddng thoi nhiéu

Option Prefix Information dé thong bao cung lic nhiéu prefix dia chi trén mot duong link.

Trong thong diép c6 chira Option Prefix Information, phan “value” s& 1a N nhom 8 bit,
trong d6 chira cac thong tin vé chiéu dai prefix, thong tin vé thdi gian ton tai hop 1¢ cua prefix,
co dé xac dinh xem prefix c6 dugce str dung dé cdu hinh dia chi tur dong hay khéng, va mot sb

cac thong tin khac nira.
& Type 4: Redirected Header

Option nay cé trong thong diép Redirect dé xac dinh géi tin IPv6 khién cho router phai
giri thong diép redirect. N6 c¢6 thé bao gdm mot phan hodc tat ca goi tin IPv6, tiy thude vao
kich ¢& goi tin dd duoc giri ban dau.

23 Type 5: Option MTU

Option nay c6 trong thong diép Router Advertisement dé chi dinh gia trj MTU trén
duong link. Gia tri cia MTU nay s& duoc dung thay cho gia tri MTU cung cip bai giao dién

phan cing.
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4.2.3 Nhirng quy trinh lién quan dén thi tuc Neighbor Discovery

Vi nguyén liéu 1a ndm thong di€p ICMPv6 mo ta nhu trén, thu tuc Neighbor Discovery

tham gia vao thuc hién nhitng quy trinh sau day:

Quy trinh

Mo ta

Tim kiém router (Router
discovery)

Quy trinh ma nho do, mdt host kham pha ra router trén
duong két ni sin sang chuyén tiép goi tin cho host.

Tim kiém prefix (Prefix
discovery)

Quy trinh ma nhd d6, host tim thay tién t6 mang (network
prefix) trén duong két ndi ciia minh.

Tim kiém thong s6
(Parameter discovery)

Quy trinh ma nho do, host tim dugc nhitng tham sb hoat
dong nhu gia tri MTU ciia duong két ndi, gia tri hop limit
mic dinh dé guri goi tin.

Tu dong ciu hinh dja
chi (Address
autoconfiguration)

Quy trinh ma nhd d6, node c6 thé ciu hinh thong tin dia
chi IP cho céc giao dién, theo phuong thirc c6 hoac khong
¢6 su hién dién cia may chu DHCPv6.

Phan giai dia chi (Address
resolution)

Quy trinh ma nhd d6, node c6 thé phan giai dia chi 16p
link-layer ciia mot node 14n can tir dia chi IPv6 da biét
(twong duong chirc nang cua thu tuc ARP trong dia chi
IPv4).

Quyét dinh dich tiép theo
(Next-hop determination)

Quy trinh ma nho d6, node c6 thé quyét dinh dia chi IPv6
ctia dich tiép theo goi tin s& duoc chuyén tiép t6i, dua trén
dia chi dich. Pia chi ndy s& hodc chinh 14 dia chi dich cudi
cung, hodc 1a dia chi cta cua router mac dinh trén duong
két ndi.

Kham pha kha nang c6 thé
két ndi toi duoc cia node
lan can (Neighbor
unreachability detection)

Quy trinh ma nho d6, node quyét dinh duoc mot node 1an
can c6 thé con nhan duoc goi tin hay khong.

Kiém tra tring lp dia chi
(Duplicate address
detection)

Quy trinh ma nhd d6, node ¢ thé biét dia chi IPv6 nd dy
dinh st dung hién da c6 mot node nao khac trén duong
két ndi sir dung roi hay chua.

Chtrc nang lai (Redirect
function)

Quy trinh thong bao cho mét host dia chi IPv6 dich tiép
theo (next hop) tot hon c6 thé sir dung dé toi dugc dich
cubi cung.

Bang 11: Quy trinh thii tuc ND cung cdp
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43 MOT SO QUY TRINH HOAT PONG CO BAN TRONG IPV6
4.3.1 Quy trinh phén giai dia chi l6p hai tir dia chi IPv6 16p ba

Trong hoat dong cua thu tuc IP phién ban 4, quy trinh nay dugc ddm nhi¢m bdi thu tuc
ARP. Node can phan giai dia chi s& giri goi tin truy van t6i dia chi dich 1a dia chi broadcast ciia

mang, do vay s€ tac dong dén moi node khac trén duong két noi, lam giam hi€u suat mang.

Trong hoat dong cuia dia chi IPv6, diy 1a mot trong sé nhitng quy trinh do thu tyc
Neighbor Discovery dam nhiém. Dé phuc vu cho viéc phan giai tuong tng dia chi 16p mang va
dia chi vt 1y, cac node IPv6 duy tri mot bang cache thong tin vé cac node 1an can, goi la
"neighbor cache". Trong HPH window, chung ta c6 thé xem thong tin trong bang nay véi 1énh

netsh>interface IPv6>show neighbors.

Khi mét IPv6 node can tim dia chi 16p hai (vi du dia chi MAC trén mdt Ethernet) tuong
g v&i mot dia chi IPv6 nao do, thay vi giri goi tin truy van toi dia chi multicast moi node
pham vi link (FF02::1) dé tac dong t6i moi node trén dudng két ndi twong duong dia chi
broadcast trong IPv4, node d6 chi giri téi dia chi Multicast Solicited Node*® tuong tmg dia chi

unicast can phan giai.

Nhu di dé cap trong chuong 2, node IPv6, khi duoc gan mot dia chi unicast, ngoai viéc
lrfmg nghe luu luong tai dia chi unicast nay, node IPv6 sé€ 1ap tirc nghe va nhan luu lugng cua

mot dia chi multicast tuong ing dia chi unicast 1a Multicast Solicited Node.

Nhu vay, trong qua trinh phan giai dia chi ctia IPv6, chi nhitng node dang nghe luu
lwong tai dia chi Multicast Solicited Node phil hop mé&i nhan va xir 1y goi tin. Diéu ndy giam
thiéu viéc tac dong dén moi node trén dudng két ndi, ting hiéu qua hoat dong. Pay 1a mot trong
nhirng cai tién cta IPv6 so voi phién ban IPv4.

Dé thyc hién quy trinh phan giai dia chi, hai node IPv6 trao d6i thong diép Neighbor
Solicitation va Neighbor Advertisement.

Khi mot node can phan giai dia chi, n6 gui di trén dudng két ndi thong diép Neighbor
Solicitation:

o Pia chi ngudn: Pia chi IPv6 cua giao dién giri géi tin.

o Dia chi dich: dia chi IPv6 Multicast Solicited Node twong tmg dia chi unicast can phan
giai dia chi

o Thong tin chtta trong phan dit liéu c6 chira dia chi 10p link-layer ctia noi gui (nam

trong Option Source Link-Layer Address cta goi tin ND).

43 Tham khao lai muc I1.2.3.4 vé dja chi Multicast Solicited Node
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Trén duong link, node dang nghe Iuu luong tai dia chi Multicast Solicited Node trung

véi dia chi dich cua goi tin s€ nhan dugc thong tin. N6 thyuc hién nhitng hanh dong sau:
o Cap nhat dia chi 16p link-layer cua noi gui vao bang neighbor cache.

o Giri thong diép Neighbor Advertisement dap tra t6i dia chi dich 1a dja chi ngudn da
giri gbi tin, thong tin trong phan dir liéu c6 dia chi 16p link-layer cta nd (chira trong Option
Target Link- Layer Address cua goi tin ND).

Khi nhan duoc thong diép Neighbor Advertisement, node can phan giai dia chi s& cp
nhat théng tin vao bang neighbor cache ctia minh va sir dung thong tin trong d6 dé thuc hién

lién lac.

J N
S S

A B

ICMPV6 Type =135
Nguén = A .

Dich = Dia chi Multicast Solicited-node cia B
Dir liéu = Dia chi link-layer ciia A

Truy vin = Dja chi link-layer ciia ban & gi? ICMPV6 Type = 136

Ngudn =B
| Pich=A
Dir liéu = Dia chi link-layer cia B
| .

Hai node cé thé thwre hién giao tiép

Hinh 30. Quy trinh phdn gidi dia chi

4.3.2 Kiém tra trung lip dia chi trén mét duwong két ndi

Moi node IPv6 thuc hién thuat toan kiém tra su trung lap vé dia chi trén mot duodng két
ndi trude khi chinh thuc gan dia chi unicast cho mot giao dién, nham ngan ngura vi¢c xung dot
vé dia chi. Quy trinh nay duoc 4p dung du dja chi duoc gin bang tay hodc bang hinh thirc cdu
hinh ty dong nao. Chirng nao host van con dang thuc hién trung lip dia chi trén mot dudng két
nbi (Duplicate Address Detection — DAD) va chua quyét dinh duoc 1a dia chi khong c6 su tring

1ap, thi dia chi dugc coi 1a dia chi “tham do”.
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DAD st dung hai thong diép ICMPv6 Neighbor Solicitation va Neighbor
Advertisement. Tuy nhién mot sb thong tin cta géi tin ndy khac voi géi tin sit dung trong qua
trinh phan giai dia chi.

Khi mot node cin kiém tra tring 13p dia chi, nd giri goi tin truy vin node lan can
Neighbor Solicitation

% Dia chi IPv6 nguén: La dia chi dac biét "::".

% Dia chi dich: 1a dja chi Multicast Solicited Node tuong tmg dia chi dang kiém tra
trung lap.

% G6i tin Neighbor Solicitation sé& chira dia chi IPv6 dang duoc kiém tra tring lip.

Sau khi giri NS, node s& doi. Néu khong c6 phan hdi, c¢6 nghia dia chi nay chua dugc
sir dung. Néu dia chi nay da dugc mot node nao dé sir dung roi, node nay s& nhan duoc thong
diép NS va guri thong di¢p quang ba Neighbor Advertisement dap tra:

Néu node dang kiém tra dia chi trung 18p nhan dugc thong di€ép RA phan hdi lai RS
minh da g, n6 s€ hiy bo viéc sir dung dia chi nay.

4.3.3 Kiém tra tinh c6 thé két ndi t6i dwoc ciia node lan cin

Thong diép Neighbor Solicitation va Neighbor Advertisement dugc sir dung trong qua
trinh phan giai dia chi, kiém tra trung ldp dia chi, cting dugc st dung cho nhitng muc dich khéc,
nhu qua trinh kiém tra tinh c6 thé két ndi t6i duoc ciia mot node 14n can. Cac IPv6 node duy tri
bang thong tin vé cic node 1an c4n ciia minh trong bang neighbor cache, va s& cap nhat bang

nay khi c6 sy thay d6i tinh trang mang. Bang nay luu thong tin d6i véi ca router va host.

Biét dugc node 1an cén c6 thé két ndi téi duoc hay khong rat quan trong ddi véi mot
node vi n6 sé& diéu chinh cach thtc cu xir ctia minh. Vi du khi biét mot node 1an can khong két
ndi t6i dugce, host s& ngimg giri goi tin, biét mot router dang khong thé két ndi téi dugc, host co

thé thyc hién quy trinh tim kiém mot router khac.

Néu mot host mudn kiém tra tinh trang c6 thé nhan géi tin ctia node 14n can, n6 giri thong
di€p Neighbor Solicitation, néu nhan dugc Neighbor Advertisement phtc dap, n6 biét tinh trang
ctia node 14n can 1a c6 thé két nbi duoc va s& cap nhat thong tin nay vao bang neighbor cache
ctia minh. T4t nhién tinh trang nay chi duoc coi 14 tam thoi va c6 mot khoang thoi gian danh
cho nd, trudc khi node can thyc hién kiém tra lai trang thai node 1an can. Khoang thoi gian quy
dinh nay, cling nhu mot s6 cac tham sb hoat dong khac host s¢ nhan duogc tir thong tin quang

ba Router Advertisement ciia router trén duong két ndi.
4.3.4 Tim kiém router trén dwong két ndi

Doi voi hoat ddng cua dia chi [Pv6, sy trao doi gilta cac host véi nhau, gitta host véi

router trén cting mot duong két ndi 1a rat quan trong. Trong mang, router 1a thiét bi dam nhiém
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viéc chuyén tiép luu luong cua cac host tir mang ndy sang mang khac. Mot host phai nhd vao
router dé c6 thé giri thong tin téi nhitg node nam ngoai dudng két ndi ciia minh. Do vay, trudc
khi mot host c6 thé thuc hién cac hoat dong giao tiép vO1 mang bén ngoai, nd can tim mét router
va hoc duoc nhitng thong tin quan trong vé router, ciing nhu vé mang. Trong thé hé dia chi
IPv6, dé c6 thé cAu hinh dja chi, cling nhu c6 nhirng thong s6 cho hoat dong, IPv6 host can tim
thy router va nhan dugc nhitng thong tin tir router trén duong két ndi. Router IPv6 ngoai viéc
dam trach chuyén tiép géi tin cho host con dam nhiém mot hoat dong khong thé thiéu 1a quang
b4 sy hién dién ctia minh va cung cip cic tham sb tro gitp host trén dudng két ndi cdu hinh dia
chi va cac tham sb hoat dong. Thuc hién nhiing hoat dong trao ddi thong tin gitra host va router

12 mot nhiém vu rét quan trong cua thu tuc Neighbor Discovery.
Qua trinh tim kiém, trao doi gitra host va router thuc hién dya trén hai dang thong diép sau:

< Router Solicitation dugc gt boi host tdi cac router trén duong link. Do vay, goi tin
duoc guri téi1 dia chi dich multicast moi router pham vi link (FF02::2). Host giri thong di€p nay
dé yéu cau router quang ba ngay cac thong tin nd can cho hoat dong vi du khi host chua dugc

gan dia chi, chua c6 cic tham sb mic dinh can thiét dé xir Iy goi tin...

+ Router Advertisement chi duoc giri boi cic router dé quang ba su hién dién cua router
va cac tham sb can thiét khac cho hoat dong cuia cac host. Router gui dinh ky thong diép nay
trén duong két nbi va guri thong diép nay bat cir khi nao nhan dugce Router Solicitation tir cac

host trong duong két ndi.

Router Discovery (tim kiém router trén duong két ndi) 14 qua trinh trao doi giita router

va host trén mot duong link, trong d6: Router:

< Quang ba goi tin Router Advertisement: Nhiém vu co ban mdt IPv6 router thuc hién
trong ND la gtri dinh ky goi tin Router Advertisement quang ba sy hién dién cua né trén duong
két ndi va cac thong sé khac. Khoang thoi gian cach giira hai thong diép dugc cau hinh trén
router. RA ciing dugc giri khi c6 bat ctr tinh huéng dic biét niao xay ra, vi du khi théng tin quan

trong nao do cua router thay do1i nhu dia chi cua no.

< Duy tri nhiing thong s co ban cho mang: Router ciing dam nhiém viéc duy tri nhiing
thong s6 co ban phuc vu cho hoat ddng mang. Nhitng thong sb nay s& duoc thong bao nho cac

truong trong RA.

< Nhén va xtr Iy thong diép Router Solicitation. Router s& ling nghe thong diép nay cta

cac host va néu nhan dugc gbi tin nay, né sé 1ap tirc giri RA phuc dap.
Host:

< Nhan va xir 1y goi tin Router Advertisement: Host s& ling nghe nhan céc thong diép

RA, khi nhan dugc thong di€p nay, no s¢:
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o Xéc lap nhitng gia tri thong sé hoat dong theo nhiing gia tri dugc gui trong cac trudong
cua RA. Bao gém ca viéc duy tri va cap nhat mdot s6 dir liéu nhu danh sach prefix dia chi, router
mac dinh.

o Néu host mgi khoi dong va chua duoc gin dia chi, n sé theo nhiing théng tin hudng
dan trong RA dé tu dong cAu hinh thong tin cho chinh né: dia chi IP, cac tham s6 khac.

o Tao goi tin Router Solicitation: Trong nhitng truong hop nhét dinh, host sé& tao gbi
tin RS va gui di trén duong link dé c6 thé nhan ngay RA phuc dap ma khong doi theo dinh ky.

Nho qué trinh trao doi nhu trén, nhimg thong tin sau lién quan dén duong két ndi duoc
thiét lap:

% Router mic dinh cho cac host trén duong két ndi. Trong thong diép RA co trudng
Router Lifetime, gia tri ciia nd xac dinh thoi gian router gui RA cé thé duoc coi 1a router mic
dinh. Tuy nhién, néu con thoi gian hop 1& ma host nhan thay router khong lién lac duoc (qua
quy trinh kiém tra tinh c6 thé két ndi téi cta node 1an can), né s& khong st dung router lam
router mac dinh nira.

% Host co thong tin dé quyét dinh minh can str dung cach thirc cau hinh IP nhd may
cha DHCPv6 hay ty c4u hinh dia chi. Trong quang ba ctia router ¢ thong tin chi dan cho host

phuong thirc nhan thong tin cAu hinh dia chi.
% Mot sé tham s mic dinh trén duong két ndi, phuc vu cho hoat dong cua host:
o Gia tri mac dinh cta Hop Limit cho céac goi tin IPv6.

o Thoi gian host thuc hién lai qua trinh kiém tra tinh c6 thé két ndi duoc cta cac node
lan can.

o Gia tri MTU mic dinh cua duong két ni.

o Danh sach cac tién t6 mang (prefix) ctia dudng két ndi. Mdi prefix s& gdm co ca
thong tin vé thoi gian sdng. Néu trén dudng két ndi dang sir dung phuong thire tr dong ciu hinh
khong can may chit DHCPV6 (goi 1a cach thirc tu dong cau hinh khong trang thai), host s& sir
dung prefix nhan duoc tir thong tin quang ba cta router, gan voi dinh danh giao dién da tu dong
tao ra dé tao nén dia chi toan cau cua host.

4.3.5 Tu dong chu hinh dia chi khéng trang thai ciia thiét bj IPv6

Thiét bi IPv4 khi két ndi vao mang phai duoc cdu hinh bang tay cac thong s dia chi,
mat na mang, router mac dinh, may chu tén mién. Bé giam c4u hinh thu cong, may chu DHCP
duogc st dung dé co thé cap phat dia chi IP va thong sé cho IPv4 host khi n6 két nbi vao mang.
Dia chi IPv6 tién thém mot budce xa hon khi cho phép mot IPv6 node co thé tu dong cAu hinh
dia chi va cac tham sb hoat dong ma khong can su hd tro cua may chu DHCPv6. Do vay, dia

chi IPv6 c6 hai phuong thire tr dong ciu hinh dia chi:
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. Str dung méay cha DHCPv6 dé cung cip dia chi va thong sé cho cac host IPv6.
Céch thure nay tuong tu nhu viée st dung DHCP cua dia chi IPv4. Tuy nhién, vi¢c huéng dan
IPv6 host nhan dia chi va thong s6 tir may chu DHCPv6 do router trén dudng két ndi quang ba
thong tin, khong phai thuc hién cdu hinh x4c dinh bang tay nhu IPv4 host. Phuong thire tir dong
c4u hinh nay duoc goi 13 “ti ddng cdu hinh c6 trang thdi — stateful autoconfiguration”. Hién

nay, céac tai lidu tiéu chuan hoa cho DHCPv6 da dugc hoan thién day du.

o IPv6 host tu dong cAu hinh dia chi cho minh ma khong can su hd tro cua may
cha DHCPv6. Host thuc hién ciu hinh IP bat du tir trang thai chwa c6 thong tin hd tro ciu
hinh, do vy phuong thirc cdu hinh nay dwoc goi 13 “fw déng cdu hinh khéng trang thdi —

stateless autoconfiguration”

Giam tdi thiéu cAu hinh thii cong & mot trong nhitng dic diém hoan toan méi va 1a mot
wu diém ndi bat cua dia chi [Pv6. Kha nang tu dong cAu hinh khong trang thai ciua thiét bi IPv6
dua trén mot s6 dic tinh méi cua dia chi IPv6, bao gém: kha ndng tu tao 64 bit dinh danh giao
dién tir dia chi l6p hai, tir d6 tu dong tao dia chi link-local, kha ndng trao ddi cua host véi router
trén mot dudng két ndi nho thu tuc Neighbor Discovery dé nhan cac thong tin vé tién td dia chi

mang cia duong két ndi va cac tham so hoat dong khac .

Khong can su hd tro cua may chu DHCP, host thuc hién cac budc sau dé tu dong cAu

hinh dia chi va cac thong s6 hoat dong cho minh:

interface EthernetQ |
ipv6 address 2001:410:213:1::/64 eui-64

I
[ ]
@RA RS |

— MAC: 00-90-27-17-FC-0F

\— Interface ID :
:_j 0290:27FF:FE17:FCOF

Hinh 31: Tu dong cdu hinh dia chi ciia IPv6 host

Budc 1: Tao dia chi link-local:

Dia chi link-local bat d¢au boi 10 bit prefix FE80::/10, theo sau boi 54 bit 0. 64 bit con
lai 1a dinh danh giao dién (interface ID)

Khi khoi dong, 64 bit dinh danh giao dién s& dugc host tu dong tao tir dia chi 16p hai.

Ban c6 thé tham khao lai chi tiét quy trinh tao dinh danh giao di¢n trong muc II.1.4.

Véi vi du cu thé trong hinh v& trén, tor dia chi MAC 00-90-27-17-FC-0F, host s€ tao
dugc 64 bit dinh danh giao dién 0290:27FF:FE17:FCOF. Tur d6 tao dugc dia chi link-local
FE80::0290:27FF:FE17:FCOF.
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Ngoai phuong thirc tao dinh danh giao dién tir dia chi vat 1y, 64 bit dinh danh giao dién

con cd thé dugc gan bang mot day s6 ngau nhién.

Buwéc 2: Thuwe hién thudt todn kiém tra tring lip dia chi (Duplicate Address
Detection)

Trudc khi thye sy stir dung dia chi link-local vira tao dugc, host s€ thuc hién quy trinh
kiém tra trung lap dia chi dé chic chan dia chi link-local minh du dinh st dung 13 duy nhét

trong pham vi dudng két ndi nham tranh xung dot.

Thuét toan DAD, nhu d3 d& cap trong muc trude, dya trén hai dang thong diép Neighbor
Solicitation va Neighbor Advertisement.

Buwiéc 3: Gin dia chi link-local

Sau khi giri thong diép Neighbor Solicitation, néu host khéng nhan dugc thong diép
Neighbor Advertisement phiic dap, c6 nghia chwa c6 node nao trén dudng két ndi sir dung dia
chi nay. Khi d6 host s& gan dia chi link-local cho minh va lay dja chi nay dé thuc hién giao tiép
v6i cac node khéc trén mang LAN.

Buwdoc 4: Lién hé voi router.

Trong gbi tin Router Advertisement do router trén dudng két ndi quang ba s& c6 céac
thdng tin hudng dan host vé cach thirc cau hinh dia chi, vé prefix dia chi ciia dudng két ndi, va
cac tham sb khac. Do vdy, host s& doi goi tin nay trong théng diép dugc router glri mot cach
dinh ky, hodc s& c6 ging lién hé vdi cac router trén dudng két ndi.

Pé lién hé véi router, host giri goi tin truy van — RS t6i dia chi dich multicast moi router
pham vi link - FF02::2. Router trén dudng két ndi sé giri thong diép quang ba — RA phuc dép.
Trong d6 chira dir lidu vé tién t6 mang cta dudng két ndi va cac thong sb khac. Néu duong két
n6i dang sir dung phuong thirc ciu hinh nho méay chit DHCPv6, trong quang bé ctia router sé
khong c6 tién tb mang va sé c6 thong tin hudng dan host st dung may cha DHCPv6 dé nhan
thong tin cAu hinh.

Trong hinh v&, router s& quang ba cho host prefix cua dudong két ndi la
2001:410:213:1::/64

Buwéc 5: Ciu hinh dia chi va xdc ldp cdc gid tri thong sé hoat dpng.

Tir thong tin nhan duoc trong quang ba RA ciia router, host s& cau hinh dia chi va xac
lap cac thong sb hoat dong

< Tir thong tin vé prefix:

o Host tao dia chi IPv6 toan cau bang cach gin prefix ndy v6i 64 bit dinh danh giao
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dién. Dé c6 thé tu dong cAu hinh dja chi, prefix dia chi do router quang ba phai c6 do dai /64.

o Dong thoi host ciing thiét 1ap gid tri thoi gian sdng cho dia chi theo gié tri ¢6 trong

thong diép quang ba cua router.

o Host dang ky dia chi Multicast Solicited Node tuong ing dia chi unicast vira tao véi

card mang dé nhan luu lwong cia dia chi nay.

< Host xac 1ap cac gia tri thong s6 hoat dong: Hop Limit, thoi gian mac dinh host thuc
hién quy trinh kiém tra kha ning c6 thé két nbi duoc cua cac node 1an can, gia tri MTU cia
duong két nbi.

Trong truong hop cu thé, nhu hinh v& trén, host s& cau hinh dugc dia chi toan cau IPv6:

Pia chi IPv6 = Tién t5 mang + PDinh danh giao dién =
2001:410:213:1::90:27FF:FE17:FCOF

4.3.6 Danh sb lai thiét bi IPv6

Panh s6 lai mang IPv4 13 diéu nhitng nha quan tri rt ngai. N6 anh hudng t6i hoat dong

mang ludi va tiéu ton nhan luc cAu hinh lai thong tin cho host, node trén mang.

Dia chi IPv6 dugc thiét ké c6 mot cach thire danh sb lai mang mot cach dé dang hon.
Mot dia chi IPv6 gan cho node s& c¢6 hai trang thai, d6 1a “con dugc sir dung — preferred” va
“loai bo - deprecated” tuy theo thoi gian séng ciia dia chi d6. Host ludn c6 gang sir dung cac
dia chi co trang thai “con dugc st dung”. Thoi gian séng cta dia chi duoc thiét lap tir thong tin
quang ba cua router. Do viy, cac host trén mang IPv6 c6 thé duoc danh s lai nhd théng bao
clia router dat thoi gian hét thoi han co thé sir dung cho mét tién t6 mang (network prefix). Sau
do, router thong bao prefix moi dé cac host tao lai dia chi IP. Trén thuc té, cac host c6 thé duy

tri str dung dia chi cii trong mot khoang thoi gian nhat dinh trude khi x6a bo hoan toan.
4.3.7 Quy trinh tim kiém gia tri PathMTU phuc vu phan manh géi tin IPv6

Mang, quy m 16n hay nhé, bao gom cac duong két néi vat 1y khac nhau. Mdi duong
két ndi co mot gia tri gidi han vé kich thuéc cuc dai cua €01 tin ma host c6 thé gui trén dudng
két ndi, duoc goi 1a MTU (Maximum Transmition Unit). Trong hoat dong cta thé hé dia chi
IPv4, trong qué trinh chuyén tiép goi tin, néu IPv4 router nhan dugc géi tin 16n hon gia trif MTU
ctia duong két ndi, router s& thyc hién phan manh goi tin (fragment) thanh nhimg géi tin nho
hon. Sau qua trinh truyén tai, goi tin dugc x4y dung lai nhd nhitng théng tin trong header.

Dia chi IPv6 ap dung mot mod hinh khac dé phan manh géi tin. Moi IPv6 router khong
tién hanh phan manh goi tin, nho d6 ting hiéu qua, giam thoi gian xir Iy goi tin. Viéc phan manh
g01 tin duoc thuc hién tai host nguén, noi gui goi tin. Do vay, trong header co ban IPv6, cac

truong hd trg cho viée phan manh va két cu lai géi tin (twong timg IPv4 header) da dugc bo di.
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Nhitng thong tin tro gitip cho viéc phan manh va tai tao gbi tin IPv6 duoc dé trong mot header

mé rong cuia goi tin IPv6 (goi 1a Fragment Header)*.

Gia tri MTU téi thiéu mic dinh trén duong két ndi IPv6 13 1280 byte. Tuy nhién, dé dén
duogc dich, géi tin s& di qua nhiéu duong két ndi co gia tri MTU khac nhau, viéc phan manh goi
tin duogc thyuc hién tai host nguén, khong thyc hién boi céc router trén dudong truyén tai. Do vay,
host ngudn can biét dugc gia tri MTU nho nhat trén toan bd dudng truyén tir ngudn téi dich dé

diéu chinh kich thudc goi tin phu hop.
C6 hai khai niém vé gia tri MTU trong IPv6, d6 la:
< LinkMTU: La gia tri MTU trén duong két ndi truc tiép ctia host
% PathMTU: La gia tri MTU nho nhat trén toan bd mot dudng truyén tir ngudn t6i dich.

Host ngudn s& sir dung quy trinh cé tén goi Path MTU Discovery dé tim ra gia tri MTU
nho nhét trén duong dan tir ngudn dén dich. Khi tim duoc, n6 s& luu giit (cache) gid tri nay dé

str dung trong giao tiép.

Quy trinh tim kiém Path MTU duoc thuc hién nho thong diép Packet Too Big phan hdi

tu router.

Pé tim PathMTU, host nguén guri goi tin su dung gid tri MTU mac dinh trén duong két
ndi tryc tiépe cia minh. Néu trén duong truyén, kich thudc goi tin vugt qua gia tri MTU cia
mot duong link nao do, router ciia duong link phai hity bé goi tin va gui thong di¢p Packet Too
Big thong bao, trong gbi tin ¢o chtra gia tri MTU cua dudng két ndi ma router phuy trach. Khi
nhén dugc thong tin nay, host s& st dung gia tri MTU nay dé gui lai géi tin. Ctir nhu vay cho
dén khi goi tin toi dugc dich va host s& luu gitr lai thong tin vé gia tri MTU nho nhat da ding

(PathMTU) dé thuc hién giri 1an sau.

# Tham khao muc 11.4.2.5 vé header mé rong cua goi tin IPv6
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Thwc hién phan
manh goi tin

Nguén Pich

l @ MTU= 1500% % MTU=1300 l

MTU 1500 MTU=1400

Gtri g6i tin MTU=1500

>

ICMP error: packet too big / Str dung MTU 1400

Cau tric lai goi tin

GUri g6i tin MTU=1400 A .
da bi phan manh

v

ICMP error: packet too big / Str dung MTU 1300

Gtri g6i tin MTU=1300

Nhan dwoc gdi tin

Path MTU=1300
Host nguén cache théng tin Path MTU

A

Hinh 32: Quy trinh thiee hién tim kiém Path MTU
4.4 THU TUC MULTICAST LISTENER DISCOVERY
4.4.1 Toéng quat vé thi tuc MLD

Multicast khong phai 12 mot khai niém mdi. Du dugc danh gia 1a hitu ich va da duoc
thiét ké hoan chinh, cong nghé multicast khong duoc trién khai rong ri trong hoat dong Internet
IPv4, do nhiéu nguyén nhan: multicast khong duoc kich hoat mgt cach mac dinh, yéu cau rat
nhiéu cAu hinh tha cong. Khi dinh myén multicast [Pv4 dugc st dung, tha tuc hd tro multicast
dé quan 1y quan hé thanh vién nhom multicast 13 IGMP*. Thu tuc ndy st dung mot tip hop
thong di€p riéng.

Trong hoat dong cua thé hé dia chi IPv6, multicast 1a bt budc. Multicast trong IPv6

thay thé cho ca chirc ning broadcast. Viéc broadcast géi tin trong mot pham vi ndo d6 tuong

ung voi viée gui thong tin t61 nhom dia chi IPv6 multicast moi node trong pham vi do6.

Déi voi IPv6, multicast s& khong doi hoi cau hinh gi néu chi thyc hién trong pham vi
mot duong két ndi. Chung ta ciing thiy cac IPv6 node tham gia cac nhom multicast trén dudng
két ndi va giri thong diép tdi cac dia chi multicast moi node pham vi link (FF02::1), dja chi
multicast moi router pham vi link (FF02::2) khi tién hanh cac quy trinh ciia thi tuc Neighbor
Discovery. Tuy nhién khi luu lugng multicast duoc router chuyén tiép ra ngoai pham vi mot
duong két ndi thi khi d6 can thém nhitng yéu t6 phuc vu thyc thi multicast. D6 1a thi tuc dinh

tuyén multicast va thu tuc hd trg, quan 1y quan hé thanh vién multicast.

Khi thyc hi¢én multicast IPv6 ra ngoai pham vi mgt duong két ndi, thu tuc thuc hién

4 |GMP: Internet Group Management Protocol
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quan ly quan hé thanh vién multicast c6 tén goi Multicast Listener Discovery-MLD. Thu tuc
nay thay thé cho IGMP cua IPv4. Tuy nhién, thil tuc nay c6 mét diém khac biét co ban voi
IGMP 14 n6 hoat dong trén nén cac thong diép ICMPv6, chir khong dinh nghia tap hop thong
diép riéng.

Multicast Listener Discovery sit dung mot nhoém ba thong di¢p ICMPv6. Cac thong diép
nay duoc trao ddi giita router va node, cho phép mot router kham pha ra trén mdi giao dién gin
truc tiép v6i n6 nhitng node 1a thanh vién ciia mot nhom multicast, san sang nhan goi tin duoc
gui to1 dia chi multicast d6 (node dang "nghe" luu lugng), cling nhu nhitng dia chi multicast

dang duoc cac node nay quan tam.

Thong tin nay dugc cung cap bat ctr khi ndo thu tuc dinh tuyén multicast duoc kich hoat
trén cac router, dé dam bao rang cac goi tin multicast dugc truyén tai dén moi duong két ndi

noi ¢6 nhirng node mudn nhan luu lugng nay.

MLD phan dinh cach thirc cu xtr khac nhau cho router va cho host nghe luu lugng
multicast. Néu tai mot dia chi multicast, router vira dong vai tro router, ban than ciing nghe va
mudn nhén luu luong tai dia chi nay, thi router can thuc hién ca hai phén cuda thu tuc: phén tha
tuc cho router va phan thi tuc cho host nghe luu luong multicast. Router sir dung MLD dé tim
ra xem dia chi multicast nao c¢6 node dang cho nhan luu luong trén mdi duong két ndi truc tiép
ctia n6. Mdi router duy tri mot danh sach, cho mdi duong két ndi, chtra thong tin vé dia chi
multicast c6 node mu6n nhan luu lwong trén duong két ndi d6. MLD chi tim ra danh sach nhiing
dia chi multicast ma it nhat c6 mot node dang nhan luu lugng, chtr khong phai 14 danh sach

nhitng node dang nghe luu lugng tuong tmg véi mdi dia chi multicast.
4.4.2 Ba thong diép ICMPv6 sir dung trong thi tuc MLD
Thu tuc MLD st dung ba thong diép ICMPv6 sau day:
Multicast Listener Query (gia tri ICMPv6 type 130)

Multicast Listener Query dugc sir dung béi router dé truy van vé nhitng node dang nghe
luu lrong multicast trén mot duong két ndi. Co hai dang thong diép Multicast Listener Query:
Truy van thong thiwong va Truy van gdn véi dia chi multicast cu thé . Truy van thong thudng
duoc st dung dé truy van moi node ctia moi dia chi multicast. Truy van gén v6i dia chi multicast

cy thé duoc sir dung dé truy van nhitng node dang nghe mét dia chi multicast nhét dinh.
Multicast Listener Report (gia tri ICMPv6 type 131)

Multicast Listener Report dugc node dang nghe luu lugong tai mot dia chi multicast st
dung dé bao cio rang minh dang sin sang nhan luu lvong multicast. Thong diép nay ciing duogc

sir dung dé dap tra lai thong diép truy vin Multicast Listener Query ciia router.

Multicast Listener Done (gia tri ICMPv6 type 132)



Multicast Listener Done duoc node dang nghe luu lugng multicast sir dung dé thong

bao rang n6 khong con muon nhén luu lugng cta dia chi multicast cu thé nao dé nira.

Khi mot node tir bé khong con nhan luu lugng cua mot dia chi multicast, né gui mot
thong di€ép Multicast Listener Done t6i dia chi multicast moi router pham vi link (FF02::2),
thong tin mang trong gbi tin 14 dia chi multicast ma n6 khong con mudn nghe luu luong.

4.5 HUONG DAN THIET LAP MO HINH MANG THUC HANH QUAN SAT
GIAO TIEP VA HOAT PONG CUA CAC NODE IPV6

45.1 CAu hinh IPv6 trén Cisco router

Thiét bi mang cia Cisco hd trg IPv6 tir rat sém, tuy nhién khong phai moi phién ban
HPH cua Cisco router déu hd tro IPv6. Ban doc co thé truy cdp website cuia Cisco tai

http://www.cisco.com dé kiém tra phién ban OS minh dang sir dung c6 hd tro IPv6 hay khong.

Trong hé diéu hanh c6 hd tro IPv6, dinh tuyén IPv6 mic dinh duoc tit di trong Cisco
I0S. Pé kich hoat dinh tuyén [Pv6, trude tién can kich hoat chuyén tiép luu lugng IPV6 trén
router va gan dia chi IPv6 cho cac giao dién ciia router.

Dé thyc hién kich hoat dinh tuyén IPv6 trén mot router Cisco, ban can thyc hién nhiing
thao tac sau day:

- Kich hoat xtr Iy IPv6 toan dién (bét budc)

- Céu hinh dia chi cho giao di¢n (bit budc)

- Kiém tra lai hoat dong cua IPv6 va cAu hinh dia chi (tuy chon)

Cdu hinh dia chi IPv6 cho router cisco

Mot dia chi IPv6 can phai dugc ciu hinh trén giao dién dé router c6 thé chuyén tiép luu
lugng trén giao dién. Viéc cdu hinh mot dia chi toan cau trén mot giao dién router Cisco s& tu
dong cau hinh dia chi IPv6 link-local va kich hoat IPv6 cho giao dién d6. Giao dién dugc cau
hinh ty dong tham gia nhitng nhom multicast bat budc sau day cho dudng két ni:

- Nh6ém multicast Solicited-node FF02:0:0:0:0:1:FF00::/104 cho mdi dia chi unicast
va anycast duoc gin cho giao dién.

- Nhoém multicast moi node pham vi link FF02:0:0:0:0:0:0:1

- Nhém multicast moi router pham vi link FF02:0:0:0:0:0:0:2

Béng sau ddy gidi thiéu mot sé 1énh co ban kich hoat va cau hinh dia chi IPv6 trén giao
dién router Cisco. Tap hop cac 1€nh 1am viéc véi IPv6 cac ban cod thé tim kiém trén website

Cisco.

Kich hoat IPv6 protocol toan dién

Trong ché d¢ global config Lénh nay s kich hoat chuyén tiép géi tin IPv6
Router(config)# IPv6 unicast- unicast
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routing

Céu hinh dia chi IPv6 cho giao dién

Cén vao ché do ciu hinh giao dién Router(config)# interface interface-type interface-

number

1. Router(config-if)# IPv6
address IPv6- prefix/ prefix-length
[eui-64]

Lénh nay gin dja chi IPv6 toan cau cho mét giao dién
cua router va kich hoat xur Iy IPv6 trén giao dié€n do.
Néu cudi 1énh khéng c6 tir khoa eui-64. dia chi IPv6
trong Iénh phai 14 dia chi cu thé (128 bit), router sé&
gén cho giao dién dia chi [Pv6 toan cau, voi prefix
trong 1énh.

Khi tir khoa eui-64 duoc str dung, prefix dia chi bat
budc phai la /64. Trong truong hop do, dia chi IPv6
duoc gén cho giao dién s€ dya trén 64 bit prefix dia
chi da cung cép, 64 bit dinh danh giao dién s& dugc
router ty dong xay dung tr dia chi card mang.

Cha y: Trong truong hop st dung router quang ba
thong tin dé cac host trong mang LAN tu dong cau
hinh dia chi, thi prefix dia chi gén cho giao dién router
bét budc phai 13 /64.

2. Router(config-if)# IPv6
address IPv6- address {/prefix-
length | link-local}

Lénh thyc hién gin dja chi cho giao dién va kich hoat
xt 1y [Pv6 trén giao dién.

Néu dung 1énh IPv6 address IPv6-address khong co
tir khoa link-local, 1énh s& gin dia chi toan cau cho
giao dién va kich hoat IPv6. DPia chi link-local cua giao
dién s& duoc ty dong ciu hinh.

Néu dung 1énh IPv6 address c6 tir khoa link-local s&
cAu hinh dia chi link-local trén giao dién. Dia chi link-
local nay dugc sir dung thay vi dia chi link-local dugc
tu dong c4u hinh khi IPv6 duoc kich hoat trén giao di¢n
do.

3. Router(config-if)# IPv6

unnumbered

interface-type interface-number

Xac dinh giao dién khong danh sb va kich hoat xtr ly
IPv6 trén giao dién do. Pia chi IPv6 toan cau cua giao
dién xac dinh bdi interface-type interface-number s¢
duogc sur dung. (Dia chi link-local s€ tu dong tao ra trén

giao dién khong danh s6 khi xir Iy IPv6 dugc kich hoat)

4. Router(config-if)# IPv6 enable

Tu dong tao dia chi link-local trén giao dién va kich
hoat xt ly IPv6. Dia chi link-local nay chi co thé
duogc st dung dé giao tiép vai cac node trén cting mot

duong link.
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Quan sdt ciu hinh va théng tin

Nhitng c4u hinh d6i v6i IPv6 ¢ thé quan sat dugc khi st dung 1énh
Router# show running-config

Va
Router# show IPv6

access-list - Tong hop access lists

cef - Cisco Express Forwarding
cho IPv6 interface - Tinh trang giao
dién va céu hinh neighbors - Hién thi
IPv6 neighbor cache prefix-list -
Liét ké IPv6 prefix

protocols - Thu tyc dinh tuyén IPv6
route - Hién thi bang thong tin
dinh tuyén routers - Hién thi cac IPv6

router local traffic - Théng ké luu

Bang 12: Mot 6 1énh cau hinh IPv6 trén router Cisco
452 Huwéng din thiét 1dp mang va thwe hanh

Muc tiéu thwe hanh: Quan sat hoat dong ciia thi tuc TCP/IPv6: quan st giao tiép cua

cac node IPv6, cach thic ty dong c4u hinh dia chi, quang ba thong tin cua router IPV6.

Chudn bi: Mang thyc hanh dugc thiét 1ap nhu hinh v& sau. Bao gom mot may tinh cai
HPH Window 2003 server, mot may tinh cai HDH Linux Enterprise 3.0 va mdt router Cisco
2621XM, sir dung hé diéu hanh c2600- j1s3-mz.123-9.
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Window 2003 server  Linux Enterprise 3.0

Khi kich hoat chirc Khi kich hoat churc

nang router, gan prefix ning router, gan prefix
2001:dc8::/64 2001:dc7::/64

(

&

2001:dc9::/64

Cisco router
2621XM

Hinh 33: Mang thuc hanh
Tém tit:
- Kich hoat IPv6 trén router Cisco dé router quang ba thong tin.

- Quan sat cach thirc cac node trén mot duong két ndi giao tiép voi nhau. Quan sat
cac node tu dong cAu hinh tu dong dia chi. Kiém tra két ndi béng dia chi tu dong

cau hinh.
- Kich hoat chirc ndng router trén may tinh HDH Linux, window 2003 server.

Cdc buoc thuc hién:

|. Kich hoat IPv6 trong nhitng may tinh trén mang LAN

Thuyec hién kich hoat IPv6 protocol trén cic may tinh trong mang LAN. Tét chirc ning tu
dong tao dinh danh giao dién cua may tinh cai HDH window. Tham khao bai thuc hanh
muc IL.6. Chu : chi kich hoat IPV6 protocol. Khong thyc hién gan dia chi bang tay.
Nhu vay nhitng may tinh trong mang LAN hién tai chi ty dong cdu hinh duoc dia chi

link-local.

1. Kiém tra thong tin dia chi link-local va chi muc giao dién

ipconfig /all (May window)

ifconfig (May linux)

2. Kiém tra két noi trong mang LAN bang dia chi link-local:

Ping -6 -t dia_chi_link-local cua_may-linux%index cua_giao dién (May window)

ping6 -1 ethO dia_chi link-local cua mdy-window (May linux)
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3. Kiém tra bang lwu trit neighbor cache:
Trén may window
netsh> interface 1Pv6>
show neighbors
Trén may linux
ip -6 neigh show dev eth0
Ban s& thiy hai may luu trit thong tin vé cac node 1an can (dia chi IP, dia chi MAC...)
Il. Kich hoat IPv6 va quang ba thong tin cia router Cisco.
4. Kiém tra version cia HDH
show version

Luu y: v6i version phit hop méi ¢é hd trg IPv6 protocol Trong bai thuc hanh nay st dung
€2600-j1s3-mz.123-9

5. Kiém tra xem HPH c6 hé tro IPv6 khong

Cén vao ché do cu hinh va kiém tra xem c6 ton tai tap 1énh IPv6 hay khong
Vao ché do cau hinh va dat tén cho router la “router-IPv6”

Enable Conf t

Hostname router-1Pv6

Kiém tra xem c6 ton tai tdp lénh IPv6 hay khong

IPV6 ?

Néu 1énh khong hién thi tp hop cac 1énh ctia IPv6 thi hé diéu hanh khong hd tro thu tuc
IPV6.

6. Kich hoat xur ly IPv6 trén router

IPv6 unicast-routing - kich hoat mdt cach toan dién IPv6 protocol trén router Cisco
ip cef - kich hoat chirc nang cef router Cisco

IPv6 cef - kich hoat chure nang cef cho IPv6

7. Thuec hién mét s6 1énh quan st cdau hinh

Ra khéi ché dé cau hinh va thyc hién 1énh quan sat thong tin

show IPV6 ?

show IPv6 interface fastethernet 0/0 show IPv6 route
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8. Cdu hinh dia chi IPv6 cho giao dién

Khi cAu hinh dia chi cho mot giao di¢n router, xur Iy IPv6 trén router d6 sé tu dong duoc

kich hoat va theo mac dinh, router s€ quang ba thong tin qua giao dién do.
Vio ché do cau hinh cho giao dién FastEthernet 0/0

Conft

interface fastethernet 0/0

Dt prefix cho router cisco va hieéng dan cho router rang tw build phan bit con lai tir
dia chi MAC

IPv6 address 2001:dc9::/64 eui-64 No shutdown

Sau khi duoc gan prefix dia chi, router s& quang ba thong tin qua giao dién FastEthernet
0/0

Chu ¥: Dé cac host trong LAN ¢6 thé tu dong cau hinh dia chi, router trong mang LAN
chi c6 thé gin prefix /64.

9. Thuec hién mét s6 1énh quan st cau hinh

Ra khoi ché do cAu hinh va thyuc hién 1énh quan sat thong tin
show IPv6 interface fastethernet 0/0 show IPv6 route
show IPv6 traffics

10. Quan sat quang ba thong tin cua router

Ban c6 thé quan sat router dang quang b thong tin bang cach bat mot cira s6 bat géi tin

may tinh linux nhan dugc.
Bat mot ctra s6 dong 1énh méi trén may linux va sir dung tepdump dé bat goi tin
tcpdump -t -n -i eth0 -s 512 -vv ip6 or proto IPv6

Ban sé& quan sét thiy router-IPv6 dang quang ba thong tin vé prefix va nhitng tham s6

khac cho cac may tinh trén duong két ndi.
11. Quan sat tw dong cau hinh dia chi, tr dong cau hinh route

Quan sat lai cac host trong mang LAN (linux, window) truéc day chi c¢6 dia chi link-
local by gid' da nhan duoc thong tin quang ba ciia router va ty dong cau hinh dia chi

nén dia chi IPv6 toan cau

Trén may tinh window:

ipconfig

Ghi lgi dia chi IPv6 cua may tinh window:
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netsh> interface IPv6>
show routes

Khi nhan dugc thdng tin quang ba tir router, host s& tw dong cau hinh dia chi, ddng thoi
route twong tng prefix dia chi quang ba boi router ciing s& dugc tu dong thiét 1ap, sir

dung router da quang ba thong tin lam gateway mac dinh.

Trén may tinh Linux:

ifconfig

ip -6 route show dev ethO

Ghi lgi dia chi IPv6 cua may tinh linux:

12. Sit dung chirong trinh ping kiém tra két néi bang dia chi vira tw déng tao

13. Quan sdt lai bang théng tin leu trik node ldn cén. Ban s& thiy thong tin vé nhiing dia

chi méi nay trong bang luu trit thong tin vé node 1an can.
Il. Kich hoat may tinh linux, window thuc hién chirc nang router.
Trong mang thir nghiém, néu khong co thiét bi router chuyén nghiép Cisco, ban doc
hoan toan co thé sir dung may tinh (window, linux) lam chirc ning router thay thé. Trong
phan thuc hanh nay, ban doc s& dugc hudng dan dé kich hoat chirc ning nay trén méy
tinh va quan sat thay trén mot mang LAN IPv6, c6 thé c6 nhiéu router, quang ba nhiéu
prefix khac nhau va mot giao dién ctia mot IPv6 host ¢d thé mét lic dugc cau hinh nhiéu
dia chi.

14. Kich hoat chitc nang router cua mdy Window.

Kich hoat chirc ndng chuyén tiép goi tin va qudng bd théng tin trén giao dién vit Iy

“Local Area Connection”
netsh> interface IPv6>

set interface "Local Area Connection™ forwarding=enabled
advertise=enabled store=active

Gdn prefix dia chi cho giao dién, tao tuyén va xdc dinh qudng bd thong tin qua giao
dién:
add route 2001:df8::/64 “Local Area Connection” publish=yes

15. Kich hoat chirc nang router cua mdy Linux:

Dé may tinh cai HDH Linux c6 thé thuc hién chtrc nang chuyén tiép gbi tin va quang bé
thong tin ctia router IPv6, can cai dat goi tin radvd va sira d6i thong tin cAu hinh can thiét

(trong file cau hinh /etc/radvd.conf)
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Cai dat goi tin radvd-0.7.2-9.i386.rpm

Ban doc c6 thé download g0i tin tai website www.rpmfind.net va luu vao mét thu muc

trén may linux. Chuyén dén thu muc luu trit g0i tin va thuc hién 1énh cai dat:

rpm —Uvh radvd-0.7.2-9.i386.rpm

Kich hoat chirc nang IPv6 forwarding va debug

sysctl -w net.IPv6.conf.all.forwarding=1

hoic stra bang tay (st dung vi) file /proc/sys/net/IPv6/conf/all/forwarding. Dat gia tri
lal

radvd --debug 0

Sira déi file cdu hinh cia radvd dé router quang ba diing prefix can thiét.

Céch thirc cu xir ciia router, théng tin quang ba dugc cau hinh trong file ciu hinh cua
radvd (/etc/radvd.conf)

vi /etc/radvd.conf
Céu hinh prefix can thiét (2001:dc7::/64) thay thé cho prefix 3FFE::/64 mic dinh
Kich hoat radvd
letc/init.d/radvd start
\V. Quan sdt lai thong tin cau hinh cia cdc mdy tinh.

Tién hanh quan st lai thong tin cau hinh ctia cac may tinh trong mang LAN thir nghiém,
ban s& thdy giao dién vat 1y ciia cac may dong thoi duogc gin nhidu dia chi tu dong tao
ra twong ung céac prefix dia chi quang ba bdi router va ty dong tao cac route twong ung

cac prefix da dugc quang ba bdi cac router trong mang LAN.

Hoéi — ddp cuéi chwong 4:
1. Ban cho biét hai loai théng diép ICMPV6 ?

Céc thong diép ICMPv6 duoc phan chia 1am hai loai: Théng diép 16i va Théng di¢p
théng tin. Cac thong diép 161 duoc st dung dé bao 16i trong qué trinh chuyén tiép va
phan phdi géi tin IPv6, thyc hién boi node dich hodc router. Thong diép thong tin
ICMPv6 duoc sir dung dé cung cap chirc ning chan doan va nhitng chirc ning mé rong

khac, phuc vu cho cac quy trinh hoat dong cua dia chi IPvo6.

2. Tai sao n6i ICMPv6 cung cép co cAu hoat dong cho hai thu tuc Multicast

Listener Discovery (MLD) va Neighbor Discovery (ND) ?
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Thu tyuc IP phién ban 6 thuc hién thyc hién tiéu chuin hoa va tb hop nhiéu chirc nang,
quy trinh riéng biét cua giao tiép giita cac node trén mot dudng két ndi. Cac quy trinh, tha
tuc nay déu str dung thong diép ICMPv6. Multicast Listener Discovery (MLD) - Tha tuc
quan 1y quan hé thanh vién multicast, phuc vu cho dinh tuyén multicast va Neighbor
Discovery (ND) — thu tyuc dam nhiém thyc thi giao tiép giita cac node trong mot duong
két ndi déu str dung thong diép ICMPv6. Do vay ndi ICMPv6 cung cip co ciu hoat dong

cho hai thu tyuc nay.

3. Dé dinh danh cac dang géi tin ICMPv6, ngudi ta sir dung nhitng trudng thong
tin nao trong ICMPV6 header ?

ICMPV6 header c0 hai truong phuc vu phan loai cac dang goi tin IPMPv6. Do 1a truong
Type (8 bit) va truong Code (8 bit).

4. Thu tuc ND suir dung nhirng loai thong di€p ICMPv6 nao?

Trong cac quy trinh giao tiép thu tuc ND phu trach, sir dung nam loai thong diép
ICMPv6 sau day:

a. Router Solicitation
b. Router Advertisement
c. Neighbor Solicitation
d. Neighbor Advertisement
e. Redirect
5. Hay néu khai quat chtrc nang cua thu tuc Neighbor Discovery (ND) ?

Neighbor Discovery (ND) la thu tuc méi trong IPv6. Trong hoat dong cua dia chi
IPv6, giao tiép giita cac node trén cting mot duong két ndi 1 vo ciing quan trong. Tha tuc
ND dam nhiém nhing quy trinh giao tiép giita cac node trén mot duong két ndi (goi 1a
cac node lan can): host v&i host, host véi router. Nho vay, mot IPv6 node kham pha ra
céc node 14n can, nhing thong tin vé ching, va nhiing thong sd quan trong khac phuc vu
cho giao tiép. ND con dam nhiém nhiing chirc ning nhu phan giai dia chi, tham s6 giao

tiép, tu dong cau hinh dia chi va mot sé quy trinh khac nira.

6. Néu mot router IPv6 mudn quang ba su hi¢n di¢n ctia minh va thong bao cho
céc node khac trén cung duong link cac tham s6 hoat dong, né s& gui di thong diép

ICMPV6 nao?

Trong sb nhing thong diép ICMPv6 sir dung trong thi tuc Neigbor Discovery, thong

diép Router Advertisement c6 mot vai tro dac bi¢t. Router IPv6 s€ dinh ky gui goi tin
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Router Advertisement toi dia chi dich multicast moi node pham vi link (FF02::1) nham
thong bao sy hi¢n di¢n ctia minh va thong bao cho cac node khac trén duong link nhiing

tham s can thiét cho hoat dong giao tiép.

7. Tai sao noi qua trinh phan giai dia chi cia dia chi IPv6 ¢6 vu diém so véi dia
chi IPv4 ?

Quy trinh phén giai dja chi, && mot node c6 thé tim duoc dia chi 16p link-layer twong
ung dia chi IP dién ra rat thuong xuyén trén mot duong link. Khi mot IPv6 node thuc hi¢n
quy trinh ndy, n6 khong thuc hién giri goi tin truy van téi moi node trén dudng link bang
dia chi multicast moi node pham vi link (FF02::1), ma chi gtri t¢i dia chi Multicast Solicited
Node twong tng dia chi unicast can phén giai. Do vay chi c6 node c¢6 dia chi dang can phan
giai phai xir 1y goi tin. Piéu nay 1a mot vu diém so véi dia chi IPv4.

8. Khi mot IPv6 host mudn kiém tra tring lap dia chi, né sé& sir dung dia chi ndo

lam dia chi nguén trong géi tin truy van?

Host s& st dung dia chi ddc biét “::” dé thé hién rang hién tai n6 chua duoc gan dja
chi.
9. Router IPv6 ngoai chirc ning chuyén tiép géi tin cho cac host, con thuc hién

chtrc ndng nao khac so vai router [Pv4 ?

Ngoai chirc niang chuyén tiép géi tin cho IPv6 host, IPv6 router con thuc hién mot
chtrc nang vo cung quan trong trong hoat dong cua thé hé dia chi IPv6, d6 1a quang ba su
hién dién ctia minh va quang b nhiing théng tin, tham sé hd tro hoat dong cta IPv6 host
qua viéc dinh ky gui goi tin Router Advertisement va giri RA dap tra khi nhan dugc thong
diép yéu cau (Router Solicitation) tir cic host. Chinh nho sy quang ba cuia router, IPv6 host

c6 thé cau hinh dija chi va nhan dugc cac tham s cho hoat dong giao tiép.
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CHUONG 5: CAC CONG NGHE, GIAI PHAP CHUYEN POI
TU IPV4 SANG IPV6

Thay thé chuyén ddi st dung mot giao thirc Internet khong phai diéu d& dang. Trong
lich st hoat dong Internet toan cau, dja chi IPv6 khong thé tac khéc thay thé IPv4, trong thoi
gian ngin. Pay phai 1 qua trinh dan dan. Thé hé dia chi IPv6 phat trién khi IPv4 da hoan thién
va hoat dong trén mang ludi rong khip toan cau. Trong thoi gian dau phét trién, két ndi IPv6
can thuc hién trén co s& ha t?lng mang ludi IPv4, nhan dinh mang IPv6 va IPv4 s€ cung song
song tdn tai trong thoi gian dai nhét dinh. Trong phén nodi dung nay, ban doc s€ dugc cap nhat

cong nghé chuyén doi IPv6 — IPvA4.
Chuong 5 c6 céc ndi dung chinh sau:
Céc cong nghé chuyén doi tir IPv4 sang IPV6;
Hudng dén trién khai giai phap cong nghé dual-stack
5.1 CAC CONG NGHE, GIAI PHAP CHUYEN DOI IPV4-IPV6

Chuyén dbi sir dung tir thu tuc IPv4 sang tha tuc IPv6 khong phai 1a mot diéu dé dang.
Trong truong hop thu tuc IPv6 di dugc tiéu chuin héa hoan thién va hoat dong tdt, viéc chuyén
ddi c6 thé duoc thuc déy thuc hién trong mot thoi gian nhat dinh dbi v6i mot mang nhd, mang
ctia mot to chuc. Tuy nhién d6i voi mot mang 16n, viéc chuyén doi s& kho khan hon, doi hoi
nha quan 1y mang phai boc tach timg phan, timg hé thong, timg tmg dung dé xay dung ké hoach
chuyén d6i cho phu hop. Di véi Internet toan cau, co thé néi 1a khong thé chuyén doi ngay
dugc. Thu tuc IPv6 phat trién khi IPv4 da duoc st dung rdng rai, mang ludi [Pv4 Internet hoan
thién, hoat dong dua trén thu tuc nay. Trong qué trinh trién khai thé hé dia chi IPv6 trén mang
Internet, khong thé c6 mot thoi diém nhét dinh ma tai do, dia chi IPv4 duge hay bd, thay thé
hoan toan boi thé hé dia chi mai IPv6. Hai thé hé mang IPv4, IPv6 s& ciing ton tai trong mot

thoi gian nhét dinh. Ban dau, cac két ndi IPv6 sé tan dung co s¢ ha téng san c6 cta IPv4.

Do vdy can c¢6 nhitng cong nghé phuc vu cho viéc chuyén doi tir dia chi IPv4 sang dia
chi IPv6 va &p dung nhitng ung dung k¥ thuat méi dam bao cho cac dich vu IPv4 hoat dong
trén ha tang IPv6. Ngay tir nhitng ngay dau trién khai chuyén dbi IPv6, c6 cac cong nghé nhu
dual-stack, Tunnel hay cong nghé bién dich dugc trién khai va ap dung rat nhiéu.

5.1.1 Cong nghé dual-stack

Dual-stack 14 hinh thirc thyc thi TCP/IP trong d6 tang 16p IP layer dugc phén tach
thanh 2 bao gdm IP layer IPv4 va IP layer IPv6.
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Hinh 34: Céng nghé dual-stack

Dual-stack 1a cong nghé cho phép IPv4 va IPv6 cung ton tai trong ciing mot thiét bi
mang. Do dé, cong nghé nay gitp thiét bi giao tiép dugc véi ca mang thuin IPv4, mang thuin

IPv6 va ca mang hoat dong song song [Pv4/IPv6.

Single-Stack

Dual-Stack Dual-Stack
Server Router

Dual-Stack
Host

Hinh 35: Cong nghé dual-stack

Cong nghé dual-stack hién 1a cong nghé str dung pho bién nhat hién nay. Do cong nghé
nay khong 1am thay ddi céu tric ciia mang ludi va co thé giao tiép duoc voi mang IPv4, mang
IPv4/IPv6 va ca mang IPv6-only. Tuy nhién, cong nghé dual-stack van can str dung ca IPv4,
IPV6, do dd, cong nghé nay chua thé giai quyét dugce van dé can kiét IPv4; dong thoi, thiét bi
thuc hién chay song song hai giao thirc nén sé& can c6 chinh sach an toan an ninh cho c4 hai loai

giao thirc két nbi Internet.

Ung dung dual-stack trén hé diéu hanh tng dung, hay trén thiét bi mang, nguoi ding

can céu hinh ca 2 loai dia chi IPv4 va IPv6 trén giao dién két ndi mang.

Tom lai, Dual-stack 1a cach thirc thuc thi déng thoi cd hai giao thirc [Pv4 va IPv6. Thiét
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bi hd trg ca 2 giao thic IPv4 va IPv6, cho phép hé diéu hanh hay ung dung Iya chon mot trong
hai giao thic cho timg phién lién lac. Theo tiéu chuin mic dinh 13 wu tién cho IPv6 & noi c¢6
thé st dung IPV6.

5.1.2 Cong ngh¢ bién dich

Cong nghé bién dich thuc chat 1a mot dang thirc cong nghé NAT, cho phép thiét bi chi
hd tro IPV6 c6 thé giao tiép v thiét bi chi hd trg [Pv4 thong qua vi¢c bién dich dia chi va dang
mao dAu cua dia chi.

IPv6 IPv4

WEB
NATE4 SERVER

SYN 192.0.2.1 ﬁ--
@_ ______ - 192.0.2.1
SYN 64:ff9b::c00:201 _ ~ ¥

-
-

- DNS64 DNS

— h2.example.com ? h2.example.com ?
] - raemmriec Ty -

AAAA 64:f9b::c00:201 A 192.0.2.1

Hinh 36: Cong nghé bién dich

Trong cong nghé bién dich, mot sb tiéu chuan k¥ thuat gén vO1 viéc chuyén ddi IPv6

cho ha tang, mang luéi:
* NAT-PT: RFC 2766. Chi ho trg tmg dung DNS, FTP, ICMP va ALG.
= NAT64/DNS64:
. Statefull NAT64: RFC 6146
. Stateless NAT64: RFC RFC 6145
. DNS64: RFC 6147

. NAT64/DNS64 khong hd trg cac ing dung peer to peer (két ndi ngang
hang), Statefull NAT64 can nhiéu dia chi IPv4 public dé bién dich.

= 464XLAT: RFC 6877, sir dung két hop Statefull va Stateless NAT64, giam duoc
nhu cau dia chi IPv4 public va hd trg hau hét cac img dung.

Cong nghé bién dich hd trg cung cép dich vu IPv6 ma gilt nguyén mang ludi, dich vu
chay trén IPv4. Cong nghé nay ciing hd tro giao tiép giira hai giao thirc trong mang thuan IPv6
duoc trién khai méi v6i mang thudn IPv4. Tuy nhién, bién dich 13 cong nghé NAT nén s& gip

cac han ché do viéc NAT dja chi gay ra.
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5.1.3 Cong nghé dwong him

Dia chi IPv6 phat trién khi Internet IPv4 da sir dung rong rai va c6 mot mang ludi toan
cau. Trong thoi diém rat dai ban dau, cac mang IPv6 s& chi 1a nhitng dc dao, tham chi 14 nhitng
méy tinh riéng biét trén ca mot mang ludi IPv4 rong 16n. Lam thé nao dé nhimng mang IPv6,
hay tham chi nhitng may tinh IPv6 riéng biét ndy c6 thé két ndi v6i nhau, hodc két ndi véi mang
Internet IPv6 khi chung chi c6 dudng két ndi IPv4. Str dung co sé ha ting mang IPv4 dé két nbi

IPv6 12 muc tiéu ctia cong nghé duong ham (Tunnel).

Cong nghé duong hdm 1a mot phuwong phép sir dung co sé ha ting sin c6 ctia mang IPv4
dé thuc hién cac két ndi IPv6 béng cach str dung cac thiét bi mang c6 kha nang hoat dong dual-
stack tai hai diém dau va cudi nhat dinh. Cac thiét bi nay “boc” gbi tin IPv6 trong gbi tin c6
mao dau IPv4 va truyén tai di trong mang IPv4 tai diém dau va g0 bo mao dau IPv4, nhan lai

g6i tin IPv6 ban dau tai diém dich cudi duong truyén IPv4.

IPv6 header|IPv6 data | IPvB header|IPv6 data |

8 &8 B

~/ ——

|~ P—vS_ Dual-stack Duakstack |—}5;s
IPvE network router router network IPvE
host host

Tunnel: IPv6 in IPv4 packet
IPv4 header| IPv6 header|IPv6 data)

52635

Hinh 37: Céng nghé dwrong ham

Gié trj cta truong thu tuc (Protocol) trong mao dau IPv4 ludn duoc xac lap 6 gia tri 41
dé x4c dinh day 1a goi tin IPv6 duoc boc trong goi tin IPv4. Do vay, dé cac goi tin c6 thé truyén
di trén co s ha ting mang IPv4, néu trén dudng két ndi co str dung tuong lira (firewall), tuong

lira nay can phai dugc thiét 1ap dé cho phép goi tin cé gia tri Protocol 41 di qua.

Piém két thuc duong ham c6 thé duogc xac dinh tai may tinh (host) hodc bd dinh tuyén

(router) tao nén két nd1 nhu sau:

< Router-t&i-Router
X Host-tdi-Router hoac Router-t¢i-Host
< Host-t&1-Host

Vi nhidu cong nghé tao duong ham khac nhau, cac may tinh IPv6, hay mang IPv6 riéng
biét hi¢n nay trén Internet déu co thé co két ndi IPv6, va két ndi vao mang Internet [Pv6 dé thur
nghiém, tim hiéu, trao d6i thong tin. T4t nhién cac may tinh va mang nay phai c6 két ndi Internet

IPv4 va lya chon mot cong nghé dudng ham phu hop.
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Mot s6 cong nghé dudng ham s& duoc mé ta cu thé trong cac muc tiép theo gitp ban

doc c6 thé hinh dung va lua chon cong nghé phut hop v6i myc dich va nhu ciu cia minh.
Phan loai cong nghé dwong ham (Tunnel)

Tuy theo cong nghé duong ham, cac diém bét dau va két thic duong ham co thé dugc
cAu hinh béng tay bdi nguoi quan tri, hodc duoc tu dong suy ra tir dia chi nguén va dia chi dich
ctia goi tin IPv6, dudng ham s& c6 dang két ndi diém-diém hay diém — da diém. Dya theo cach
thire thiét 14p diém dau va cudi dudong him, cong nghé duong ham cé thé phan thanh hai loai:
tunnel bang tay va tunnel tu dong

R/

% Tunnel bing tay (Configured)

Tunnel bang tay 14 hinh thirc tao dudng ham két ndi IPv6 trén co so ha ting mang IPv4,
trong d6 doi hoi phai c¢6 cau hinh bang tay tai cac diém két thuc dudng ham. Trong dudng ham
cau hinh bang tay, cac diém két cudi dudng ham nay s& khong duogc suy ra tir cac dia chi nam
trong dia chi ngudn va dia chi dich cua goi tin IPv6.

% Tunnel tw dopng (Automatic)

Tunnel ty dong 1 cong nghé tao dudng ham trong d6 khong doi hoi cau hinh dia chi
IPv4 ciia diém bat dau va két thuc duong ham bang tay. Dia chi IPv4 ciia diém bat dau va két
thiic dudng ham duoc suy ra tir dia chi ngudn va dia chi dich cta goi tin IPv6.

Nguyén tic hoat ddng ciia viéc tao dwdng him:

Nguyén tic cua viéc tao duong ham trong cong nghé duong ham nhu sau:

R/
L X4

Xac dinh thiét bi két ndi tai cac diém dau va cudi duong ham. Hai thiét bi nay phai co

kha niing hoat dong dual-stack*®.

K/
L X4

Trén hai thiét bi mang (c6 két néi Internet IPv4) tai dau va cudi dudng ham, thiét lap

mot giao dién tunnel (giao dién do, khong phai giao dién vat 1i) danh cho nhiing goi tin

IPv6 s dugc boc trong gbi tin [Pv4 di qua.

% Xac dinh dia chi IPv4 va dia chi IPv6 tai ngudn va dich cua giao dién tunnel. Gan dja
chi IPv6 cho giao dién tunnel.

% Tao tuyén (route) dé cac goi tin IPv6 di qua giao dién tunnel. Tai do, chiing dugc boc

trong goi tin IPv4 ¢6 gia tri truong Protocol 41 va chuyén di dya trén co so ha ting mang

IPv4 va nho dinh tuyén IPv4.

46 Dual-stack: Mot dual-stack node 12 mét node 1am viée véi ca IPv4 va IPV6.
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5.1.4 Cong nghé tunnel broker

Trong thoi diém ban dau trién khai IPv6, viéc chia sé thong tin, cling nhu hd tro, két ndi
v6i nhau 13 rat quan trong. Nhiéu t6 chirc 16n, ISP 16n c6 kha ning xay dung dudng truyén IPv6,
két ndi voi nhau va véi nhitng mang IPv6 16n, hinh thanh nén Internet IPv6 toan cau. Nhiéu to
chtrc, hay ca nhan khac khong c6 duoc nhirng duong truyén thuan IPv6 nhu vay. Dé hd tro vé
két ndi IPv6, trén Internet hién ban dau c6 nhiéu td chirc dimg ra 1am trung gian, cho phép cac
t6 chtrc, c4 nhan khac thiét 1ap duong ham IPv6 trén co sé ha tang mang IPv4 t6i mang cua to
chure trung gian, tir d6 két ndi t6i duoc Internet IPv6 hodc cac mang [Pv6 khic ma mang ludi
ctia to chirc trung gian c6 ndi téi. Mot trong nhimg cong nghé dugce str dung dé thyc hién diéu

nay la Tunnel Broker.

Tunnel Broker 13 hinh thic tao dudng ham, trong d6 mot to chirc dimg ra 1am trung
gian, cung cip két ndi t6i Internet IPv6 cho nhitng thanh vién ding ky str dung dich vu Tunnel

Broker do t6 chirc cung cap.

T6 chirc cung cap dich vu Tunnel Broker ¢6 ving dia chi IPv6 doc 1ap, toan cau, xin
cap tir cac to chirc quan 1y dia chi IP qudc té, mang IPv6 cua t6 chirc cung cip Tunnel Broker
c6 két ndi toi Internet IPv6 va nhitng mang IPv6 khac. Ngudi sir dung s& dugc cung cap thong
tin dé thiét 1ap duong hdm tir may tinh hodc mang ctia minh dén mang cia t6 chuc duy tri
Tunnel Broker va dung mang nay nhu mot trung gian dé két ndi ti cac mang IPv6 khac. Cong

nghé tao dudng ham trong Tunnel Broker 13 tao dudng him bang tay.

IPv6 Mang cua to [EETHRe
h G chre cung cap RRGTENNIEVG IPV6
%1 InltF?\r/r:let dich vu Tunnel Internet
—/f; Broker

S~ -
~-———--—

Tunnel

Hinh 38: Két noi IPV6 véi tunnel broker
T6 chuc duy tri Tunnel Broker s& cung cap cho nguoi st dung:

- Mot vung dija chi IPv6 tir khong gian dia chi IPv6 cta nha cung cip dich vu Tunnel
broker, thoa mén nhu cau ctia ngudi sir dung.

- Chuyén giao cho ngudi sir dung mot tén mién cip dudi khong gian tén mién cta nha
cung cap dich vu Tunnel Broker. Day 14 tén mién hop 16 toan cau, thanh vién ciia Tunnel Broker
c6 thé sir dung tén mién nay dé thiét 1ap IPv6 Website cho phép nhirng mang IPv6 c6 két nbi

t6i mang ctia nha cung cip dich vu Tunnel Broker truy cap toi
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- Céc thong tin va huéng dan dé ngudi sir dung thiét 1ap duong ham (tunnel) dén mang

cta td churc cung cap Tunnel Broker.

Mo hinh ctia mét Tunnel Broker nhu sau:

/" Mang IPV6 ciia nha
cung cip dichvy | Tunnel
server

Tunnel Broker
Ngwe&i str dung i
Tunnel

Dual stack Ipvd Tunnel
node |  |nternet ; SN - server Ipv6
% Internet

Tunnel

server

= =

U

Tunnel .

Hinh 39: M6 hinh cua tunnel broker

Hién nay, véi su phat trién manh mé ciia mang IPv6 nén khong con nhi€u t6 chirc cung

cap dich vu chuyén d6i sir dung cong nghé tunnel broker nay nita (https://tunnelbroker.net/).

5.1.5 Cong nghé dwong ham 6to4

6to4 1a cong ngh¢ sur dung dia chi IPv4 toan cau tao ra cac khdi dia chi IPv6 riéng, khéc
biét vi dia chi IPv6 cap bai cac to chirc quan 1y tai nguyén quéc té (thudng duogc goi 1a dia chi
thuan IPv6). Nhiing khéi dia chi tao nén tir IPv4 nay s& ding cho cic mang IPv6 6to4, dong
thoi thiét 1ap duong ham tu dong két ndi cac mang ndy, coi co so ha tang IPv4 nhu mot moi
truong két ndi vat 1y ao.

Nhu phén giéi thiéu vé dia chi IPv6, IANA cap riéng mot tién t dia chi 2002::/16 thudc
ving dia chi dinh danh toan ciu danh cho cong nghé 6to4. Tién té dia chi nay s& két hop véi
mot dia chi IPv4 toan ciu dé tao nén mét khéi dia chi IPv6, dugc goi la dia chi 6to4. Cac mang,
thiét bi IPv6 str dung dang dia chi nay dugc goi tén 1a mang IPv6 6to4. Cac mang va thiét bi
6t04 két ndi voi nhau bang cong nghé tunnel tu dong, sir dung co so ha ting mang IPv4, tao
nén mot thé giGi 6to4 riéng. Tuy nhién, cdc mang 6to4 khong chi két ndi v6i nhau, chiing con
c6 thé két ndi toi Internet str dung dia chi thuan IPv6 bang mot thiét bi thuc hién vai tro cau ndi.

Thiét bi nay c6 tén goi router chuyén tiép 6to4 (6to4 relay router).

Cong nghé dudng ham 6to4 (tunnel 6t04) con cho phép mot may tinh co dia chi IPv4

toan cu dé dang trd thanh mot may tinh 6to4 va truy cap Internet IPv6 ma khong can ciu hinh
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phuc tap. Hé diéu hanh Windows hd tro tu dong cAu hinh sin giao dién 4o tunnel 6to4 khi may
tinh dugc kich hoat tha tuc IPv6. Khi tién hanh kich hoat thi tuc IPv6 trén mot may tinh co két
ndi Internet IPv4 véi mot dia chi IPv4 toan ciu gén cho card mang, hé diéu hanh sé& tu dong
bién may tinh thanh may tinh 6to4 va cAu hinh dinh tuyén mic dinh két ndi may tinh véi mang
6to4 ctia Microsoft. Ngudi str dung khong can thiét phai thuc hién thao tac nao dé c6 mot duong

ham két ndi t&i Internet IPV6.

Tunnel 6to4 1a mot cong nghé tunnel ty dong, cho phép nhitng mién IPv6 6to4 tach biét
c6 thé két ndi qua mang IPv4 t6i nhitng mién IPv6 6to4 khac. Diém khéc biét co ban nhit gitra
tunnel 6to4 va tunnel cAu hinh bang tay 1a & chd duong him 6to4 khong phai két ndi diém —
diém. Puong ham 6to4 1a dang két nbi diém — da diém. Trong do, cac bo dinh tuyén (router)
khong dugc cu hinh thanh timg cip ma ching coi méi truong két ndi IPv4 1a mot moi truong
két ndi vat 1y 4o. Chinh dia chi IPv4 gan trong dia chi IPv6 s& dugc st dung dé tim thdy dau

bén kia cua duong ham. TAt nhién, thiét bi tai hai dau duong ham phai hd tro ca IPv6 va IPv4.

Khung canh g dung tunnel 6to4 don gian nhat 14 két n6i nhiéu mang IPv6 riéng biét,
mdi mang c6 it nhat mot duong két ndi t6i mang IPv4 chung qua router bién duoc gin dia chi

IPv4 toan cau.

Céc thanh phan cua tunnel 6to4 nhu sau:

’

IPv6 host D

6to4 relay router
|PyE/ Pvd

IPv6
Internet

IPvE-only T
Gto4 host C
IPvBIPvd | g
Internet W o, BN UL Site 2
6tod router
— ‘ IPv6/IPv4
| L= Btod router |
IPVEf Py
Site 1 — ~ _,;:j_?}
[’\::‘Q HN
1 Btod host A
Gtod host B IPv6/1Pvd
IPv6Pv4
Hinh 40: Cdc thanh phan cua tunnel 6to4
Trong do:

- M4y tinh 6to4: La bat ky may tinh IPv6 nao duoc cdu hinh véi it nhit mot dia chi

6to4. Dia chi nay cé thé duoc tu dong cAu hinh.

- Router 6to4: Router 6to4 1a mot b dinh tuyén (router) dual-stack hd tro st dung giao
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dién 6to4. Bo dinh tuyén nay s& chuyén tiép luu lugng ctia mot mang 6to4 téi nhitng router 6to4

thugc mang khéc. Viéc cAu hinh router 6to4 doi hoi cAu hinh béng tay.
- Router chuyén tiép 6to4 (6to4 relay router):

6to4 relay router 1a mot router 6to4, song dwoc cdu hinh dé c6 kha nang chuyén tiép luu
luong c6 dia chi 6to4 td1 nhitng may tinh trén IPv6 Internet (st dung dia chi thuan IPv6, dugc
phan bd boi hé thdng t6 chirc quan 1y dia chi toan cu). Router chuyén tiép 6to4 duoc cau hinh
dé hd tro chuyén tiép dinh tuyén gitra dia chi 6to4 va dia chi IPv6 chinh thirc dinh danh toan
cau. router chuyén tiép 6to4 dong vai trd cAu ndi gitra mang IPv6 6to4 va IPv6 Internet. Nhoy

d6 gitip cho nhitng mang IPv6 6to4 co thé két ndi t6i Internet IPV6.
Sir dung 6to4 két ndi Internet IPv6

Léy mét vi du vé tao va su dung dia chi 6to4 két ndi vai mang Internet IPv6 toan ciu

nhu trong hinh v€ sau:

Mot mang két ndi véi Internet IPv4 toan ciu qua router bién R1 c¢6 dia chi 200.19.9.15.
Tir dia chi nay, s& tao duoc mot ving dia chi 6to4 2002:cb77:090f::/48. T6 chirc sir dung ving
dia chi 6to4 nay dé tao mang IPv6 va cAu hinh R1 thanh router 6to4, nham két ndi mang 6to4

cua minh t&i cac mang 6to4 khac, va tdi Internet [Pv6.

May tinh dung Str dung router chuyén tiép 6to4 cua
dia chi thuan IPv6 Microsoft
2.00l'XXXX'yyyy" 6to4.ipv6.microsoft.com
) ' . R3 2002:836b:213c:1:€0:8f08:f020:8

CZ/?C@; 6to4
1 ‘ Relay Router

] 4@ Site B
R2 % (Mang IPV6 6to4 tir

— T 1 xa)
(§04
Router

IPV6 Internet

IPV4 Internet

6to4 Router | R1

(dual-stack) - BiachiIPV4: 200.19.9.15

. = ‘ Dia chi IPV6: (gan cho giao dién t
7 2002:bc77:090f:0010::/64

FasE 0/1
2002:ch77:090f:0020::/64

Site A
(Mang IPV6 6to4 g
cua ban)
May tinh 6to4 %
I |
LAN

2002:cb77:090f:0020::/64

Hinh 41: Sit dung tunnel 6to4 két noi Internet IPv6

Mang IPv6 c6 mdt LAN noi bd, dugc gin ving dia chi 2002:cb77:090£:0020::/64. Dé
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cdu hinh R1 thanh router 6to4, can phai tao mot giao dién do cho duong ham 6to4, goi tén la
“Tun 6to4”. Giao dién 4o cho tunnel 6to4 nay dwoc gin ving dia chi (subnet)
2002:¢cb77:090f:0010::/64.

Mang IPv6 6tod cua td chirc c6 két ndi Internet IPv4 qua router R1 véi dia chi
200.19.9.15 gin tai giao dién FasE 0/1. Néu t6 chirc cdu hinh router R1 thanh router 6to4 va
cAu hinh dinh tuyén mac dinh trén router nay tré td1 mot router chuyén tiép 6to4, vi du st dung
router chuyén tiép 6to4 ctia Microsoft, khi d6, mang IPv6 6to4 cia to chuc (Site A) di c6 thé

c6 nhiing két ndi IPv6 sau day:

- Router R1 s& quang b4 tién t6 mang 2002:cb77:090£:0020::/64 trén FasE 0/1. Cac may
tinh trong mang LAN noi bo sé ty dong ciu hinh dia chi tir tién té mang quang ba nay va tro

thanh may tinh 6to4.

- Trén cac may tinh 6to4, tuyén trong tng 2002:cb77:090£:0020::/64 va tuyén mic dinh

:2/0 tro toi R1 ciling dugce ty dong ciu hinh.
- Cac may tinh IPv6 6to4 bén trong mang LAN gio hoan toan co thé két nbi véi nhau.

- May tinh 6to4 trong site A c6 thé két ndi t6i may tinh 6to4 trén cac mang 6to4 khac
trong Internet (vi du Site B)

- Khi dugc ciu hinh thanh router 6to4, router R1 ¢6 cdu hinh dinh tuyén 2002::/16 route
di qua giao dién tunnel 6to4. Do vay nhirng luu lugng thudc dia chi 6to4 sé duogc giao di¢n nay
dong goi trong goi tin IPv4 va giri qua mang IPv4 tdi router bién R2 cua site B 1a dau kia cia
duong ham. Tai d6, R2 s& g& bo mao dau IPv4, 1y goi tin IPv6 va dua theo bang thong tin dinh

tuyén cta no, chuyén tiép goi tin t&i may tinh 6to4 dich trén site B.

- May tinh 6to4 thudc site A c6 thé giao tiép v6i mot may tinh IPv6 dugc gin dia chi
thuan IPv6 (vi du dia chi co tién t6 2001 :1) cua IPv6 Internet.

- Trén router 6to4 cua site A c6 cau hinh dinh tuyén mac dinh ::/0 tré téi router chuyén
tiép 6to4 (vi du ctia Microsoft). Khi may tinh 6to4 trong site A chuyén t6i router 6to4 R1 nhiing
g0i tin c6 dia chi thuan IPv6, khong phai dia chi 6to4, R1 s& chuyén nhimg gbi tin nay qua
duong ham toi router chuyén tiép 6to4 R3. R3 két ndi toi IPv6 Internet va duoc cdu hinh dé
thyc hién chirc ning chuyén tiép dinh tuyén giita dia chi 6to4 va dia chi thuan IPv6. router
chuyén tiép 6to4 R3 sé& chuyén tiép goi tin t6i mang Internet IPv6.

Chu y: Néu mang IPv6 6to4 (site A) khong chi c6 mot phan mang LAN nhu trén hinh
v& ma bao gdm nhiéu phan mang con, khi d6 can co céu tric dinh tuyén bén trong site A dé
dinh tuyén gitta nhitng mang LAN 6to4 ndy. Dinh tuyén bén ngoai site A chinh la dinh tuyén
goi tin IPv4.
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5.1.6 Két luan

Trong ba cong nghé chuyén dbi IPv4 sang IPv6 thi hién nay cong nghé dual-stack 12
cong nghé phd bién nhit. Trong hoat dong chuyén d6i IPv6 tai Viét Nam, cong nghé dual-stack
cling 14 cong nghé d va dang duogc cac to chirc, doanh nghiép trién khai trén ha ting, mang

ludi; tir @6, san sang chuyén doi sang hoat dong véi cong nghé IPv6-only.
5.2 HUONG DAN TRIEN KHAI CONG NGHE DUAL-STACK
5.2.1 Trién khai IPv6 cho mang LAN

Trién khai cong nghé dual-stack cho mang LAN dua trén viéc cAu hinh IPv6 trén thiét

bi dau cudi va cap phat dia chi IPv6 dong cho céc thiét bi.
a) CAu hinh IPv6 trén hé diéu hanh Window
Nhiing luu y ciia hé diéu hanh Window khi trién khai cu hinh IPv6:
- Windows 7, 2008: str dung GUL.
- Windows XP, 2003 sur dung dong 1énh.
- Netsh cho phép kich hoat/cau hinh tham sé trong giao thirc IPV6.
Céac bude trién khai cdu hinh IPv6 trén hé diéu hanh Window:

+ netsh interface ipv6 >add + tham s

address - Gén dia chi

dns - Gian DNS

route - Thém route
V6vatunnel - Thém giao dién tunnel

+ netsh interface ipv6> set + Tham s
o setaddress - Stra d6i thong s dia chi
o setinterface - Stra doi thong sb lién quan dén giao dién
o setroute - Stra d6i thong s6 lién quan dén route

+ netsh interface ipv6 >show + Tham s

o show address - Quan sat dia chi

o show interface - Quan sat thong tin lién quan dén giao dién
o show neighbors - Quan sat bang Neighbor Cache

o show routes - Quan sét thong tin vé route

105



o show siteprefixes - Quan sat danh sach cac tién to
+ Kich hoat TCP/IP v6 stack
o Netsh interface ipv6 install
+ Cau hinh IPv6.
o netsh>interface [Pv6>add address “Local Area Connection” [Dia chi IP]
+ C4u hinh gateway.
o netsh>interface IPv6> add route ::/0 “Local Area Connection” [DPia chi GW-IP]
+ C4u hinh DNS: chi trén Vista/2008.
+ Kiém tra lai thong tin cu hinh:
o ipconfig /all | more
+ Kiém tra két ndi giita cdc may trong mang IPv6:
o ping -6 [IP_Link_Local]$ID, ping -6 [IP],
o ID la ID ctia may thyc hién 1énh ping.
+ X0a, stra d6i tham s da thiét 1ap
o Thay “add” bang “delete”, “set”
o (G0 bo IPv6 stack: (sau do phai reboot)
o Netsh interface ipv6 uninstall
b) CAu hinh IPv6 trén hé diéu hanh Linux
Nhimng luu ¥ ctia hé diéu hanh Linux khi trién khai c4u hinh IPvé6:
o Linux nhan > 2.4 (2.6) tr¢ 1én ho trg IPV6.
o Cau hinh bang dong lénh/sira file cau hinh/hodc GUI.
o Thuc hién béng dong 1énh s& mét khi reboot.
o Khuyén nghi str dung stra file, tuy nhién trong LAB nén dung 1énh cho thuan
tién.
o Sir dung 1énh /sbin/ip -6 dé thiét 1ap tham s6 mang IPv6.
Céc budc trién khai IPv6 trén hé diéu hanh Linux:
+ Kich hoat TCP/IP v6 stack

o Mac dinh trong nhan OS > 2.4 (2.6) da duoc kich hoat. (Lénh uname —a)
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o test -f /proc/net/if_inet6 && echo “Running kernel is IPv6 ready”.
+ Céu hinh IPv6 cho giao dién:
o #/sbin/ip -6 addr add <ipv6address>/<prefixlength> dev <interface>
o # /[sbin/ifconfig <interface> inet6 add <ipv6address>/<prefixlength>
+ Céu hinh gateway.

o # [sbin/ip -6 route add <ipv6network>/<prefixlength> via <ipv6address> [dev
<device>]

o # [sbin/route -A inet6 add <ipv6network>/<prefixlength> gw <ipv6address>
[dev <device>]

o Ip route add default via <IPv6 Defaut gateway> dev eth0
+ Céu hinh DNS: Sta file /etc/resolv.conf

o nameserver=[DNS-IP]
+ Kiém tra lai thong tin cau hinh:

o ifconfig

o Hién thi tuyén: Ip -6 route show dev eth0
+ Kiém tra két ndi giita cac may trong mang IPv6:

o # ping6 <hostwithipv6address>

o # ping6 <ipv6address>

o # ping6 [-1 <device>] <link-local-ipv6address>
+ X0a, stra d6i tham s da thiét 1ap

o Thay “add” bang “del”.

o Ip -6 route del <ipv6network>/<prefixlength> via <ipv6address> [dev
<device>]

5.2.2 Trién khai IPv6 cho dich vu DNS, WEB
a) Trién khai IPv6 cho dich vu DNS

Tén mién (Domain Name) 1a sy nhan dang vi tri cia mot mdy tinh trén mang Internet

théng qua tén tuong Gmg vai dia chi IP cia may tinh d6. Viéc nhan dang nay dugc thuc hién

thong qua hé thdng tén mién (Domain Name System - DNS). Hé thong DNS chira co s dit liéu

dung cho vi¢c chuyén doi gitta tén mién va dia chi IP; va nguoc lai.
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Authoritatives

172800 NS a.dns-servers.vn
172800 A 194.0.1.18

Application www.vnnicvn A
Stub | \‘ Caching Recursive
getaddrinfo () \_/ Resolver

www.vnnic.vn 300 A 203.119.8.93

vnnic.vn 43200 NS dnsl.vnnic.vn
i 43200 A 203.119.36.108

www.vnnic.vn 300 A 203.119.8.93

Hinh 42: M6 hinh hoat déng ciia hé théng DNS

- Nhing thay d6i trén IPv6 dbi v6i hé thdng DNS khi trién khai IPv4/IPv6: Dich vy tén
mién c6 nhitng dang thirc ban ghi méi hd tro dia chi IPv6 dé thyc hién qua trinh phan giai tén

mién thanh dia chi (tén mién thuan) va phan giai dia chi thanh tén mién (tén mién nguoc):
+ Anh xa tén mién vao dia chi IPv6 thong qua ban ghi AAAA;
+ Anh xa dia chi IPv6 sang tén mién sir dung mién ip6.arpa;

+ Anh xa dia chi IPv6 sang tén mién st dung ghi PTR.

Domain

PTR?

PTR?
A? AAAA? ipvé6.arpa

in-addr.arpa

Pia chi IPv4 Pia chi IPv6

Hinh 43: Quy trinh truy van IPv4, IPv6 trén hé thong DNS
- Cac khuyén nghi khi trién khai IPv6 cho hé théng DNS:

+ Tuan tha 02 RFC gdm: RFC 3901 “DNS IPv6 Transport Operational Guidelines” va
RFC4472 “Operational Considerations and Issues with [Pv6”.

+ Céc van dé gip phai trong qu4 trinh trién khai gém:
o Bét ky DNS zone nao nén dugc quan 1y boi it nhat mot DNS IPv4.

o Cac DNS dé quy nén duoc trién khai trén mang IPv4 hoic dual-stack (ca IPv4
va IPv6).

o Tat ca cac zone nén duoc truy xuit qua ca mang IPv4 va IPve6.
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- Yéu céu khi trién khai IPv6 cho hé théng DNS: Ha tang mang, may chu trién khai hd
trg IPv6.

- Céc yéu cau: Ha tAng mang, may chu da trién khai hd trg IPv6.

- Céc budc trién khai IPv6 cho DNS:

+ Thiét 1ap cac cAu hinh phin mém cho phép hoat dong trén IPV6.
+ Khai bao thong tin ban ghi AAAA (IPv6) trong dit li¢u zone.

+ Khai bao cap nhat thong tin AAAA (IPv6) cia cac may cha DNS 1én zone tén mién
cha (parent).

+ Kiém tra hoat dong truy van qua IPv6 sau khi cap nhat trén ca DNS Master/Slave va
DNS Caching

# nslookup

> server <IPv6_DNS_Master/Slave/Caching>

> settype=AAAA

# dig @<IPv6_DNS_Master> <ten_mien> <loai_ban_ghi> [+option]

VD:

# dig @2001:de8:A:1::15 dvc2.bndp-x.gov.vn AAAA +norec

b) Trién khai IPv6 cho dich va WEB

Trong trién khai IPv6 thi dich vu Web 1a dich vu duoc wu tién trién khai sém IPv6.
- Cac yéu cau khi trién khai IPv6 cho dich vu Web:

+ Mang ludi, noi dat may chu Web Server da trién khai va hoat dong véi IPv6.

+ May chiit Web Server da dugc trién khai IPv6.

- Céc budc trién khai IPv6 cho dich vu Web:

(1) Kich hoat Web Server hd tro IPv6.
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QO Apache Server:

- Kich hoat web server hoat déng véi IPv6 bing sta file cau hinh httpd.conf theo dwéng dan /etc/httpd/conf
vai ndi dung nhw sau:

Listed [2001 0db81002]80 I [Dia chi IPv6 ciia Website] :%Mm
<VirtualHost [2001:0db8:100::2]:80 |
ServerName‘www.example.vr*‘— Tén mién/ tég Website
# ...

</VirtualHost>
o Khéi déng lai dich vu Apache Server
service httpd restart

Hinh 44: Kich hoat IPv6 cho Apache Server

O Nginx Web Server:
o Kich hoat web server hoat dong véi IPv6 béng stra file céu hinh nginx.conf véi néi dung nhw sau:

listen IZDO‘I :0db8:100::2]:80; J/ [Dia chi IPv6 cua Website] : Cong giao thire

server_name Mww.example.vn; "— Tén mién/ tén Website
o Khéi dong lai dich vu Nginx Web Server

service nginx restart

Hinh 45: Kich hoat IPv6 cho Nginx Web Server

(2) Trén DNS quan 1y tén mién, khai bdo ban ghi AAAA cho tén mién/website twong
g trén hé thong DNS

Vi du:

www.example.vn IN AAAA 2001:0db8:100::2
Trong do:

- “www.example.vn” la dia chi Website.

- “AAAA” la loai ban ghi IPv6.

- “2001:0db8:100::2” 1a dia chi IPv6 ctia Website.

(3) Kiém tra két qua.

Dé kiém tra két qua mQt Website hoat dong véi IPv6 thi cod nhiéu cach thirc dé kiém tra.

Mot s0 cong cu ki€m tra truc tuyén:

- Truy cap vao dia chi https://ipv6-test.com/

- Chon muc Website trén thanh memu
- G& tén mién tai muyc tra ctru + nhan enter (hodc click vao Validate).

- Kiém tra thong tin Website gdm (ban ghi AAAA cua tén mién/website, IPv6 Web
Server, DNS Server c6 thé IPv4 hodc IPvo6).
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< [CEEA] (@ ipvh-test.com/validate.php a8 - w N o

ﬁ[)‘l6 test General  Speed Ping website  Stats  API

Free Writing Tool ®x

writing. Its free!

IPv6 validation for http://vnnic.vn

Tested on Fri, 29 Mar 2019 04:35:51 GMT

AAAA DNS record v 2001:dc8::2:0:0:0:93

IPv6 web server v cannot identify web server

1Pv6 DNS server "4 dns2.vnnic.vn,dns1.vnnic.vn,dns3.vnnic.vn

Congratulations, this website is IPv6 ready

You can help raise awareness and show your commitment to IPvé deployment to your users, by adding an
IPv6-test validator button to your site :

@ @ IPVG <l- IPVG'(ESLCO!’TV button BEGIN —l'> ‘
[ — <a href="http:/fipvé-test.com/validate.php?url=referer'><img |
sre="http://ipvé-test.com/button-ipve-big.png" alt="ipvé ready" title="ipvé

© @ IPv6 ready’ border="0" /></a>
- <1-- IPv6-test.com button END -

Hinh 46: Mdu két qua kiém tra Website dd hoat dong véi IPv6
Néu két qua tra vé voéi:
* AAAA DNS Record X failed
» IPv6 webserver X failed
Website nay chua hoat dong voi [Pv6.

i véi nguoi dung Internet qua IPv4/IPv6, khi truy cép vao cac Website da hoat dong
v6i IPv4 va TPv6 thi IPV6 1a giao thuc két ndi dugc wu tién. Theo dénh gia ctia Facebook,
Google, Apple va nhidu nha mang noi dung 16n trén thé giGi thi tc do qua IPv6 nhanh gép 1.4

lan so v6i [Pv4.

The Internet

www.example.vn AAAA?

User
2001:dc8::

Webserver
2001:0db8:100::2

Hinh 47: M6 hinh nguoi dung IPv6 cua truy cdp Website IPv6

Pé trién khai cong nghé dual-stack trén ha téng, mang ludi, dich vu thi IPv6 can dugc

kich hoat trén cac hé diéu hanh, ing dung; sau d6 s& dugc trién khai tir hé théng mang 161, dén
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cac dich vu Internet co ban nhu: Dich vu DNS, dich vu Web ... Noi dung huéng dan chi tiét,

cac bai thuc hanh vé cong nghé chuyén doi IPv6 tham khéo tai dia chi https://academy.vnnic.vn.
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MOT SO KHAI NIEM VA TU VIET TAT

Anycast

Cach thirc giri goi tin dén mot dich bat ky trong mot nhém cac may.

APNIC

ARIN

ARP

Asia Pacific Network Information Centre. T chirc quan ly dia chi IP, s6 hiéu

mang cap ving, phu trach khu viuc Chau A — Thai Binh Duong.

American Registry for Internet Number - T6 chirc quan 1y dia chi IP, s6 hiéu
mang cép vung, phu trach khu vuc Bic My.

Address Resolution Protocol - Thu tuc phan giai dia chi, sir dung trong IPv4 dé
phén giai dia chi IPv4 thanh dia chi 16p hai twong tng, vi du dia chi Ethernet
MAC.

Broadcast

DAD

DHCP

Mot goi tin c6 dia chi dich broadcast s€ dugc truyén tai toi va duogce xur 1y bdi moi

may trong mot mang.

Duplicate Address Detection, mdt qua trinh cho phép IPv6 node dam bao dugc
rang mot dia chi chwa duoc sir dung trén dudng két ndi trude khi IPv6 node quyét

dinh st dung dia chi.

Dynamic Host Configuration Protocol - Thi tuc cau hinh dia chi dong, cép dia
chi tam thoi cho IPv4 host. Pugc st dung cho phép mét IPv4 host tim dia chi IP
va nhitng théng tin khac nhu méay chu #Bnmién noi b, ma khdng can téi cau hinh

thu cdng va luu trt nhitng thong tin nay trén may.

DHCPv6

Dynamic Host Configuration Protocol version 6 - Thu tuc cdu hinh dja chi dong
phién ban 6.

Dual stack

Mot dual-stack node 1a mdt node lam viéc véi ca IPv4 va IPv6.

Header
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Phan mao dau, chtra cac thong tin phuc vu cho viée xtr 1y thong tin tai cac 16p
trong mo hinh hoat dong cua tha tuc TCP/IP.

Hop limit
Mot trudong cua [Pv6 header, xac dinh ) duong két ndi tdi da ma goi tin ¢o thé
di qua trudc khi bi huy bo.

IANA
Internet Assigned Numbers Authority - T6 chtrc quan 1y tai nguyén sé (dia chi
IP, s6 protocol, sb port...) qudc té

ICANN

Internet Corporation for Assigned Names and Numbers. T6 chirc phi loi nhuén,
dam nhiém vai tro quan 1y vé tai nguyén s (dia chi IP, cac thong sb thi tuc) va

tén (hé thong tén mién), déng thoi quan 1y hé théng may chi tén mién root toan

\
A

cau.

ICMP

Internet Control Message Protocol - Thu tuc cta nhitng thong diép diéu khién,
str dung trao d6i nhitng thong diép bao 15i giao tiép, thong diép chan doan mang

trong hoat dong cua IP.

ICMPV4
Internet Control Message Protoco version 4 - Thu tuc ICMP phién ban 4. Khai
niém nay dong nhat véi khai niém ICMP.

ICMPV6

Internet Control Message Protoco version 6 - Thu tuc ICMP phién ban 6, 1a phién

ban da duoc stra déi, nang cép cua ICMP, phuc vu cho hoat dong cta IPv6.
IETF

Internet Engineering Taskforce - T6 chirc tiéu chudn hoa, viét cac tai liéu tiéu

chuin hoa (RFC) phuc vu hoat dong Internet toan cau.
IGMP

Internet Group Management Protocol - Thu tuc st dung trong cong nghé
multicast IPv4 dé thiét lap quan hé thanh vién nhom multicast trong mot mang.
Thu tuc ndy cho phép mot host thong bao véi router trén mang ctia né rang né

muén nhan luu lwong cia mot dia chi multicast nhét dinh.

IPSec
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IPv4

IPv6

Mot cong nghé cung cép bdo mat, xac thuc va nhirng dich vu an ninh khéc tai

tﬁng IP.

Internet Protocol version 4 — Phién ban 4 cta tha tuc Internet. Hién dang dugc

st dung phd bién trong hoat dong mang Internet toan cau.

Internet Protocol version 6 — Phién ban 6 cua thu tuc Internet, duoc phat trién
nham thay thé IPv4, khic phuc nhitng han ché ciia phién ban IPv4 va cai thién

thém nhiéu dac tinh méi.

LACNIC

MLD

MTU

Latin American and Caribbean Internet Addresses Registry - T chirc quan 1y

dia chi IP, s hiéu mang cap ving, phu trach khu vic My Latinh va bién Caribe.

Multicast Listener Discovery — La mot thu tuc, st dung cac thong diép ICMPv6,
cho phép céc router kham phd ra nhiing dia chi [Pv6 multicast nao dang dugc «

nghe » luu luong trén mot duong két ni.

Maximum Transmission Unit — Kich thudc goi tin 16n nhat c6 thé truyén tai trén

mat duong két noi.

Multicast

NAT

ND

Cong nghé cho phép giri mot goi tin IP ddng thoi téi mot nhom xac dinh cac thiét
bi mang. Céc thiét bj mang nay co thé thudc nhiéu to chirc va dinh vi & cac vi tri

dia ly khac nhau.

Network Address Translation - Mot cong nghé thay thé dia chi trong goi tin IP
khi goi tin di ra, hodc vao mdt mang, cho phép nhiéu thiét bi mang danh dia chi
riéng (private) c6 thé chia sé cling mot dia chi toan cau (public) va két ndi vao

Internet.

Neighbor Discovery - Mot thu tuc méi, duoc phét trién trong hoat dong IPv6. ND
str dung céc thong diép ICMPv6 dé dam nhiém cac quy trinh giao tiép can thiét

giita cac node trén mot dudng két ndi nhur quy trinh phan giai dia chi (thuc hién

117



bang thi tuc ARP trong IPv4), quy trinh tim kiém router ...

Path MTU Discovery
Quy trinh tim kiém gia trf MTU nho nhét trén mot dudng két ndi tir ngudn toi
dich

Prefix
La mot khdi dia chi IPv4 hodc IPv6, duoc quyét dinh béng viéc ¢b dinh mot sd
bit dau tién cua dja chi. Vi du 200.19.9.0/24 1a tap hop cac dia chi IPv4 tr
200.19.9.0 dén 200.19.9.255. Bbi véi IPv6, 2000::/3 1a tap hop cac dia chi IPv6
c6 ba bit dau tién 1a 001 (chit cai hexa dau tién trong dia chi 1a 2 hoic 3).

QoS

Quality of Service: Khai niém trong truyén tai luu lugng, dam bao luu lugng
mang di dén dich theo motchat lugng nhat dinh (mire d6 151, thoi gian truyén tai

luu luong...)
RFC

Request For Comments - Nhiing tai li¢u tiéu chuén cho Internet, dugc soan thao
va xuat ban boi IETF.

RIPE NCC

Réseaux IP Européens T6 chiic quan 1y dia chi IP, s6 hiéu mang cap ving, phu
trach khu vuc Chau Au.

RIR

Regional Internet Registry - T6 chirc quan 1y va phan bo dia chi IP cap ving cho
cac hoat dong Internet. Nhitng t6 chirc nay ciing c¢6 nhitng vai tro trong viéc hd
trg quan 1y co s ha tang Internet va phét trién chinh sach quan 1y tai nguyén dia
chi IP, s6 hiéu mang ASN.

TCP/IP

Transmission Control Protocol/Internet Protocol - Mot bo cac giao thirc giao

tiép, phuc vu cho viéc két ndi céc host trén Internet.
Tunnel

Puong ham — La mot cach thic truyén goi tin IPV6 tir mot diém téi mot diém
khac trén mang, sir dung co sé ha ting mang IPv4 bang cach boc géi tin IPv6
trong gbi tin IPv4, do vay chung c6 thé di dugc trong co s¢ ha ting mang IPv4.

Unicast
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VPN

Cach thirc gui goi tin thong thudng. Trong d6 goi tin chi dugc giri dén mot dich
duy nhét. Nhimg cach thirc giri g6i tin khic bao gém anycast, broadcast va

multicast

Virtual Private Network. Puoc nhic t6i nhu mot mang trong dé co cac phan
mang cach nhau bai vi tri dia 1y duoc két ndi thong qua Internet cong cong song
dir liéu truyén qua Internet dugc ma hoa, do vay toan bd mang dugc xem nhu

mot mang riéng “ao0”
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