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LOI NOI PAU

Theo s liéu caa ITU, nam 2021, 70% dan sé thé giGi truy cap Internet. Internet
dang tién trién sang giai doan tiép theo, tré thanh mot thé gidi cua cac thiét bi thong
minh c6 trang bi cam bién dugc nbi mang, chia sé thong tin véi nhau ma khong can sy
can thiép cua con nguoi, dugc goi la Internet cua Van vat (Internet of Things - 10T).
Theo du bao, tong sé thiét bi duoc két ndi Internet of Things 1én t&i 30,9 ty don vi trén
toan thé gigi vao nam 2025. Véi luong dia chi 16n gan nhu khong gidi han va wu diém
vé cong nghé, IPv6 duoc khang dinh la giai phap t6i wu, cung cap ha tang hoan hao dé
phat trién 5G, loT.

Tai Viét Nam, Ké hoach hanh dong quéc gia vé IPv6 duoc thuc hién tir 2011 —
2019. Nho cac hoat dong di tit dung dau, trién khai sém va dung huéng, Viét Nam
dang nam trong top 10 qudc gia c6 muc do sir dung IPv6 trén Internet cao nhat toan
cau. Tinh dén thang 8/2022, ty 1¢ wng dung IPv6 Viét Nam dat khoang 50%, dung thir
2 ASEAN, thtr 10 toan cau. Mang Internet Viét Nam da dugc chuyén doi sang thé hé
méi st dung dia chi IPv6 mét cach an toan, 6n dinh. Mac du vay, IPv6 cho 5G, 10T va
viéc ing dung IPV6 cho 5G, 10T tai Viét Nam van con rat méi me.

Viét Nam dang nd luc bit pha trong xu thé s6 hoa va trién khai dich vu mdi
nham dén dau ky nguyén céng nghé mang. Phat trién ha tang két ndi mang Internet
van vat (IoT) da dugc xac dinh 1a noi dung trong phat trién ha tang sd, 1a nhiém vy,
giai phap tao nén mong chuyén dbi sé tai Chuong trinh chuyén doi s6 quéc gia tdi nim
2025, dinh huéng dén nam 2030 ban hanh theo Quyét dinh sé 749/QD-TTg ngay
03/6/2020 ctia Thu tuéng Chinh phit. Cac doanh nghiép Viét Nam ciing dang nd lyc di
dau trong cung cap dich vu méi nhu 5G, 1oT.

Tai liéu cam nang tdng hop cac thong tin vé hién trang chuyén doi Internet thé
hé méi hoat dong vai IPV6 trén toan cau; hién trang va hudng dan trién khai wng dung
IPv6 cho 10T, 5G. Muc tiéu cam nang la tai liéu tham khao cho céac t6 chirc, doanh
nghiép Viét Nam trong chuyén ddi IPv6 cho dich vu Internet mai 5G, 10T,
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PHAN 1: CAC KHAI NIEM, CONG NGHE CO BAN VE
IPV6 CHO 10T, 5G

1.1. Cac Khai niém co ban
IPV6 |2 gi?

IPv6 la thé hé dia chi Internet phién ban 6, la thé hé dia chi Internet méi. IPv6
duoc thiét ké voi khong gian 128 bit, khong gian gan nhu vé han. IPv6 ¢am bao nhu
cau phat trién Internet vai cac dich vu Internet mai nhu 10T, 5G, Cloud, ...

Internet of Things (1oT) la gi?

Internet dang tién trién thanh mot thé giodi cua céac thiét bi thong minh co trang
bi cam bién duoc két ndi mang, chia sé thong tin voi nhau ma khong can sy can thiép
cuaa con nguoi, dugc goi 1a Internet caa van vat (Interne of Things - 10T). 10T 1a mot
hé sinh thai bao gdom tat ca cac khia canh cua Internet, phat trién dua trén su hoi tu
cua cong nghé¢ khong day, cong ngh¢ vi co dién tir va Internet.

Mang 5G la gi?

Mang 5G la thé hé mang tht 5, dap (ng cac yéu cau cao hon ciia mot xa hoi di
dong, dugc két ndi van vat. Véi su phat trién cua Internet, chuyén doi s, cac tng dung
dugc phat trién mang va 13y con ngudi la trung tim. Mang 5G hd trg nhu cau giao tiép
giita cac ung dung, gitra thiét bi vai thiét bi, gitra con nguoi véi con ngudi. Gitp cudc
séng thuan tién, an toan va hiéu qua cao.

1.2. Hién trang chuyén doi IPv6 trén thé giéi, Viét Nam

1.2.1. Hién trang chuyén déi IPV6 trén thé gigi

Internet véi giao thic IPv4 dugc bat dau thiét ké tir nam 1790 va chinh thic
chuan hoa thanh RFC vao nam 1981. Véi khong gian dia chi han ché 32 bit, IPv4 bit
dau can kiét tir ndm 2011. Thé hé dia chi mai IPv6 dugc nghién ctu tir ndm 1994 dé
thay thé IPv4. Nam 1998, giao thic IPv6 duoc chinh thirc cong bd, chuan hoa thanh
RFC véi khong gian dia chi 128 bits.

Mang Internet toan cau chinh thirc chuyén d6i sang IPv6 vao ngay 6/5/2011 véi
su tham gia cua cac cong ty lIon nhu Google, Facebook, Apple, Amazon, AT&T,
Comcast, T-Mobile, Verizon Wireless ... Tir nim 2008, nhiéu quéc gia da xay dung
va thuc hién ké hoach chuyén doi Internet sang IPv6 theo 16 trinh chung cua thé gidi.
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Hinh 1 L trinh chuyén doi IPV6 toan cau

Sau 10 niam chinh thic khai truong IPv6 toan cau (World IPv6 Launch 2012),
tinh dén thang 6/2022, ty 1é sir dung IPV6 binh quan toan cau dat 40% (ngudn Google),
31% (nguon APNIC). Mang Internet toan cau tiép tuc gia téc chuyén doi IPv6 thay thé
IPv4 va trién khai IPv6 trong cac dich vu méi, chat luong cao nhu 10T, Smart City, 4G,
5G, Cloud. Xu thé chuyén ddi tir cong nghé song song (dual-stack IPv4/IPv6) sang cong
nghé thuan IPv6 (IPv6-only) ciing rd rét hon. Trén cac dién dan qudc té, khai niém
IPv6+ dugc dé cap va thao luan rong rai (két hop IPv6 véi cong nghé Al, ty dong hoa,
két ndi Internet véi bang thong cuc cao, do tré thap, chat lugng cao, bao mat tot).

Trung Quéc

5% Website BG, ngann, O
g hoat dong v&

ng théng tin
thdng DNS
& théng mail cia
hinh phil
Hoat d6ng véi IPV6.

Li&n minh Chau Au (EU)

Nam 2020, EU cbng b6

chién lroc an ninh

mang trong ky nguyén

5 u cduthanh

vién EU cam két trién

khai IPv6. 6c
5G, loT va hirong toi (ng

Yéu cauturong dung thun IPv6.

thich IPv6 véi cac

Hinh 2 Hién trang chuyén doi IPV6 todn cau
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Xép hang Quadc gia Ty Ié sit dung IPv6
1 An b 76.19%
2 Bi 66.46%
3 Malaysia 61.22%
4 A Rap Xé ut 58.99%
5 Uruguay 56.10%
6 buc 55.34%
7 Sri Lanka 55.11%
8 Hy Lap 54.81%
9 Hoa Ky 51.63%
10 Viét Nam 50.00%

Bdng 1:  Top 10 quéc gia, ving lanh thé vé mirc dé sir dung IPv6 (nguon APNIC)

1.2.2 Chuyén doi Internet Viét Nam sang IPv6

DPoén truéc xu thé phai chuyén doi s dung IPv6, Bo TTTT da sém trién khai
cac hoat dong thic day chuyén doi Internet Viét Nam sang IPv6, ban hanh va trién
khai thanh céng K& hoach hanh dong quéc gia vé IPv6 (2011 - 2019).

Thang 6/2022, ty 1& nguoi sir dung Internet qua IPv6 dat 50%, gap 1,6 lan binh
quan toan cau. Viét Nam hién dang thr 2 ASEAN (sau Malaysia), thir 10 toan cau; Véi
hon 50 triéu thué bao IPv6 (FTTH, Mobile). Viét Nam da chuyén d6i thanh cong
Internet sang IPv6, 1a mot trong nhitng qudc gia di dau, cung nhip véi cac qudc gia lon
trong chuyén doi IPv6 trén toan cau.
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Hinh 3

Két qua chuyén déi Internet Viét Nam sang IPv6

2019 2020 2021 T6/2022

——T5 I st dung IPv6
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Véi myc tiéu dinh hudng, thic ddy, hd tro cac co quan nha nudc chuyén doi
thanh cong IPv6 cho hé théng mang, dich vu cong nghé thong tin, dam bao phat trién
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ha tang sb, phuc vu cong cudc chuyén doi sé qudc gia, ngay 14/01/2021, Bo Thong tin
va Truyén thong d3 ban hanh, cong bd “Chwong trinh thuc day, hd trg chuyén doi IPv6
cho co quan nha nudc giai doan 2021 - 2025 (Chuong trinh IPv6 For Gov).

- Ké hoach: Pa c6 14/22 Bo, nganh va 62/63 tinh, thanh phé ban hanh Ké hoach
chuyén d6i IPv6 (tong: 76 B9, nganh, dia phuong; ting 72,7% so véi cung ky nim
trudc va tang 7% so véi hét nam 2021).

- Chuyén doi IPv6 cho Céng thong tin dién tir, cong dich vu cong: 08/22 B,
nganh va 33/63 tinh thanh phd da chuyén doi thanh cong IPv6 cho Cong Théng tin
dién tw, dich vu cong (dat 41 Bo, nganh, dia phuong, tang 141% so vdi cung ky nam
trudc va ting 86% so vai hét nam 2021).

Pé phat trién ha tang s6, noi dung “Chuyén doi toan bo mang Internet Viét Nam
sang ung dung dia chi giao thirc Internet thé hé méi (IPv6)” da duge xac dinh trong
Chuong trinh chuyén ddi s6 qudc gia dén nam 2025, dinh huéng dén nim 2030 ban
hanh theo Quyét dinh s6 749/QD-TTg ngay 03/6/2020 ctia Thi tudng Chinh phu.

1.2.3. IPv6 — Giao thikc Internet mac dinh danh cho 5G, loT

Trong nhiing thap ky qua, giao thic Internet phién ban 4 (IPv4) duoc tng dung
1a giao thuc chinh cho I6p mang. Tuy nhién, giao thirc nay khong duoc thiét ké cho
Internet of Things (IoT), bi gii han & khéi lwong han ché khoang 4 ty dia chi va da can
Kiét & cAp do toan cau vao ngay 3/2/2011. Giao thicc mang IPv6 ra doi nham thay thé
IPv4 tiép ndi cac hoat dong Internet. Bén canh viéc thay thé cho IPv4 da can kiét, cac
tinh nang duoc thiét ké nang cap cua IPV6 rat phu hop va mang lai loi thé cho 10T, 5G.

Cisco da cong bd s6 liéu du bao sd luong thiét bi hd trg IPv6 ting tir 6 ty vao
nam 2017 1én 18,3 ty vao nam 2022 (Cisco's Visual Networking Index: Forecast and
Trends, 2017-2022).

Figure B. Global IPv6-capable devices and connections forecast, 2017-2022

20
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Source: Cisco VNI Global IP Traffic Forecast, 2017-2022

Hinh 4 Sy tang truong vé s6 lirong thiét bj IPv6 trén Internet
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https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/white-paper-c11-741490.pdf
https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/white-paper-c11-741490.pdf

Pic tinh cia IPV6 gitip phat trién 10T, 5G:

« Kha ning mé rong: IPv6 c6 khong gian dia chi khong 16. Khong gian 2128 (3,4
x 10738) dia chi IPv6 du dé giai quyét nhu cau cua tat ca thiét bi giao tiép hién tai va
tuong lai, cho phép mé rong két ndi Internet t6i bat ky thiét bi va dich vy nao.

« Giai quyét rao can NAT: IPv6 hd tro két ndi dau cudi-dau cudi va loai bo
hoan toan cong nghé NAT.

« Cai thién vé dinh tuyén: Pinh tuyén IPv6 duoc thiét ké hoan toan phan cap.

« Ty d6ng cu hinh dia chi khong trang thai Stateless (SLAAC): IPv6 duoc thiét
ké voi kha niang tu dong cAu hinh ma khong can sir dung may chu DHCP, hd trg hon
nita trong viéc giam cau hinh thu cong; phu hop véi mang 10T, 5G.

« Multicast va Anycast: Multicast c6 duoc hd trg trong IPv4 nhung khong hiéu
qua trong thuc t& nén hau nhu khong duoc sir dung. Cac thanh phan quan trong cua
Internet dé gap rai ro khi sir dung multicast IPv4. Véi IPV6, viéc st dung multicast han
ché rui ro hon rat nhiéu nhd vao viéc quy hoach dija chi cho cac nhom diém dén. IPv6
multicast dac biét hiru ich trong méi truong 10T, dac biét trong cac mang loT quy mo
I6n. Anycast khong dugc thiét ké trong IPv4. IPv6 Anycast rat hiru ich trong mang cuc
bo va mang cam bién.

« Chat luong dich vu: Cau trac dia chi IPv6 cung cap mot s bit dé xac dinh
muc Chét luong dich vu (QoS) trong Xt Iy cac gbi tin.

« Tinh di dong: IPv6 cung cap cac tinh ning va giai phap manh mé& dé hd trg
tinh di dong cua ca nat dau cudi va cac nut dinh tuyén. IPv4 ciing cung cép tinh di
d6ng nhung giao thuc Internet di dong (MIP) ma IPv4 st dung rat khong hiéu qua: khi
mdi goi tin phai di qua Home Agent bang dudng dan hinh tam giac. Trong IPv6, mot
phién ban mai caa MIP 1a MIPV6 di duoc phat trién. So véi MIP, MIPV6 giam do tré
chuyén giao nhd mot sb ti wu hoa trong cac co ché: phat hién chuyén dong (MD);
phat hién dia chi trung lap (DAD) va Cap nhat rang buoc (BU).

« Bao mat: Thiét ké cua IPv4 khong tinh dén vain dé bao mat. Do d6, bao mat
trong IPv4 phai dugc thuc hién bing cac tng dung. Dé khic phuc han ché nay, tinh
nang bao mat duoc thiét ké trong IPV6, co thé ké téi gom IPSec cho thiét bi dau cudi,
cho di dong, Giao thic Neighbor Discovery (NDP).

Véi thiét ké néu trén, IPv6 duoc xac dinh 13 giao thuc Internet mic dinh cho
dich vu Internet méi nhu 5G va IoT.
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1.3. Céc tiéu chuan, cong nghé co ban vé IPv6 cho 5G, IoT
1.3.1. Céc tiéu chuén, céng nghé co ban vé IPv6 cho loT

a) Mét so cong nghé, ky thuat truyén tai trong loT

- Bluetooth / BLE: Bluetooth hoic cong nghé Bluetooth ning luong thap
(Bluetooth Low Energy — BLE) 1a tiéu chuan cho phép két ndi cac thiét bi dién niang
thip va cam bién, st dung truyén dan vé tuyén budc séng ngin, bang tan 2.4GHz.
Hién nay, BLE - Bluetooth Low Energy - hoac Bluethooth Smart 1a mét giao thic
duoc st dung dang ké cho cac tng dung 0T,

- Zigbee: Giéng nhu Bluetooth, 1a mét loai truyén thong trong khoang cach
ngan, hién duoc st dung vai sé luong 16n va thuong duoc sir dung trong cong nghiép.
Dién hinh, Zigbee Pro va Zigbee remote control (REF4CE) duoc thiét ké trén nén tang
giao thic IEEE802.15.4 - 1a mot chuan giao thuc truyén théng vat 1y trong cong
nghiép hoat dong & 2.4Ghz.

- Z-Wave: Tuong tu Zigbee, Z-Wave la chuan truyén thong khong day trong
khoang cach ngan va tiéu thu rat it nang luong. Chuan két ndi Z-Wave va Zigbee cing
hoat dong voi tan s6 2.4GHz, va cing duoc thiét ké véi muc tiéu thu nang lugng rat it
nén cé thé st dung véi cac loai PIN di dong.

- NFC: (Near-Field Communications) 1a cong nghé két ndi khéng day trong
pham vi tim ngan trong khoang cach 4 cm. Cong nghé nay str dung cam Gng tir truong
dé thuc hién két ndi giira cac thiét bi (smartphone, tablet, loa, tai nghe ...) khi co su
tiép xuc tryc tiép.

- Sigfox: 1a hé thdng gidng nhu mang di dong, sir dung cong nghé Ultra Band
(UNB) dé két ndi cac thiét bi tir xa. Muc tiéu ctia cong nghé 1a st dung trong céc (ng
dung truyén thong véi tbc d6 thap, khoang cach truyén xa va muc tiéu thy niang luong
cyc thap. Sigfox sir dung cac dai tan ISM duoc st dung mién phi ma khong can phai
duogc cap phép dé truyén dix liéu.

- Neul: Tuong tu Sigfox va hoat dong ¢ bang tan 1Ghz, véi muc tiéu cung cap
mot mang khong day co chi phi thap véi cac dic trung tiéu biéu: 6 ma rong cao, pha
séng cao va tiéu thu ning luong cuc thap. Neul sir dung chip Iceni dé truy cap vao
bang tan UHF. Téc do truyén dit liéu co thé dao dong tir vai bits trén gidy téi 100kbps
trén ciing mot lién két. Vi cong nghé nay, thiét bi co thé tidu thy cong suat rat nho, tir
20 t&i 30mA, tuc 1a 6 thé sir dung duoc tir 10 dén 15 nam véi mét pin.

- Wifi: (Wireless Fidelity hay mang 802.11) 1a hé thong mang khong day st
dung song vo tuyén, ciing giéng nhu dién thoai di dong, truyén hinh va radio. Céac
12

e

s UNIC

e’ Internet forall



song vo tuyén sir dung cho WiFi gan gidng véi cac song vo tuyén sir dung cho thiét bi
cam tay, dién thoai di dong va céc thiét bi khac. Hién nay, da sé cac thiét bi wifi déu
tuan theo chuan 802.11n, dwoc phat & tin s6 2.4Ghz va dat tbc do xur ly tbi da
300Megabit/giay.

- Di ddng (Cellular): Véi cac tng dung 10T/M2M yéu cau khoang cach truyén
thong dai, hoac khong bi gidi han boi khoang cach dia ly thi viéc lya chon duong
truyén dit liéu thong qua mang dién thoai di dong GPRS/3G/LTE 1a mot lya chon toi
uu. Tuy nhién truyén dix liéu di xa phai chap nhan yéu t6 tiéu hao niang luong.

- Thread: 12 mét giao thic IP méi, dua trén nén tang mang IPv6 duoc thiét ké
riéng cho mang tu dong hoda trong cac toa nha. Pay khong phai 1a mot giao thire duoc
phd bién nhu hién nay dé tng dung trong IoT nhu Zigbee hay Bluetooth. Puoc ra mat
vao gilta nim 2014, giao thirc Thread dya trén cac tiéu chuan khac nhau, bao gom
IEEE802.15.4, IPV6 va 6LoWPAN, va cung cdp mét giai phap dua trén nén tang IP
cho cac ung dung loT.

WAN
Wide Area Network

5 MAN

Metropolitan Area Network

Hinh 5 Két noi trong Internet of Things (www.postscapes.com)

- 6LOWPAN: la giao thic IPV6 trong cac mang khéng diy cong suat thap.
6LOWPAN duoc phat trién bai IETF, cho phép truyén dit liéu qua cac giao thic IPv6
va IPv4 trong cac mang khong day cong suét thap véi cac cu trac mang diém - diém
(P2P: point to point) va dang luéi (mesh). 6LOWPAN dugc thiét ké dé cho phép IPv6
su dung rong rai trong cac tng dung loT.
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- IEEE 802.15.4 WPAN: IEEE 802.15 TG4 dugc thiét 1ap dé thiét ké giai phap
tdc do dir lieu thap vai tudi tho pin tir nhiéu thang dén nhiéu nim va d6 phac tap rat
thap, hoat dong vai biang tan khong cip phép québc té. Cac tng dung tiém ning 1a cam
bién, d6 choi trong tac, thé thong minh, diéu khién tir xa va tu dong hoa toa nha.

- IEEE 802.11 WLAN (Mang cuc bo khong day).

- LPWAN (Low Power and Wide Area Network - Mang dién nang thap va dién rong).

- Mang di dong (NB-IoT, 5G).

b) Cac tiéu chuan sir dung trong loT

loT Application Device Management ) OmQ Internet Protocol Suite (TCP/IP) IP Smart Objects Protocol Suite
Binary | JSON — IPSO Objects 5O « HTTP/FTPISMTP/ Aookcat
Application ey} e I=S= M [ el * CoAP
REST APIs
CoAP | HTTP PP Ll - TCPUDP Transport - YT
Web Transfer v

DTLS | TLS 1 ETF

« IPvaIPvG * 6LoOWPAN
IPv4 | IPv6 | 6LOWPAN tETEF + 802.3 - Ethemet /
802 11 - Wireless * |EEE 802 154

newok  [§5Ls @) 40 © ite -

UDP | TCP >SS«
Internet

Hinh 6  Khdi quat héa cdu triic va ngdn xép thi tuc danh cho loT

loT 12 mot mé truong phic hop, da dang va hién co rat nhiéu tiéu chuan khac
nhau, c6 thé liét ké theo cac 1inh vuc nhu sau:

- Ha tang (Infrastructure): 6LowPAN, IPv4/IPv6, RPL.

- binh danh (Identification): EPC, uCode, IPv6, URIs.

- Giao tiép / Truyén tai (Comms / Transport): Wifi, Bluetooth, LPWAN.

- Kham pha (Discovery): Physical Web, mDNS, DNS-SD.

- Giao thtrc dir liéu (Data Protocols): MQTT, CoAP, AMQP, Websocket, Node.
- Quan ly thiét bi (Device Management): TR-069, OMA-DM.

- binh dang dir liéu (Semantic): JSON-LD, Web Thing Model.

- Multi-layer Frameworks: Alljoyn, loTivity, Weave, Homekit.

1.3.2. Céac tiéu chuén, cong nghé co ban vé IPv6 cho 5G

5G (Thé hé mang di dong thi 5 hoic hé thong khong day tha 5) 1a thé hé tiép
theo cua cong nghé truyén théng di dong sau thé hé 4G, hoat dong & cac bang tan 28,
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38, va 60 GHz. Su khac biét cua mang 5G: Téc d6 nhanh hon (gui dwoc dit liéu 16n
hon); Do tré thap; Kha nang két nbi nhiéu thiét bi (cam bién va thiét bi thong minh).

Céc tiéu chuan 4G LTE/ 5G dugc IETU, 3GPP va GSMA nghién ciu dua ra.
Céc tiéu chuan st dung dé trién khai cong nghé 4G LTE ciing nhu 5G. Theo do, IPv6
la giao thirc mac dinh trong trién khai 4G LTE, 5G.

~ IETF

- RFC 7849
- RFC 6459
- RFC 7445

GSMA

-1R.92
- IMS Profile for

Voice and SMS

3GPP

i - 3GPP Release 9
-3GPP TS 23.501 V15.0.0 (2017-12)
-3GPP TR 29.892 V1.0.0 (2019-03)

Hinh 7 Cdc tiéu chuan IPv6 cho 4G LTE, 5G
- IETF: RFC 7849, RFC 6459, RFC 7445.
- GSMA: IR.92; IMS Profile for VVoice and SMS.

- 3GPP: 3GPP Release 9; 3GPPTS 23.501 V15.0.0 (2017-12); 3GPP TR
29.882 VV1.0.0 (2019-03).

Ngoai ra, khi trién khai IPv6 cho mang di dong, mot sé giai phap cong nghé
duoc ap dung phd bién nhu: Dual-stack, 464XLAT, NAT64.

15



Country Transition Mechanism (NATG64/464xlat, Network Type (mobile, DSL,

~ |6rd, DS-Lite, Dual Stack, ...) ~ fiber, cable, satellite,...) -
us ? Mobile
BT Dual Stack Mobile
GB 464 XLAT Mobile
TT Dual Stack Mobile
DE 484 XLAT, NATG4 mobile (2G,3G.4G)
DE Dual Stack mobile (2G,3G.4G)
EE dual stack mobile
™™™V Dual Stack Mobile
NO Dual stack 3IGPP |
FR Dual-stack Mobile
PL 464 XLAT Mobile
IN 484 XLAT Mobile
CA NATB4/464XLAT Wireless
us 464 XLAT mobile
us A4B4XLAT, NATE4 mobile
SE Dual stack 3IGPP
AU 484 XLAT mobile
DK,SE Dual stack 3GPP
us Dual-stack mobile

Hinh 8  Thong ké gidi phdp trién khai IPV6 cia mang di dong
Qua cac nodi dung cong nghé, tiéu chuin co ban va thyc thién cho thay
IPV6 la giao thirc Internet véi nhiéu dic tinh tbi wu vé thiét ké, phu hop vai xu
thé phat trién; IPv6 la giao thuc Internet mac dinh cho 5G, loT.
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PHAN 2: HUONG DAN TRIEN KHAI IPv6 CHO loT

2.1. Md hinh Kién truc trién khai IPv6 cho loT
2.1.1. M hinh kién trac ToT

Hinh dudi day mé ta bd cuc cap cao cua Internet of Things. Nhin bé ngoai, kién
trac khong khac véi bat ky cdu trac mang Internet thong thudng nao.

Hinh 9 Kién triic chung ciia Internet van vat.
(1) Nuz 10T

Nut 10T Ia nhitng thir duoc két ndi vai Internet truc tiép hodc gian tiép thong
qua mang cuc bo 10T (LAN) hoic WAN. Néu mang LAN loT duoc két ndi voi
Internet, nut 10T ciing ¢ thé dugc két ndi truc tiép voi Internet du khong phai luon
lusn nhu vay. Ngoai ra, c6 nhitng truong hop nat 10T dugc két ndi voi Internet thong
qua két néi WAN ma khong c6 mang LAN 1oT. Nhimng niit nay can c6 kha ning tu cau
hinh. Cac nuat IoT ¢6 thé dugc chia 16p khac nhau dua trén cac dic tinh, chang han nhu
cac nut chuyén tiép, cam bién / thiét bi truyén dong, thiét bi cip ngudn, thiét bi két ndi.

(2) 10T LAN

loT LAN 1a mot mang ludi cac nat IoT nam trong su kiém soat cia mot thuc
thé va str dung pham vi két néi cac thiét b dé két ndi cac nat khac nhau. 10T LAN c6
thé duoc ciu hinh bang cach sir dung mang khac cong nghé, ciu trac lién két va thiét
bi két ndi tam ngan, cong suat thap. 10T LAN c6 thé duoc két ndi véi internet thong
qua cong loT hoic proxy loT dé cung cip két ndi toan cau dén cac nat IoT. Gateway
trong mang LAN c6 thé duoc két ndi qua cac tin hiéu nhu dién, song radio, séng am,
song tir, quang tin hiéu, tin hiéu hoa hoc, v.v.

(3) 1oT WAN / Internet

Nat 10T hodc 10T LAN c6 thé duoc két ni truc tiép véi internet hoic WAN, va
sau d6 duoc két ndi vai Internet. Mang dién rong 10T (WAN) Ia mang bao phu vé mit
17
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dia Iy va to chic trén dién rong. Mac du cac mang LAN 10T c6 thé duoc két néi truc
tiép véi Internet, 10T ciing c6 thé duoc coi la mot mang ludi, véi cac mang LAN duoc
két ndi va tdng hop thong qua cac mang WAN sau d6 dugc két ndi voi Internet. Do
d6, mot mang WAN thuong 1a su két hop cua cac phan doan mang duoc quan Iy bai
nhiing thyuc thé khac nhau, c6 kha nang la mot khu vuc dia Iy rat rong 16n.

(4) Cong loT (loT gateway) va Proxy

cong két ndi 10T 1a mot bo dinh tuyén két ndi mang LAN IoT véi mang WAN
va véi Internet. Cong két ndi 10T Ia mot thiét bi 16p 3, chuyén tiép cac goi IP gitta loT
LAN va WAN trién khai ca hai cong nghé mang. Mot cong két ndi 10T co kha niang
trién khai mot sé cong nghé LAN va WAN (khong day hodc c6 day) tuy thudc vao cau
hinh. Céng 10T chuyén tiép cac goi giira 10T LAN va WAN trén 16p IP ma khong can
thuc hién cac tac vu 16p tng dung. Trong mot mang LAN 10T, c6 thé khong co hoac
nhiéu cong 10T tuy thudc vao tinh hudng.

Proxy 10T 13 mét thuc thé thuc hién chic nang 16p ung dung hoat dong giira
cac nut IoT va cac thuc thé khac. Chac nang cua I6p Gng dung co6 thé bao gom tir
chuyén ddi giao thtc tng dung twong ddi don gian sang cac chuc niang wng dung tich
cuc hon. Proxy 10T ¢6 thé duoc két ndi véi cong 10T,

(5) Phurong tién truyén thong

Phuong tién nay c6 thé c6 day hoac khong day. Chirc ning chinh cia phuong
tién truyén thong la chuyén thong tin dudi dang tin hiéu tir mot ntit dén nat khac hoac
cac mang. Tin hiéu c6 thé & bat ky dang nao nhu dién, song vo tuyén, song tir, song
am thanh, tin hiéu hoa hoc, v.v.

(6) Bé dinh tuyén bién (Egde router)

Bo dinh tuyén bién duoc sir dung dé chuyén doi dia chi IP tir dang nay sang
dang khac va chuyén tiép dir liéu géi tin dd nhan. Nhiéu nha nghién ctru da dé xuat
mét kién trac giao thic phan 16p khac nhau cua loT. Nhin chung, ngin xép giao thuc
chung cho cac thiét bi IoT da chia giao thuc trong nam 16p chirc ning riéng biét, duoc
dat tén 1a (1) Dix lieu, (2) Ung dung, (3) Van chuyén, (4) Mang va (5) Lop lién két
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Figure 2. loT protocol stack

Data Layer
HTML XML EXI

Application Layer
HTTP CoAP WebSocket MQTT
XMPP DDS AMQP

Transport Layer
TCP UDP

Network Layer
IPv4 IPv6 6LoWPAN

Link Layer
802.3—Ethernet 802.16-WiMax 802.11-WiFi
802.15.4-LR-WPA 2G/3G/LTE/4G/5G-Cellular

Hinh 10 Ngdn xép thi tuc 10T
(7) Lop diz lieu
Trong dir liéu 10T duoc trao d6i bang cach biéu dién cac noi dung dudi dang
mot s6 dai dién ngir nghia ngdn ngir, nhu Ngon ngir danh diu eXtensible (XML),

Ngén ngit danh dau siéu van ban (HTML) cho cac nat khong bi gidi han va Trao dbi
XML hiéu qua (EXI) von dugc sir dung rong rai cho cac nat han ché.

(8) Lop wng dung

Lép nay cung cap mot giao dién tng dung voi 16p truyén tai dé truyén dir ligu
Ién Internet. Giao thixc HTTP thuong duoc s dung dé ma hoa dir liéu 16p ung dung,
nhung HTTP khong thich hop ddi véi cac nat han ché. CoAP (Constrained
Application Protocol) dugc sir dung trong méi truong cac nit han ché va truyén dir
ligu va st dung UDP thay vi TCP. Cac giao thic 16p ung dung khac dugc st dung
trong cac ung dung cu thé nhu Message Queue Telemetry Transport (MQTT),
Extensible Messaging and Presence Protocol (XMPP), Data Distribution Service
(DDS), and Advanced Message Queuing Protocol (AMQP).

(9) Lép vdn chuyén

Chure niang chinh cua I6p van chuyén 1a cung cap phan phdi dit liéu tir dau dén
cubi. Giao thire diéu khién truyén (TCP) va UDP duoc sir dung dé phan phéi dit lidu tur
mot diém cudi nay dén diém cudi khac.

(10) Lop mang

Day 1a yéu cu co ban dé gin dia chi duy nhat cho nut 10T va dinh tuyén cac

goi dit liéu qua Internet. Trong IoT, hang nghin ty thiét bi yéu cau dia chi IP duy nhat.
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Do IPv4 can kiét, IPv6 s& du khong gian dé cung cap dia chi duy nhat cho hang ty nat
loT. Mic du giai quyét van dé vé khong gian dia chi nhung véi chiéu dai 128 bit, IPv6
gay qua tai va khong phu hop véi cac nat IoT han ché. Véan dé& nay duoc khic phuc
bang Giao thirc 6LOWPAN 13 mét dang nén caa IPv6. Mot bo dinh tuyén bién duoc st
dung dé dich dia chi tir IPv6 sang 6LoWPAN va nguoc lai.

(11) Lop lién két

Lop lién két chiu trach nhiém guri di liéu qua phuong tién vat Iy caa mang. Cac
giao thuc cua l6p lién két trong moi truong 10T ¢6 thé 1a 802.3 Ethernet, 802.11 WI-
FI, 802.16- WiMAX, 802.15.4 téc d6 thdp mang ca nhan khong day (LR-WPANS) va
mang di dong 2G /3G /LTE /4G /5G...

2.1.2. CAu tric trién khai cac mang loT

Céc cau trac trién khai mang loT duoc minh hoa trong cac hinh duéi day. Cac
cau trac lién két nay co thé duoc mé rong thanh cac ciu trac lién két phirc tap hon véi
cac bién thé.

loT WA ¢ Internet 16T WA { Inermel loT WWAN | Inbarnet loT "WAN | Intarnet

]
|l WaM | i H ol VAl §

,"'ﬁ.?rl Interned %

'_ = Link-Loca Addrasses

LF = Linig 5._.m-t Addrasses
{watfr prafie =)

G l_-*1'.lu|-"|m. BEEAE
-m|r 'E
|n| LAM {one / 'n.lrj

Hinh 11 Cdc mé hinh thiét 1gp LAN loT
(1) Mang 10T khéng két néi va khéng cé nut trung tam

Mang LAN loT bj ngat két néi co thé khong co két néi Internet va chi ¢ két ndi
trong lién két ciia minh. C4u trac két ndi co thé dang ludi, hinh sao hodc két néi chia sé,
nhung tuy nhién, cac nat thong minh IPv6 nam trong maot lién két duy nhat ma khong
can bat ky bo dinh tuyén nao. Do d6, khong co thuc thé nao trong mang co thé cung cap
mot tién t6 ULA hoic GUA. Trong loai cau tric lién két nay, yéu cau co ban dé giai
quyét la cac nat 10T phai ¢ kha nang te dong danh sb. Vi viéc danh s tu dong trong
mét sé trudng hop phai rat don gian, cac dia chi IPv6 c6 thé dugc cu hinh tinh. Bia chi
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c6 thé dinh tuyén la khong can thiét vi mang nay khong duoc két néi véi cac mang khac
ciing nhu néi Internet. Do d6, loai dia chi phu hop nhat Ia dia chi IPv6 link-local.

(2) Mang co proxy loT

Trong truong hop nay, 10T LAN di duoc ting cudng véi mot proxy 10T, ¢6 thé
cung cap dia chi va co thé 1a cac dich vu két néi cho cac nat loT trong loT LAN.
Proxy 10T co thé cé két ndi vinh vién hoic khong lién tuc véi mang bén ngoai hoic
trong mot sé truong hop 1a khong co két ndi. Khi proxy 10T cé két néi duong 1én, né
1y quyén giao tiép gitra cac nat 10T cuc bd va cac nat trong mang bén ngoai. Trong
truong hop nay, khi tit ca thong tin lién lac di qua proxy, 10T LAN khéng can dia chi
toan cau, nhung co6 thé quan ly bang dia chi lién két cuc bo hoic dia chi ULA, tuy
thudc vao loai proxy.

(3) Mang 10T duroc két noi

Pay 1a thiét 1ap dién hinh dé cung cap cac nat 10T c6 két ndi Internet. Cong loT
duogc két ndi Internet cung cap két néi Internet véi mang LAN loT. Cong két ndi loT
nhan tién t6 IPv6 co thé dinh tuyén toan cau tir nha cung cip dich vu Internet va st
dung tién té d6 dé danh sé cac nat trong mang LAN loT. C6 cac co ché khac nhau dé
lay tién t6 IPv6 cho phép cac nat 10T trong mang LAN duoc cung cap dia chi c6 thé
dinh tuyén toan cau. Ngoai ra, cac nat 10T, chi giao tiép trong lién két cua riéng chuang,
c6 thé sir dung dia chi lién két cuc bo va cong loT ciing cé thé cung cap dia chi ULA
cho cac nut loT.

(4) Mang 10T véi cau tric lién két hinh sao

Trong mot sé trudang hop, thiét bi céng (gateway) la trung tam cta mang st
dung céu trac lién két hinh sao. Trong mot mang nhu vay, mot tién té IPv6 co thé duoc
chia sé bai cac nat dugc két ndi thong qua cac lien két diém-diém thong qua thiét bi
cong va cong dong vai tro cau ndi. Cach tiép can nay duoc sir dung trong tiéu chuan
IETF phat trién trén duong truyén IPv6 qua Bluetooth nang lugng thap. Ngoai ra, cac
kich ban trién khai 10T ciing ton tai mé phong ciu trac lién két hinh sao bic cau,
nhung chi ¢6 cong duy tri IPv6 cho cac nat 10T cuc ky don gian khong trién khai 1PV6.
Vi du: cam bién két ndi va giao tiép vai cong IPv6 bang 1 day hoic giai phap twong tu
ma khong nhan biét IPv6. Tuy nhién, cong phan bd dia chi IPv6 va duy tri noi bo IPv6
1: 1 t6i anh xa ma dinh danh doc quyén cho mdi nut.

(5) Mang diém-diém véi cong Internet
Mang diém — diém véi cong Internet rat gidng voi mang 10T véi cau trac lién

két hinh sao ngoai trir viéc cac nit 10T khong nam trén cang maot lién két. Thay vao
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d6, chang duoc két ndi vai loT Gateway thong qua cac lién két cua riéng chang. Do
d6, khong thé giao tiép bang cach si dung dia chi lién két cuc bo gitra cac nat 1oT.

(6) Mang 10T duoc két néi véi nhau

Khi no6i dén cac kich ban nang cao hon, hai hoic nhiéu mang LAN loT c¢6 thé
duoc két ndi véi nhau thong qua lién két dugc chia sé hoic théng qua loT WAN.
Trong trudng hop nay, cac nat l1oT cua cac mang LAN khac nhau rd rang khong nam
trén mot lién két dugc chia sé véi nhau. Do do, giao tiép giira chiing khong thé thuc
hién duoc véi cac dia chi lién két cuc bo. Néu cac nat 10T can giao tiép véi cac nat
trén cac phan doan mang khac nhau, dia chi duoc sir dung phai la ULA hoac GUA, tuy
thudc vao mang nam giita cac cong. Néu mang la Internet, dia chi IPv6 co thé dinh
tuyén toan cau phai duoc sir dung trong mang. Trong truong hop khong phai lic nao
ciing co két ndi Internet, ca hai pham vi dia chi déu co thé duoc st dung.

(7) Nhiéu cong

Céac cau trac lién két duoc mo ta trén dai dién cho cac ciu trac lién két co ban.
Tuy nhién, c6 nhiing bién thé cua cac ciu trac lién két co ban can co cac kich ban danh
dia chi khac. Vi du: c6 thé co nhiéu cong két néi mang LAN 10T véi Internet hoic véi
Internet va mang dién rong riéng — chiang han nhu mang céng ty — do d6, lam cho
loT LAN tré nén da nang. Néu cac nat 10T can co thé truy cap dugc tir ca hai mang,
thi cac nat 10T can cé dia chi tir ca hai mang. Do d6, cac nat 10T c6 thé can co nhiéu
dia chi trén pham vi toan cau.

(8) Cdc niit IoT mét chiéu

Trong mang 10T ¢6 thé co cac lién két mot chiéu, hay néi cach khac 1a co cac
nat 10T chi gai. Cach tiép can don hudng khong hoan toan twong thich véi cac giai
phap dinh dia chi IPv6 hién co, vi tat ca cac giai phap do déu sir dung truyén thong hai
chiéu dé thuc hién thu tuc Phat hién dia chi trang l3p va cho cac giao tiép khac. Trong
cac trudng hop co nut IoT mét chidu nhu thé nay, van cé thé sir dung IPv6. Cach dé
giai quyét cac nat trong mé hinh trién khai nhu vay la tin teéng cac dia chi lién két cuc
bo 1a duy nhat, gin ciing chung va sir dung dia chi multicast da huéng lién két cuc bo
(link-local multicast) lam dia chi dich.

(9) Cdc bién thé cua cdc cau tric lién két co bdn

Ngoai cac bién thé ciu trac lién két, cac cau trac lien két ciing c6 thé duoc két
hop. Vi du: trong cung mot mang LAN 0T, mot sé nut co thé duoc két ndi truc tiép
véi Internet bang cac dia chi toan cau va mot sé nat co thé sir dung ULA hoic dia chi
lien két cuc bo dé lién lac cuc bo hoic giao tiép thong qua proxy. Trong nhiing truong
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hop nay, ngay ca khi cac yéu cau vé dia chi co thé khac nhau giira cac nat 10T trong
cung mot mang, diéu quan trong can nhd la cac nat giao tiép giira nhau can phai co dia
chi c6 cung pham vi.

2.1.3. Nguyén tic gan dia chi IPv6 cho thiét bi loT

Co ba phwong phap dé gan dia chi IPv6 cho diu cudi:

- Gan dia chi IPv6 thu cong: Phuong phap nay thich hop cho cac may chu
khong bao gio thay doi dia chi, nhung khong thich hop cho hang triéu diém cuébi,
chang han nhu thiét bi do, vi lién quan dén chi phi va d6 phic tap.

- Gan dia chi IPv6 ty dong coé trang thai (stateful addressing): Thong qua
viéc st dung Giao thirc diéu khién may chu doéng cho IPv6 (DHCPV6). Phuong phap
nay c6 uu diém la bao mat vi qua trinh DHCPv6 c6 thé duoc két hop véi xac thuc, ay
quyén cong véi hé thong tén mién (DNS) c6 san. Tuy nhién, phuwong thic nay khong
pht hop véi 10T vi cac thiét bi hoic mang c6 thé khong hd tro viéc duy tri cac bang
hoac May chu DHCP.

Céc giao thic trang thai c6 thé dugc chia thanh quan 1y tap trung va phan tan.
Do dia chi chi tiét cua tat ca cac nut IoT trong mang duogc luu trir trong mot hoic mot
s6 nat IoT nén khong can phai co co ché phat hién dia chi trung lip (DAD). Co ché
quan Iy tap trung st dung giao thirxc DHCP va bang phan bé tap trung. Co ché quan ly
phan tan cho phép moi nut giit bang phan bo cua riéng né6 mot cach doc lap va cap
phat dia chi cho cac nut yéu cau bang cach trao doi thong diép véi cac nit 1an can.

- Gan dia chi IPv6 tw dong khong trang thai Stateless Addressing (SLAAC):
Trong co ché ndy, mot tién té IPv6 duoc cau hinh trén giao dién bo dinh tuyén va bo
dinh tuyén quang ba toi cac nat gan véi giao dién. Khi nhan tién té tai thoi diém khai
dong, nat c6 thé tu dong thiét 1ap dia chi IPv6 cua minh. SLAAC duoc thiét ké dé cung
cap cach don gian nhat co thé, nhung nang dong cho cac nat ty dong cau hinh dia chi
IPv6 cho chinh minh. Vi SLAAC, nat phai xac dinh cdu hinh dia chi lién két cuc bo
cho tat ca cac giao dién sir dung IPv6. Dia chi lién két cuc bo dugc dinh hinh ngay ca
khi khong c6 bd dinh tuyén. Cac bo dinh tuyén trén mang truyén thong bao ICMPV6
Quang c4o cua Bo dinh tuyén (RA) c6 thé bao gébm cac tién té IPv6, ma cac nat st dung
dé cau hinh mot hoac nhiéu dia chi ULA hoic GUA cho nat. Khi mét nat nhan duoc
RA, né s& phan tich ci phap va chon mét hoac nhiéu tién td IPv6 64-bit dé két hop voi
ID 64-bit d tao ra dé tao mot hodc nhiéu dia chi IPv6 128-bit. SLAAC la co ché ¢ kha
nang mo rong cao nhat vi khong yéu cau mang biét cac nat nao ton tai va dia chi nao
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chang da dinh cau hinh. Khi cac thiét bj tao dia chi cua chung mot cach doc lap, dé tranh
xung dot dia chi, giao thuc phat hién dia chi trung 1ap (DAD) dugc st dung.

Dia chi IPV6 ty dong co thé tiép tuc phan thanh hai loai dua trén thong tin dwgc
sir dung dé tao dia chi.

+ Spatial Addressing: cac dia chi dugc tao baoi cac thuat toan st dung thong tin
khong gian gan véi cac thiét bi dé tao dia chi.

+ Non-Spatial Addressing: cac dia chi dugc tao bdi cac thuat toan stir dung dix

liéu phi khong gian c6 sén trén cac thiét bj.

Panh dia chi
IPv6

Céau hinh dia chi Cau hinh dia chi
c6 trang thai khong trang thai

(Stateful (Stateless
Addressing) Addressing)

. . Panh dia chi phi Panh dia chi
Phan phoi dia Phan phoi dia khong gian khong gian
chi tap trung chi phan tan (Non - Spartial (Spartial
Addressing) Addressing)

Hinh 12 Cdc cach thuc gan dia chi IPv6 cho 10T
2.2. Cac giai phap quan ly, phan bé dia chi IPv6 trong loT
2.2.1. Cac nut loT

Céc co ché tuong tu duoc st dung dé phan bé dia chi cua cac nat 10T nhu déi
véi Internet thong thuong — Tu dong cau hinh dia chi khong trang thai (SLAAC) va
Giao thirc cu hinh may chu dong cho IPv6 (DHCPV6). Ngoai ra, cac nat ¢6 thé dugc
dinh cau hinh tinh (11D) theo nhiéu cach khac nhau, bao gém ca viéc dya trén s6 nhan
dang phan ciing duoc ma héa cang.

Véi cac yéu cau cua cac mod hinh mang 10T dd mo ta phia trén, co ché phu hop
nhat @ dinh dia chi nut 10T 1a SLAAC véi dia chi ULA hoic GUA tuy thudc vao kich
ban trién khai. 11D dya trén phan cting hoic dugc chon dong cé thé dugc sir dung dé
tao dia chi lién két cuc bo, ULA hoic GUA. bia chi lién két cuc bo dya trén dinh danh
phan cung la lya chon xac dinh dia chi duy nhat néu cac nut 10T khong cé kha nang
nhan va do d6 khong thé thuc hién quy trinh Phat hién dia chi trang lap.
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Cau hinh tinh thong qua giao dién quan Iy c6 thé duoc sir dung, nhung chi phi
bao tri hoat dong cao. Do cac trudng hop danh sé lai dia chi mang trong loT, cach thirc
nay 1a cach tiép can khong thuc té cho loT. Ma héa cing dia chi trong qua trinh san
Xuat hoic bang cach cip nhat lai phan sun nat 10T, thudc bat ky pham vi nao khac
ngoai lién két cuc bo khong duoc khuyén khich.

2.2.2.Cong loT / Proxy

loT Gateway va IoT Proxy dong vai trd cac nat trung tam trong viéc phan b
dia chi cho cac nat 10T, vi chang la cac bd dinh tuyén trong mang LAN 10T va chiu
trach nhiém cho ca két ndi Internet va c6 thé la két ndi gitra cac mang LAN loT. Trong
cac tinh huéng C, D, E va G, dugc minh hoa trong Hinh duéi day, cong quang ba cac
tién té co thé dinh tuyén toan cau, duoc stir dung bai cac nat 10T dé cau hinh dia chi
véi SLAAC. Cong loT phai Iy tién t6 tir mang cap trén véi cac co ché nhu DHCPV6.
Ngoai c4c tién té co thé dinh tuyén toan cau, loT Gateway hoac 10T Proxy ciing co thé
tao tién t& ULA, nhu duoc minh hoa trong cac tinh hung B, F va G va quang ba né
véi mang LAN 1oT. Vi cac dia chi ULA c6 thé dugc tao va duy tri doc lap véi cac dia
chi toan cau hoic két ndi Internet, ULA la mét lua chon tét dé dinh dia chi LAN loT
trong cac truong hop sir dung ma sy 6n dinh caa dia chi noi bo 1a quan trong hoic yéu
cau két néi voi cac LAN loT khac.

loT WAN / Internet loT WAN / Internet 10T WAN / Internet loT WAN / Internet

loT WAN / [ loT WAN /
Internet Internet
Legend:

L =link-Local Addresses
U* = Unique Local Addresses
(with prefix 'x’)
G* = Global Addresses
(with prefix 'x’)
------- = IoT LAN (cone link)

; = loT Gateway
=

Hinh 13 Cdc mé hinh thiét 1dp mang LAN loT

Céc nat 10T don gian nhat c6 thé chi cung cap dir lidu dén Proxy 10T gan nhat,
nhu dugc minh hoa trong kich ban H trong Hinh trén. Trong nhiing truong hop nay,
viéc sir dung ULA hoic GUA c¢6 thé 1a khong can thiét. Cac nut don gian nhat co thé
quan ly bang dia chi lién két cuc bo (dia chi link-local) va st dung dia chi da huéng
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lien két cuc bo 1am dia chi dich cua cac goi tin. Proxy 0T s& thu thap cac goi duoc gui
dén nhom da hudng lién két cuc bd va ay quyén cho chang chuyén tiép.

Khi ULA duogc st dung dé cung cip su 6n dinh dia chi, nhung cac nat 10T can
giao tiép véi Internet, thi 0T Proxy c6 thé can trién khai proxy 16p tng dung hoic co
thé Cong 10T co thé can hd tro ky thuat bién dich tién té (NPTV6). Mot proxy 16p (ng
dung ciing c6 thé thuc hién cac xir Iy khac, ngoai viéc chi truyén dix liéu giira Internet
va cac nut loT.

Cho dén khi Internet chuyén dbi hoan toan sang IPv6, cong 10T ¢6 thé chi c6
duong I1én IPv4. Do nhiing thach thic trong qua trinh chuyén doi, cac trién khai loT
phai dugc thiét ké dé c6 két ndi thuan IPv6. Néu khong, cac giai phap thay thé téi uu
phai dugc chon trong ba phuong thuc: dich giao thic tir IPv6 sang IPv4 (vi du:
NAT64), truyén cac goi IPv6 qua IPv4 (vi du: 6tod) va chuyén tiép dir lieu (vi du:
proxy lop ung dung).

2.2.3. Két noi, dinh tuyén, multinome

- Két néi mang phia trén:

Trong mot s truang hop, cac co ché phan bd dia chi nhu DHCPV6 co thé
khong kha dung. Céng 10T ¢6 thé chi duoc cung cAp mét tién té duy nhat /64, do vay
nd khong thé phan bé cac tién t cho mang LAN IoT. Kich ban nay hién dién hién nay,
chang han, trong cac mang 3GPP noi thiét bi di dong dugc cap phat mot tién t6 /64.
Trong truong hop nay, loT Gateway bang cach nao d6 phai lam “cau ndi” gitra nha
cung cap cap trén va loT LAN.

- Pinh tuyén:

Trong trudng hop mang LAN IoT Ién va hoat dong doc lap, viéc phan bo dia
chi d6ng qua DHCPV6 co thé khong cung cap da dia chi va da kha nang ma rong. Nhu
véi bat ky mang tuong d6i 16n nao, giao dién giira 10T LAN va mang cap trén hoac
c4c mang cua né c6 thé duogc thuc hién bang dinh tuyén. Khi mang LAN 10T c¢6 khéng
gian dia chi tir nha cung cap dich vu két ndi mang, cac giao thuc dinh tuyén bén trong
nhu OSPF va IS-IS c6 thé sir dung. Trong cau trac lién két noi c6 nhiéu phan doan va
bo dinh tuyén trong IoT WAN, loT LAN ciing c6 thé sir dung giao thic dinh tuyén dé
cap nhat vi tri.

- Multihoming:

Ca mang va cac nat 10T déu c6 thé la multihome. B4i véi cac mang nho, chang
han nhu mang LAN IoT gia dinh, khong c6 khong gian dia chi riéng, mang LAN loT

26

e

T
4 NIC
T

Internet forall

e’



multihome s& c6 cac tién to khac nhau tir cac két néi Internet khac nhau. Céc cach tiép
can khac nhau cho van dé nhu sau:

(1) Phurong phdp tiép cdn dwa trén proxy

Mot proxy quan Iy nhiéu két ndi cap trén bang dia chi IP twong ¢ng cua ching
hoic c6 cac proxy 1oT riéng biét cho mdi két ndi cap trén. Ngoai cac proxy khac nhau,
c6 thé sir dung Cong 10T cung cap tién té tir lién két cap trén.

(2) Cong loT riéng biét

Nhiéu Céng két ndi 10T cung cap khong gian dia chi caa riéng chung cho Mang
LAN loT va cac Nut loT multihome. Kich ban dau tién & trén twong dbi don gian vi
cac nat s& khong nhan thic duge multihome. Tuy nhién, cé thé c¢6 nhitng truong hop
cach tiép can d6 qua han ché khi giao tiép giita nat va mang cap trén bi proxy cé lap.

Thach thic caa multihome 1a nat multihome phai biét dia chi nguén nao dé sir
dung trong giao tiép tuy thudc vao diém dén va cac goi c6 ngudn goc 10T LAN phai
dugc dinh tuyén chinh xac qua Cong loT. Dé lya chon Céng loT cap trén, cac giao
thire dinh tuyén cé thé dugc sir dung giita cac Cong. Tuy nhién, cac quy tic lua chon
dia chi ngudn IPv6 c6 thé cung cap két qua khong téi wu néu dia chi dich va dia chi
ngudn khong bat nguon tir cung maot tién to. Nat da hudng phai sir dung thong tin
chinh sach @& chon chinh xac dia chi nguén. IETF da lam viéc vé cac giai phap da
huéng, vi du cac chuyén dé caa Nhom lam viéc vé da giao dién (MIF).

Néi chung, tinh khong dong nhat caa thiét bi, mang IP twong tac véi mang
khong phai IP va sé lugng cac thuc thé dugc két ndi, duy nhat dang xac dinh cac tinh
nang cua loT. Cac so do cau hinh dugc st dung dé danh sé cac nat 10T phan I6n tuong
ty nhu cac phuong phap hién tai dé danh sé cac nat tiéu chuan. Tuy nhién, thiét bi loT
cang bi han ché thi cang cé nhiéu thach thac xuat hién va xuat hién nhiéu linh vuc can
cai thién. Doi vai cac nat 10T bi han ché, cac su kién di dong, da diém va noi chung la
danh sé lai tiéu ton tai nguyén do nhu cau giam sat chuyén dong va lam méi dia chi
ngay cang ting. Tinh di dong vai su tro giup cua cac diém neo tir xa doi hoi nhiéu co
s& ha tang hon, tinh di dong dua trén dinh tuyén dat ra cac van dé vé kha niang mo
rong va néu cac su kién di dong nay bi an khi st dung ULA, thi cac cong loT bt budc
phai trién khai cac chic nang trung gian khong trong sudt. Cac yéu cau twong tu ciing
nay sinh tir cac nut 10T hoat dong & ché do mot chiéu va khong thé dinh cau hinh cac
dia chi pham vi toan cau cho chinh ching. Tét cac cac van dé nay can tiép tuc duoc
giai quyét bang cac nghién ctru va giai phap hiéu qua dé phuc vu viéc gan dia chi IPv6
pham vi toan cau cho mang loT.
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2.3. Huwéng din phan hoach, cip phat dia chi IPv6 cho loT

2.3.1 Nguyén tic phan hoach

- Phan chia dai dia chi & cac muc prefix ¢b dinh /32, /40, /48, /56, /64, /128 dé
dé quan i.

- Tranh st dung cac chit cai hé hexa (A,B,C,D,E,F) cho cac dia chi ha tang
(infrastructure addresses), trir khi da sir dung hét cac chir 6.

- Qui hoach dai dia chi ha tang vao trong 1 single block dé sau nay dé sir dung
va quan li ACL.

- Cac dia chi Loopbacks, Management, Internal nén qui hoach trong 1 block
/141, trong khi dia chi Public qui hoach trong /41 con lai.

- Vi mdi PoP, qui hoach céac dia chi cua khach hang trong cung 1 single block
dé dé tong hop tuyén (route aggregation).

Hinh sau minh hoa qua trinh phan chia block /48 thanh cac subnet theo prefix
c6 boundary 4 bit:
IPv6 /48 Site Allocation Subnet Groups*

(@) (E 5 — (8 58)— (16 /80) — (16 )

(256 /60) —— (16 /64)

—’<:—’

(3 788)——» (a098 760) —— (16 769)

(i78)— (e55% /o)

Hinh 14 Phdn hoach cac ving dia chi

Phéan chia dia chi IPv6

Tru,(')rc tién, phan loai cac PoP ((;éc diém truy nhap mang) cua ISP thanh 3 mic,
tuy theo soO Iuwgng khach hang va nhu cau sir dung dia chi ciia PoP d6:

e PoP Level-1 (PoP c& lon).

e PoP Level-2 (PoP c& trung binh).

e PoP Level-3 (PoP c& nho).
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Sau d6, phan loai khach hang thanh 2 loai: Khach hang ca nhan; Khach hang
doanh nghiép, to chic.

Hién nay, mdi ISP duoc phén chia it nhat mot khong gian dia chi Ipv6 /32. Tur
khong gian dia chi /32 ban dau, cac ISP phan chia thanh cac block /40, sau d6 phan
chia tiép thanh cac block nho hon /48,/56,/64...

2.3.2. Phan hoach dia chi IPv6 cho mang con
Phan hoach danh dia chi mang con phai tinh dén cac yéu cau sau:

- Kha nang mé rong: S6 luong thiét bi duoc két néi 10T du kién s& ting lén
dang ké vai hang chuc ty thiét bj giao tiép. Do d6, mét cong ty duy nhat hoic mot don
vi hanh chinh c6 thé nhanh chéng tiép cn vai chuc nghin thiét bj 1oT.

- Twong thich twong lai: Cac thiét bi va cong nghé 10T méi duy kién s& xuat hién
theo thoi gian, can cac mang con méi.

- Kha nang quan 1y: Sé luong thiét bi dugc két ndi 10T ngay cang ting sé yéu
cau str dung cac mang con hop 1y va ¢ cu trac tét dé don gian hoa viéc bao tri va
kiém soat mang loT.

Hon nira, trong giai doan chuyén doi tir IPv4 va IPv6, dia chi mang con IPv6
can dam bao cho phép sy cling ton tai cua cac ké hoach dia chi nhat quan gitra IPv4 va
IPv6 cang nhiéu cang tot.

Lap quy hoach, trién khai va cdu hinh mot ké hoach danh dia chi tiéu ton tai
nguyén. Tai liéu tham khao cua ITU dé& xuit mot mo hinh linh hoat va c6 thé diéu
chinh cho pht hop véi nhu cau cua ngudi ding cudi, dong thoi cho phép ho huong loi
tr m6 hinh téi vu héa dé dén dau su phat trién cua Internet of Things. Mot mé hinh
nhu vay sé tiét kiém thoi gian va chi phi cho ngudi ding cudi bang cach:

- Ni long céu triic cua cac ké hoach giai quyét mang con;

- Cho phép ngudi dung cubdi ap dung qua trinh chuyén ddi sudn sé tir dual-stack
IPV4/IPv6 sang méi truong thuan IPV6;

- Huong loi tir mot ké hoach dia chi du kién suw ma rong cua Internet of Things.

Phwong phap phan hoach dia chi IPv6 cho mang con

Véi mot tién t6 /48 dugc phan bo, ID mang con dai 16 bit, twong tng ¢o thé ¢b
65.536 1D mang con. Bé cho phép 4anh xa nhat quéan giita dia chi mang con IPv4 va
IPv6, mot ké hoach danh dia chi duoc dé xuat, vai mot phan cua ké hoach danh dia chi
mang con IPv6 duoc thiét ké dé 1ap ban do twong tng. M6 hinh tham chiéu cho ké
hoach danh dia chi mang con IPv6 duoc ciu triic nhu sau:
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- Mot chir s6 thap luc phan dau tién (A), twong duong véi 4 bit, duoc sir dung
dé xac dinh cac toa nha va dia diém. N6 c6 thé xac dinh 1én dén 16 vi tri riéng biét.
Mot hoic mot sb chit s6 thap luc phéan ciing c6 thé dugce danh riéng cho mang con
khéng duoc lién két véi bat ky toa nha hodc vi tri cu thé nao dé du phong.

- Mot chit s6 thap luc phan tht hai (B), trong dwong véi 4 bit, duoc sir dung dé
phan loai cdc mang con giita cac thé loai:

+ Danh muc khu DMZ: dugc st dung cho cac may chu cong cong cho phan
doan ctia mang két ndi truc tiép véi Internet va cac twong tac bén ngoai;

+ Loai may chu noi bo: danh riéng cho cac may cha néi bg, sao luu va dung
luong luu trit;

+ Danh muc mang cuc b6 (LAN) thong thuong;

+ Danh muc Internet of things;

+ Danh muc khac: danh riéng cho bat ky phan bd cu thé nao khac va ciing c6
thé duoc str dung dé ma rong mét trong cac danh muc trude dé. Vi du, né c6 thé duoc
sir dung dé ma rong danh muc cho 50% mang con loT

- Chir s6 thap luc phan thi ba (C) va thir tu (D), twong dwong Vi 4 bit mdi chi
s6, duoc st dung dé chi dinh mang con. Tuy nhién, do yéu cau anh xa dia chi IPv4 véi

IPV6, cac chit s6 thap luc phan va thtr tu duoc dat thanh 0, nhu duoc chi ra trong Hinh
dudi.

A B C D
DuaIIPVG-IPv4| 0 | Category | Subnet | 0 ‘
PureIPv6| Prefix | Category | Subnet | Subnet ‘

Hinh 15 Cdau tric dinh subnet

M6 hinh duoc dé xuat cho phép anh xa truc tiép giira dia chi IPv4 va IPv6; tao
diéu kién chuyén doi tir IPv4 sang IPv6 va don gian hoa viéc cung ton tai cua cac goi
dia chi IPv6 va IPv4; tao diéu kién thuan loi cho viéc chuyén d6i sang mang IPv6-
only.

Hinh dudi day 1a mot vi du vé mé hinh tham chiéu cho ké hoach dinh dia chi ID
mang con IPv6 da dugc chia sé vai sy hd tro cua Vien Ky su Dién va Dién t -IEEE.
Mo hinh duoc dé xuat xac dinh mot ké hoach giai quyét hai giai doan:
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1. Ké hoach dinh dia chi IPv6-IPv4 kép, voi anh xa hoan hao cua dia chi IPv6
sang dia chi IPv4, cho phép chuyén dbi sudn sé tir IPv4 sang IPv6 vai mot ké hoach
dinh dia chi nhat quén.

2. Ké hoach dia chi chi IPv6, véi kha ning mé rong ké hoach dia chi theo
huéng sé lugng nat cudi 16n hon.

Céc k¥ su mang ciing co thé két hop cac ké hoach dinh dia chi, bang cach dat
truéc cac dia chi IPv6 duoc sir dung trong goi IPv6-IPv4 kép (A) cho ké thira trong
giai doan chuyén déi va trong giai doan tht hai bang cach sir dung va phan b cac dia
chi IPv6 bb sung c6 sin trong ké hoach dinh dia chi IPv6 cho cac thiét bi va tai nguyén
IPv6 m&i duoc kich hoat.

IPv6 IPv4 IPv6
Allocation A B C D octet Nb A B C D Nb
oz |0 JoJof[o] 0-15 . 0f] 0 [0-f|0f] 16x
o|1]of] o] 16-31 of| 1 [o-f|of| 8192
internal [0 [2 [of| 0| 32-47 | o-f| 2 [o-f[of] 16x
Servers 0|3 |0f| O 48 - 63 o-f| 3 |0-f|0-f| 8192
o|4aof| o] 64-79 o-f| 4 [o-f|oF
0|5 |of| 0| 80-95 0f| 5 |of|0f| 16x
Regular LAN = e T0¢] 0 | 96-111 | °* 0f| 6 | 0-f| 0| 16'384
0|7 |0f| 0 |112-127 of| 7 | O-f|O-f
o8 |of|0]|128-143 0-f| 8 |o-f|oF
1oT& =09 [0f| 0 | 144-159 0f| 9 [of]of| 16x
Building =57~ o[ 0 | 160-175 | °* 0f| a | 0-f|0f|16'384
Automation
o|blof|o]176-191 o-f| b [o-f|o-f
0| c|of|o]|192-207 0f| c |o-f|o0F
othere |0 d [0f] 0 [208-223] 0f| d [of|of| 16x
0 e |of] 0]224-239 0-f| e |0-f|0f|16'384
o f |of| o ]240-255 o-f| f [o-f|o-f

Bdng 2:  Phdn hoach ving IPV6 ¢6 lién két téi IPV4
Ké hoach dia chi néu trén giai quyét duogc mot sé thudc tinh:
- Ké hoach dinh dia chi cho phép 4nh xa tryc tiép va don gian cac dia chi IPv6
trén cac dia chi IPv4;

- Phan doan duoc chi dinh cho phép sir dung céc co ché loc dua trén bit dé nhat
quan phan biét cac dia chi IPv6 theo phan bd danh muc mang con cua chiing;
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- M6t phan tu ké hoach dia chi duoc danh riéng cho cac mang con khac hodc dé
ma& rong mot trong cac cac danh muc mang con trude d6. Vi du, diéu nay cho phép
phan b 1én dén mot ntra sb dia chi dén cac thiét bi IoT cho cac thuc thé c6 trién khai
loT 16n va 1én dén mot nira sé dia chi vao mang LAN thong thudng cho céac thuc thé
c6 trién khai 10T ¢6 thé du doan con han ché;

- Ké& hoach giai quyét dugc dé xuat cho phép tao va quan 1y téi 65.536 mang
con, bao gém 32.768 mang con cho 10T. Sau d6, mdi mang con IoT c6 thé xir 1y t&i 16
ty trong sé hang ty nat cudi duy nhat va ID may cha duy nhat. Con sb nay 16n hon
nhiéu so voi toan bo Internet véi mdi va moi may chu trén trai dat. Nang luc nay du
kién s& du lon dé dap tmg cic nganh cong nghiép va cac yéu cau cua co quan hanh
chinh nha nuéc. Di vai cac thuc thé yéu cau sé lwong mang con Ién hon, van co kha
nang mo rong tién té dinh tuyén toan cau dé ma rong dang ké sé lwong mang con.

- M6 hinh duoc dé xuat co loi thé 1a cho phép ngudi dung tan dung tbi da IPv4
cua ho giai quyét giai doan trién khai dual-stack, déng thoi hudng loi tir viéc dinh dia
chi IPv6 ddy du tiém ning cho cac thiét bi va nat co thé tao ra tir IPV4.

- K& hoach dia chi dugc dé xuat cho phép quan tri vién mang dé& dang phan b
dia chi theo cach c6 cu tric va dé xac dinh va quan 1y cac nit cudi cho phu hop. Cau
tric nhu vdy ciing giam bét quan 1y an ninh mang bang cach cho phép cau hinh cac
quy tic tudng lira khac nhau theo dia chi IPv6.

- Ké hoach giai quyét duoc mé ta & trén o thé duoc tuy chinh theo nhu cau va
cac yéu cau cu thé. Cac pham vi dia chi dugc phan bd cho ting loai mang con c6 thé
dugc diéu chinh phu hop.

Chi tiét mo hinh tham chiéu cho mot s6 muc tién té dinh tuyén, tham khao tai
Phu luc 1.

2.3.3. Huéng din cap phat, gan dia chi IPv6 cho loT

Pia chi IPv6 cho chiéu dai 128 bit nhi phan; duoc chia thanh 2 phan “network”
va “host”. Chi tiét hon, 64 bit phan “network” duoc phan chia thanh global routing
prefix (tién td dinh tuyén toan cau) va subnet ID.

3 bit dau tién cua dia chi c6 thé dinh tuyén toan cau duoc thiét 1ap bang 001.
45 bit tiép theo dinh nghia vang dia tuyén toan cau (global routing prefix).
16 bit tiép theo danh cho danh s mang con (subnet 1D).

64 bit con lai danh dé dinh danh giao dién (interface 1D).
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001 | Global Routing Prefix | Subnet ID Interface ID

I
l‘
¢
I

64 bits

|
LIA
45 bits T 16 bits
1
X
|

—_——y——————

48 bits

Hinh 16 Dinh dang dia chi unicast todn cau IPv6

2.3.3.1. Cap phat dia chi IPv6 cho mét h¢ thong mang

Mudn cip phat dia chi IPv6 cho 1 mét hé théng mang (01 site), trude tién can
xéac dinh duoc kich c& cuaa site d6. Cac to chire ¢6 1 site don thudng duoc cap phat mot
block dia chi /48, cac t6 chirc co nhiéu site s& dugc cap khong gian dia chi Ién hon,
dwa trén tong s sites can danh dia chi. Bang sau chi ra sé lugng block /48 c6 thé hd
tro tuy theo sé luong bit caa global routing prefix:

S6 site /48 S6 bit trong phﬁrj dinh
tuyen toan cau
65.536 32
4.096 36
256 40
16 44
1 48

Bang 3:  Phan hoach dia chi IPv6 cho site
2.3.3.2. Cap phat dia chi IPv6 cho cac phan mang quan 1y, dich vu

Nhu phan trén da dé cap, 1 site thuong duoc cap 1 block /48. Tiép theo, cac bit
Subnet ID trong phan prefix s& cho phép phan chia block /48 thanh cac mang con
(subnet) bén trong 1 site. Tuy nhién, moi subnet déu khong duoc nhd hon /64 (dinh
danh giao dién). Bang sau chi ra s6 lugng subnet ma mdi block /64 c6 thé chia nho
dugc tuy theo s bit trong Subnet 1D:

S6 bit phan dinh danh | S6 mang con | Sé mang con /64
mang con (Subnet ID) trong /48

48 1 65.536
52 16 4.096
56 256 256
60 4.096 16

Bang 4:  Phan hoach IPv6 bén trong mot site

33

e,

$2SVENIC

e’ Internet forall



Bang trén s& gitip Xac dinh véi 1 site cho trudc can bao nhiéu nhom subnet va 6
block /64 ctia mdi subnet. Nhin chung, mdi site thudng can cac block /64 danh cho cac
mang LAN va 1 vai block 16n hon danh cho cac chirc ning cu thé. Mot khuyén nghi
duogc dua ra 1a khi chia subnet, cac prefix nén c6 boundary la 4 bit mot (/48, /52, /56,
/60. /64). Piéu nay gitp dé quan li, tong hop cac subnet dong thoi tao ra khoang du
phong du 16n gitra cac subnet dap (ng nhu cau phat trién cua mang sau nay.

2.3.3.3. Huéong dan gan tu dong dia chi IPv6

Céu hinh tu dong IPv6 khong trang thai 13 giai phap cho gan dia chi IPv6 trong
0T. Gan ty dong khong trang thai la phuong phap ma cac nut 1oT trong mang IPv6
hoiac 6LOWPAN ty dong tao dia chi IPV6 cua riéng né. Tu dong cdu hinh khong trang
thai c6 thé duoc phan thanh hai loai.

+ Gan dia chi phi khong gian (Non-Spatial Addressing Schemes)

Luoc do danh dia chi phi khong gian khong xem xét thong tin khong gian cia
cac nut khi tao dja chi. Duéi ddy 1a mot s phwong phap xir 1y phi khong gian da duoc
nghién ctru va thiét ké:

(1) EUI-64

Dia chi IPv6 duy nhit trén toan cau dugc tao tir ma nhan dang duy nhat trén
toan cau cua giao dién mang, chang han nhu dudi dang dia chi MAC 48-bit. Tién t6
cuc bo 64 bit cudi cung duoc tao bai sir dung dia chi MAC 48 bit. Dia chi tong thé
IPv6 duoc tao bang tién tb quang ba bai router va 64 bit dinh danh giao dién d tao tur
dia chi MAC. Néu khéng c6 tién tb quang ba bai router, cac phuong phap khac duoc
sir dung dé tao dia chi IPve.

(2) Pia chi riéng (privacy addtess)

Pia chi IPv6 duoc tao bang thuat toan gia ngau nhién, néu khong co sin dia chi
duy nhat toan cau hoac néu may chi mudn cai thién quyén riéng tu va dam bao khong
thé theo ddi dua trén IP. Trong luge d6 nay, mot ban MD5 c6 gia tri ngau nhién hoic
luru lich sir gia tri trude d6 dugc st dung dé tao 64 bit cudi cung cua dia chi IPv6.

(3) Dia chi duoc tao bcing mat ma

Pé bao mat cac thu tuc IPv6 Neighbor Discovery, dia chi IPv6 co thé duoc tao
tir khoa cong khai va dugc ky bang khoa riéng. Cach thic nay hiém khi duoc sir dung

+ Gdn dia chi khong gian (Spatial Addressing Schemes)

Trong luge d6 dia chi khong gian, cac nit sir dung thong tin vi tri khong gian

ctia né dé tao dia chi IP. Dudi day 1a mot s6 phwong phap:
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(1) Spatial IP Address Assignment - SIPA

SIPA gia dinh rang mdi nut 10T déu biét vi tri khong gian ciia minh va tao dia
chi IP cua né mot cach doc lap bang cach lay toa do (x; y) ctia nat lam hai octet cudi
trong dia chi IPv4 va 64 bit cudi trong dia chi IPv6. Phuong phap SIPA duoc thyc hién
thanh céng trong Hé diéu hanh loT Contiki (Contiki). Cau trtc dia chi IPv6 duoc sir
dung trong SIPA nhu hinh dudi day, trong d6 C va D duoc tinh bang cong thic :

C = [x*(2r -1)/Max(x)] va D = [y*(2r -1)/Max(y)]

64-bits Global Prefix PANID C(r bits) D(r bits)

Hinh 17 Cadu tric dia chi SIPA

SIPA d& trién khai nhung ty 1¢ thanh cong trong gan dia chi (Address Success
Rate ASR) caa né khong bao gio dat 50% khi s nat nhiéu hon 300 khi r = 8 bit.

- Uu diém: (1) SIPA lay toa d6 (X, YY) cua nat dé tao ra cac bit cudi cua dia chi
IP. (2) SIPA tan dung mdi quan hé gitra cac vi tri khong gian trong viéc dinh tuyén, va
khéng can may chu trung tim ciing nhu giao tiép gitra cac nat dé tao dia chi IP.

- Nhuoc diém: (1) Trong co ché nay, khong co gi dam bao rang mdi nit s& co
dia chi duy nhat vi hai hodc nhiéu nut lién ké c6 thé tao ra ciing mét dia chi IP. (2) Sy
thanh cong ty I¢ SIPA khong bao gid c6 thé 1a 100% vai nhiéu hon mot nit.

(2). Chi dinh IP dong quét (Scan-line IP Assignment - SLIPA)

Chi dinh IP dong quét (SLIPA) la mot phuong phéap theo d6 chi dinh moi nut
Véi dia chi duy nhat cua riéng n6. Phuwong phap SLIPA quét moi nut c6 cing gia tri toa
d6 Y nhé nhat tir trai sang phai va sau d6 quét cac nit véi gia tri toa d6 Y thanh cong
va 1ap lai quy trinh cho dén khi tit ca cac nat da dugc quét. Néu tim thay hai hoac
nhiéu nat lién ké tao cing mot dia chi IP, SLIPA s& "di chuyén 1én" cac nut lién ké dé
dam bao mét dia chi chi thuoc vé mot nat ma khong lam hong méi quan hé khong gian
gitta cac nat. Néu hai hoic nhiéu nat dugc gan cho cing mot IP dia chi, thi viéc gan
dia chi khong khong thanh cong. Thir nghiém cho thdy SLIPA c6 hiéu suat tot hon ddi
Vi s6 lugng nut tdi da co thé gan dia chi thanh cong theo cac md hinh bé tri khac nhau
cua nit. Cau tric dia chi SLIPA gidng nhu mo ta ciu tric cua SIPA nhung cac tham sé
C va D duoc xac dinh bang huong trinh nhu sau:

Q = [max(x)-min(x)]/(2r - 1)

C = [{(x-min(x)}/Q]
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D duoc tinh toan dua trén viéc Sép Xép cac nut theo toa do Y va gén s6 thur tu
dong cho céc nuat c6 cung gia tri.

D =D(k, SN)=SN néuk =1,

D = D(k, SN) = D(k-1, SN) + 1 néu k > 1

Trong d6 SN la $6 dong quét bat dau tir 0 va k biéu thi nat tha k ¢o cung toa do
Y gia tri. Két qua moé phong cho thdy ti 1é thanh cong trong gan dia chi cia SLIPA 1a
100% khi s6 lugng nat trong mang tir 700 dén 1250 néu r = 8bit.

- Uu diém: (1) Thuat toan SLIPA cai thién ty Ié gan dia chi thanh cong, cao hon
SIPA. (2) SLIPA c6 thé dat duoc ASR tét khi cac nut duge phan bd déu dan.

- Nhuoc diém: (1) Néu cac nat duoc trién khai theo phan bd ngau nhién, cac cai
thién cia SLIPA s& bi giam xudng. (2) Dong quét khong thanh cong khi s6 dong dat
dén 2r vi octet cudi cung trong dia chi IP khong thé vuot qua 2r -1.

(3) Chi dinh IP dong quét véi phdn ving sé leong bang nhau (SLIPA-Q)

SLIPA-Q st dung phan ving sb luong biang nhau thay vi phan ving khoang
cach bang nhau cia SLIPA. SLIPA-Q dya trén khai niém dong quét va mot dang toi
vu hoa cua luoc dd gan dia chi IP SLIPA. Ciu trc dia chi IPv6 cua SLIPA-Q gidng
nhu SLIPA va gia tri cia C va D dugc tinh toan dya trén phuong phap dudi day:

Q = t/(2r -1) véi t 1a tong s note trong mang.

Z = int(i/Q), véi la sb thir tu ciia note duoc tinh theo truc X va bat dau tir vi tri 0.

C=((i—i") mod (Z"-Z' +1)) + (Z"-Z' +1) néu Q >= max_node(Z)

C = ((Z+1) mod (Z"-Z' +1)) + (Z" -Z' +1) néu Q< max_node(Z).

i' chi dinh gia tri thtr tu thap nhat; Z" chi dinh gi tri zone cao nhit va Z' chi
dinh gia tri zone thap nhat.

D=D(k,SN)=SNnéuk=1
D = D(k,SN) = D(k-1,SN)+1 néu k > 1

Thir nghiém cho thiy SLIPA-Q hoat dong t6t hon SLIPA va SIPA dé gan IP voi
phan bd va sé lugng nut khac nhau. Thir nghiém SLIPA-Q 1.000 lan véi 1.000 nat duoc
trién khai ngau nhién; ty 1¢ thanh cong trong gan dia chi trung binh thu duoc boi SLIPA-
Q cao gap d6i so véi SLIPA. Véi cung ti 1 thanh cong 88%, s luong nut trung binh ma
SLIPA-Q, SLIPA va SIPA c6 thé gan thanh cong Ian luot 1a 950, 850 va 135.

- Uu diém: (1) SLIPA-Q thay thé phan ving khoang cach bang nhau bang phan
ving s6 lugng bang nhau va st dung ty sé thanh céng (ASR) lam chi s6 hiéu suat
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chinh dé thé hién kha niang gan dia chi IP. (2) Luoc d6 nay duy tri moi quan hé khong
gian gitra cac nut.

- Nhuoc diém: (1) Lugce do nay bi giéi han trong khong gian hai chiéu va khong
dé cap dén cach dé d6i pho véi tinh di dong cua cac nat trong mang. (2) Luoc do nay
ciing khéng dam bao tinh IP duy nhat.

(4) Gdn dja chi IP da chiéu (MPIPA)

Khai niém co ban cua MPIPA 1a ap dung luge d6 chiéu dé biéu dién cac nuat tir
ba chiéu khong gian thanh khong gian hai chiéu, sau d6 4p dung phan ving sé lugng
bang nhau va luoc dd dong quét duoc st dung trong SLIPA-Q dé tinh ID ving va ID
thanh vién ciia moi nut theo toa do x va toa do y cua chung. Trong MPIPA, cac nit
bao cdo thong tin vi tri ba chiéu ciia chung cho tram gdc (BS) dé yéu cau dia chi IP sau
khi duoc trién khai trong mang. BS s& thuc hién MPIPA dé xac dinh dia chi IP cua céac
nut bang cach sir dung thong tin vi tri cac nat. Cau tric dia chi IPv6 caa MPIPA duoc
nhu hinh dudi day. ID vung va ID thanh vién duoc Xac dinh twong tu nhu truong
SLIPA-Q CvaD.

Global Prefix PANID | GroupID | Zone ID | Member ID
64 bits (64-3r) bits  r bits r bits r ity

Hinh 18 Cadu tric dia chi IPv6 MPIPA

ID nhém dugc xac dinh bang cach phan chia cac toa d6 z thanh cac nhom 2r (tir
0 dén 2r -1). MPIPA sir dung hai loai cac phuong phap phan nhom:

- Phan nhém dua trén khoang cach: Distance Based Grouping (MPIPA-D). G =
(max(z)-min(z))/2" -1; Gid = int ((node(z)-min(z))/G).

- Phan nhom dua trén s6 luong: Quantity Based Grouping (MPIPA-Q).
G= gia trj thu tu cua note theo chiéu hudng Z. Q=t/2" -1; Gid = int(G/Q)

Két qua thir nghiém cho thay khi r = 9 bit trong SIPA va r = 6 bit trong MPIPA
dugc sir dung thi ty 1& gan dia chi thanh cong cua SIPA giam xudng 0 trong khi
MPIPA-D va MPIPA-Q van duy tri 100% Vv&i sé lugng nit trén 6000. MPIPA-Q co
(ASR 90%) hoat dong tét hon MPIPA-D (ASR 45%) khi s6 luong cac nat 1a khoang
80.000.

- Uu diém: (1) MPIPA m¢ rong khong gian hai chiéu thanh khong gian ba
chiéu dé gan dia chi IP trong mang. (2) MPIPA ciing c6 thé dugc ap dung trong mang
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dua trén IPV6 bang cach xac dinh ID giao dién ¢ dinh dang dia chi IPv6 tiéu chuan. (3)
MPIPA c6 thé dat duoc ASR cao hon cac phuwong phéap khac.

- Nhuoc diém: (1) MPIPA chi c6 thé duoc sir dung khi cac nat dugc ¢é dinh.
(2) MPIPA khong dam bao tao dia chi IP duy nhit cua cac nit.

(5) Chi dinh dia chi |P khong gian phan tan (DSIPA)

DSIPA 1a gan mot dia chi IP cho nut dga trén kham phd hang x6m. Trong
DSIPA, céc nut ¢6 dia chi IP ¢6 trach nhiém gan dija chi IP cho hang xém cta n6 bang
cach sir dung toa d6 vi tri. Mdi nut tao ra dia chi IPv6 bang cach chuyén vi tri thyc cua
chung vao toa do vi tri hop 1y, do d6, moi nit duy tri méi quan hé khong gian véi

nhau. Khong gian thong tin c6 thé duoc st dung dé thuc hién dinh tuyén dia Iy.

- Uu diém: (1) Méi quan hé gitra cac nit c6 thé dugc xac dinh dua trén dia chi
IP cua chiing. (2) Tiéu thu nang lugng it hon trong qua trinh tao dia chi IP.

- Nhuoc diém: (1) Pia chi trang ldp c6 thé duoc tao ra. (2) DSIPA chi c6 thé
dugc sir dung khi cac nut duogc ¢ dinh.

Danh dia chi trong IoT 1a mot trong nhitng thach thic 16n nhat trong trién khai
loT. Bang dudi day so sanh tat ca cac phuong thirc gan dia chi IPv6 khong trang thai
pho bién cho mang 10T trén co s& so sanh cac chi s6 quan trong:

Phwong phap Thé loai Phamvi | Taisir | Tiéuthu | Qua tai | Thong
gan dia chi tinh duy | dung ning | giao tiép | tinvi
nhat diachi | lwong tri

EUI- 64 Phi khong gian | Co Khoéng | Thap Khéng | Khong

Pia chiriéng | Phi khong gian | Co Co Thap Thap Khong

bia chi ma héa | Phi khong gian | Co Khong | Cao Cao Khong
SIPA Khéng gian Khéng Co Cao Cao Co
SLIPA Khoéng gian Khéng Co Cao Cao Cé
SLIPA-Q Khong gian Khong Co Cao Cao Co
MPIPA Khong gian Cod Cod Thap Thap Co
DSIPA Khéng gian Co Co Thap Thap Co

Bang 5: Bang so sanh cdac phwong phap gan dia chi IPv6 trong loT
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PHAN 3: HUONG DAN TRIEN KHAI IPv6 CHO 5G

3.1. M6 hinh kién tric trién khai IPv6 cho 5G

Mang 5G la thé hé mang mai dap (ng cac yéu cau cao hon cua mot xa hoi di
dong, duoc két ndi van vat. Vi su phat trién cua Internet, chuyén doi sé, cac ang dung
dugc phat trién mang va 1ay con ngudi la trung tim. Mang 5G hd trg nhu cau giao tiép
giita cac (g dung, giira thiét bi vai thiét bi, gitra con ngudi véi con nguoi. Gitp cudc
sbéng thuan tién, an toan va hiéu qua cao. Kién tric mang 5G duoc thiét ké dé phu hop
vé6i kha nang két ndi nhiéu thiét bi, tu dong hoa cao.

r Recursive Model
Service ‘ ._'_<—

E2E Secure Service Orchestrator
Level

Slice #1: Automotive / f = AMF l—
Factory L |
i A
Network
Level / Slice #2: loT AMF @]
/

Network Operating System

/ | Programmable Ctrl | Programmable Ctrl Programmable Ctrl /

(SDN-C)

Resources & |
Functional /

Secure Network and Service Management

Level
T — /

AS . fx A ~
M Edge Wide Area Network  Core/Central
Cloud Cloud L
!

Hinh 19 Kién triic tong quan cia mang 5G

Phan 16n cac mang 5G trén thé gidi hién nay dang trién khai theo mé hinh “5G
phu thudc” (5G NSA — Non StandAlone) sir dung chung ha ting mang truy nhap
(Access Network) va mang 15i (Core Network) sin c6 cta mang 4G. Viéc nay tan
dung thiét bi ciing nhu ving pht hién c6 giup giam chi phi, nang cao hiéu qua dau tu
va rt ngan thoi gian trién khai. M6 hinh 5G NSA chi méi chi giap cai thién toc do
truyén di liéu (eMBB-enhanced Mobile Broadband) ma chua giai quyét duoc yéu cau
d6 tré cyc thap (urLLC-ultra reliable Low Latency Communications) va dap ung s6
luong két ndi @ong thoi cuc Ién trong cing mot pham vi (MMTC-massive Machine
Type Communications). M6 hinh 5G NSA chi méi la dién thoai di dong va may tinh
bang. Vi thé ddy khong phai 12 mé hinh dé hudng dén muc tiéu 1au dai. M6 hinh “5G
doc 1ap” (5G SA — StandAlone) dugc coi 1a md hinh 5G thuc thu vdi su tach bach
hoan toan hé véi hé thong mang 4G.
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M0 hinh trién khai 5G va I trinh chuyén d6i sang mang 5G SA

Nhom chuan hoéa vé mang di dong 3GPP da dua ra cac kich ban kién tric cho
mang 5G nhu hinh duéi, gém c¢6 7 md hinh chinh va duoc chia thanh 2 nhom kich ban.
Opt. 1 ; Opt. 2 : Opt. 3

LTE user plane
LTE control plane

—— NR user plane D
-------- NR control plane

.............................................................................................................

NGEN-DC

3 0

Hinh 20 Cdc kich ban kién tric cho mang 5G

- Nhém 5G SA gom cac mo hinh: 1,2 va 5
- Nhom 5G NSA gdm cac mé hinh: 3, 4 va 7

Thuc té trién khai ctia cdc nha mang thi mé hinh 3 duogc sir dung phd bién nhat
nham tan dung hé théng va ving phu hién tai cua mang 4G. M6 hinh 2 1a kién trac
muc tiéu ma cac nha mang hudéng dén dé co duoc mang 5G thuc thu. Néu chon trién
khai mo hinh 3 thi nha mang s& can mot thoi gian kha dai dé chuyén doi sang moé hinh
2 trong twong lai. Cac mé hinh 4, 5 va 7 dwoc goi 1a mé hinh bo sung nham két hop
nang luc cua hé théng Core 5G (5GC) cung véi ving phi caa 4G. Tuy nhién mé hinh
5 duoc cho 1a khong mang lai nhiéu lgi ich vi khong tan sic manh cua chuan vo tuyén
5G NR (New Radio). Trong khi ¢4 mé hinh 4 va 7 cho phép két néi kép (Dual) 4G va
5G, khong can chuyén tiép (Hand-over) giira cac hé théng Core hoiac Access cua hai
mang. Ngay 25/02/2022, Samsung va SK Telecom tuyén bd di thir nghiém thuong
mai thanh cong mo hinh 4 lan dau tién trén thé giGi. Pay co thé coi 1a mot phuong 4n
phu hop cho viéc xay dung mang Core 5G.

40

K\.
LY

(X L]
0000

oy
’ Internet forall

=
0



Véi nhitng mé hinh nhu trén, 16 trinh chuyén doi tir 4G sang mang 5G SA cé
thé chia ra thanh 02 kich ban:

Lé trinh 1: Chuyén ddi truc tiép sang mo hinh 2. Viéc ndy doi hoi dau tu kha
I&én tir ban dau vé ca tai luc va nhan luc.

Lé trinh 2: Chuyén ddi trung gian tr mo hinh 1 => 3 => 7 => 4 => 2. Cac
buéc trung gian nay 1a tiy chon, khong nhét thiét thuc hién day du cac budc trung
gian.

SA Networking

One Step to Ultimate Architecture

5G Core

- \Dnm Split

Enhanced W - Data Split

4G BTS .

“~’Anchor ~ Anchor

Mobile | | Mobite Mobile
Option 1 ——————> Option 3x —3 Option 7x —e3y  Option 4 ——> Option 2
(Optional) (Optional) (Optional)
NSA Networking

Gradual Investment

Hinh 21 ¢ trinh chuyén déi trung gia tir mang 4G sang 5G

Lo trinh 2 tréng rat phic tap va tong chi phi ciing nhu thoi gian s& cao hon so
Vv6i dau tu mot 1an nhung viéc trién khai s& gap it rui ro va viéc dau tu timg giai doan
phu hop véi nhiéu nha mang. Dudi day 14 16 trinh minh hoa cho chién lugc chuyén doi
sang mang 5G SA ctia nha mang KT cta Han Qudc.
KT’s 5G Network Migration Plan

Phase 1 - Early 5G Phase 2 - Full-scale 5G Phase 3 - All-5G
(NSA Only) - (Mixed NSA & SA) (5G Unified Network) -

v TN

LTE-EPC LTE/NR-EPC LTE/NR-EPC | TE/NR-5GC NR-5GC NR-5GC WiFi-5GC
UE UE UE UE UE UE UE
= NSA Op. 3 w/ EPC = Upgraded NSA Op. 7 & SA w/ 5GC = All-5G network by SA ‘
= 5G hotspots on full LTE = Multi-RAT interworking w/ 2 cores = Unified connectivity by 5GC |

Hinh 22 Mé hinh chuyén déi sang 5G déc |ap tir nha mang KT Han Quéc
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3.2. Hwéng din phan hoach, cap phat IPv6 cho mang 5G
3.2.1. Hwéng din phan hoach IPv6 cho 5G

Kién tric 5G duoc xay dung dé hd tro IPv4, IPv6. Diéu quan trong trong phan
hoach, cip dia chi trong mang 5G doi hoi thiét bi dau cudi khach hang (CPE) hd trg
IPv4/IPV6.

3.2.1.1. Phan hoach IPv6 cho phin ha ting
Phan hé ha tang khong két ndi Internet st dung ving IPv6: Fc00::/7. Pay 1a
ving dia chi danh riéng cho phan hé noi bd, khong quang ba trén Internet toan cau.

Subnetting Example (Assuming - /32 for Infrastructure)
128 Bits

&
|

v

16 /32 148 /64

'&
<

v

; : Interface ID
(—) Reglons (/40 256 reglons)

<—> Functions: W|th|n region (/48 provides 256 functions)
. (eNodeB, IP-BH, MPLS Core, MME, HSS, SGW, PGW,
; Datacenter, Security etc.)

<——> Devices and subnets for each devices
' (48 — 64 provides 65,000 subnet of /64)

Hinh 23 Phdn hoach IPv6 cho hg tang 5G (nguén: ITU MUST )

3.2.1.2. Phan hoach IPv6 cho thué bao

Dia chi IPv6 phan hoach cho thué bao 1a dia chi global, dugc cap, phan bb cho
cac t6 chirc, doanh nghiép théng qua cac to chuc quan ly khu vuc (RIR), to chirc quan
Iy cdp qudc gia (NIR). Tai Viét Nam, dia chi IPv6 toan cau la dia chi dugoc VNNIC
cap, phan bb.

128 Bits

A

v

16 132 148 /64

[ — |

<—> Reglons (/40 256 reglons)
<—> Serv:ces/APN within region (/48 provides 256 )
(IMS, Internet Video, M2M, Message, Enterprise etc.)

<—k Devices and subnets for each devices **
| (48 — 64 provides 65K users within each service/APN)

v

Interface ID

Hinh 24 Phdn hoach 1Pv6 cho thué bao 5G (nguon ITU MUST)
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3.2.2. Huéng dan cap dia chi IPv6 cho 5G

Cap IPV6 cho 5G c6 thé trién khai cip dong hoic cap tinh dia chi. Truong hop
cap dong, hé thong tu dong cap va gan dia chi IP cho thiét bj nguoi dung (user
equipment — UE) 5G. Trudng hop cap tinh, hé thdng cap IP ¢6 dinh cho UE.

3.3. Hwéng din trién khai cong nghé IPv6-only cho 5G

Hién nay, cong nghé chuyén d6i IPv6 chi dao la cong nghé Dual-stack. Tuy
nhién, giai phap lau dai cho 5G, 10T la céng nghé IPv6-only. IPv6-only giup giai quyét
van dé han ché cua IPv4, ti wu chi phi quan tri. DBé trién khai mang di dong 4G, 5G,
cac nha mang trén thé gigi da Iya chon trién khai IPv6-only va sir dung giai phap cong
nghé 464 XLAT.

Sau khi chuyén sang IPv6-Only, dé mot may tram cé thé két néi dén mot may
dich IPv4-Only bén ngoai thi can c6 sy chuyén doi gitra 2 dia chi, vi thé ky thuat
NAT64 (RFC 6146) di duoc dé xuit cung Vi su két hop cua ky thuat DNS64 (RFC
6147). Dudi day la nhitng thanh phan chinh va hoat dong cua giai phap két hop nay:

- NAT64 prefix: day 1a 1 Prexfix (tién t6) IPv6 két hop dia chi IPv4 dich dé tro
thanh dia chi dich IPv6 tong hop (Synthesized). Nat64 Prefix ndy c6 thé duoc quy dinh
(Well Known Prefix - WKP) la day 64:ff9b::/96 hoac do nha mang quy hoach
(Network Specific Prefix — NSP).

- DNS64 server: Hoat dong nhu 1 DNS Server thong thudng nhung néu truy
van ban ghi AAAA cho mot tén mién khong ton tai thi né s& tiép tuc truy van ban tin
A. Pia chi IPv4 cua ban tin A s& duoc chuyén dbi sang dang HEXA rdi két hop voi
NAT64 Prefix dé tro thanh dia chi IPV6 tong hop va sau d6 tra vé truong AAAA cho
may tinh IPv6-Only.

- NAT64 router: Router ndy c6 nhiém vu chuyén ddi IPv6 ngudn thanh dia chi
IPv4 va dia chi dich IPv6 tong hop thanh dia chi dich IPv4 ban dau. D& cac géi tin c6
dich 1a IPv6 tong hop di dén NAT64 Router thi Router nay can phai quang ba NAT64
Prefix cho toan b mang IPv6-Only.

Giai phap DNS64/NAT64 du giai quyét duoc phan Iop cac yéu cau truy cap
IPv4 qua méi trudng IPV6-Only nhung van ton tai trudng hop mot sé tng dung khong
sir dung tén mién ma sir dung dia chi IPv4 trong phan IP Payload (goi la Literal IP).
Hoic néu mot dién thoai di dong chuyén sang ché do phat song Wifi (Hot-spot) cho
cac thiét bi khac (Tethering device) va cac thiét bi d6 chi hd trg IPv4-Only thi khong
thé truy cap qua mang IPv6-Only. C6 mot van dé Khac can chi ¥ d6 1a DNS64 thuc
hién chuyén doi dia chi IP4 thanh IPv6 nén no khong thé hoat dong trong truong hop
st dung giao thirc bao mat DNSSEC.
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I
PGi Dec = Hex | s
Authoritative
IPv6 user :,E:,// DNS64 server g 203.168.0.10  cbag:a l DNS server @
/ | N
I

_= S
[ DNS query: AAAA=test.comy------- >r ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ DNS query: AAAA=TEST.COMp sy
| h DNS response: NXDomain
® DNS query: A=test.com

kDS response: 64:ffob: cbag:a--4 DNS response: 203.168.0.10---wreresersorsmresorsorenee 4
l

I

|

| 2402:/001::3 | 64:ffob::chag:a || Data | T|1o3.153.222.9| 203.168.0.10 | Data |

Hinh 25 Gidi phdp chuyén déi sang thudn 1Pv6 DNS64/NAT64

Chinh vi thé k§ thuat 464XLAT (RFC 6877) da ra doi. Ky thuat nay giai quyét
triét dé nhitng van dé cua giai phap DNS64/NAT64. Dudi ddy 1a thanh phan chic
nang va hoat dong cua giai phap 464XLAT.

UE NodeB/eNodeB/gNodeB GGSN/PGW P
IPv6 IPv6 EJ
| PLAT-NAT64 o
CLAT NAT46 @! DNS64

—

SGSN/SGW —;//‘/\\A
IPva &
IPva (g == Q “ R/EJ

Soure IPv6 prefix
2001:a:c:d::/96
Destination IPv6 prefix

cmepefealORr 0 T T TT T T DNS query: AAAA=ipv4only.arpa—-—-—-— === == —— »
2001:a:e:1::/96 B ittt DNS response: 2001:a:e:f::c000:aa - === === == === '

[192.168.0.11 [ 203.12.10.5 | Data |
Hexa: c0a8:b Hexa: cbOc:a05
exar cjash Hexa: cpica [2001ac:d::c0g8h | 200Laief cboc:a05 | Data | [ 100021 [ 203.12.105 | Data |

Hinh 26 Gidi phdp chuyén doi sang thuan 1Pv6 464XLAT

- CLAT (Customer-side transLATor - RFC6145): Pay la chirc nang hoat dong
tai thiét bi dau cudi (UE) nhu dién thoai di dong, c6 nhiém vu chuyén ddi dia chi IPv4
ngudn va dich thanh IPv6 (NAT46). Thiét bi UE dugc gan mot IPv6 Prefix /64, tir d6
lay ra Prefix /96 (NAT46 Prefix) dé két hop véi dia chi IPv4 ngudn dé tao ra dia chi
nguodn IPv6 tong hop. Ddi voi dia chi dich IPv4 thi UE s& tu dong giri mot truy van
AAAA co tén “ipvdonly.arpa” dén DNS64 Server va Server ndy tra vé dia chi IPv6
tong hop c6 chita NAT64 Prefix nhu trinh bay & giai phéap truéc. Sau d6 két hop véi
dia chi IPv4 dich dé tao ra dia chi dich IPv6 tong hop. Viéc thuc hién ¢ day theo kiéu
NAT 1:1 nén duoc goi la Stateless NAT.
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- PLAT (Provider-side transLATor - RFC6416): C6 nhiém vu thyc chuyén doi
tir dia chi IPv6 tong hop (ngudn va dich) sang IPv4 va nguoc lai. Pé tiét kiém dia chi
IPv4 thi viéc NAT dia chi nguon duoc thuc hién theo kiéu N:1 hay con goi 1a Statefull
NAT. Router PLAT quang ba NAT64 Prefix nén cac nhitng goi tin c¢6 dia chi dich IPv6
t6ng hop s& di qua PLAT. PLAT c6 thé can thiép duoc 16p ung dung (Application Layer
Gateways - ALG) dé thay dbi dia chi IPv4 néu c6 trong IP Payload.

Giai phap 464XLAT két hop DNS64 kha don gian va dé dang trién khai nén 1a
duogc cac nha mang uu tién lya chon cho mé hinh IPv6-Only. Néu doanh nghiép cung
cap ddng thoi dich vu di dong va ¢ dinh c6 thé sir dung chung giai phap 464XLAT
nay dé tiét kiém chi phi dau tu va van hanh. C6 mdt yéu cau d6i véi giai phap
464XLAT @6 1a thiét bi dau cudi bat budc phai hd tro tinh ning CLAT. Ddi véi dién
thoai di dong, hé diéu hanh Android va Windows da hd trg tét tinh ning nay con iOS
thi khong hd trg. Thay vao dé Apple yéu cau tir ngay 01/6/2016, tat ca cac ung dung
dang ky 1én AppStore phai ho trg IPv6-Only.

Nhu vay giai phap DNS64/NAT64 sé hd tro cac thiét bi IPv6-Only co thé truy
cap dugc cac dich vu co dich 1a IPv4-Only va giai phap 464XLAT hd trg cac ung dung
str dung ngudn va dich 1a dja chi IPv4. Mot s6 nha mang trién khai ddng thoi ca 2 giai
phép nay va dugc xem nhu 13 giai phép triét dé nhat cho hé théng mang 1Pv6-Only.

NodeB/eNodeB/gNodeB GGSN/PGW
IPv6 dén TPV6 IPV6 EJ
/ ’ CG-NAT64
[Pv6 dén IPv4 DNS64
SGSN/SGW E

LAT-NAT46 PLAT-NAT64
/ IPv4 dén IPv4 \J\H’iEJ

— (=< =
e = ¥

Hinh 27 Gidi phdp chuyén doi sang thuan 1Pv6 két hop

Trudce sy phat trién manh mé ciia mang 5G va IoT thi xu thé chuyén sang mang
thuan IPv6 1a diéu bat bugc chir khong con 1a mét lya chon nhu trudc nira. D3 c6 nhiing
cb gang mang tinh toan cau dé thuc day viéc chuyén doi nay nhu thang 11/2016 tiéu ban
IETF IAB (Internet Architecture Board) di ra théng bao s& dung hd tro dia chi IPv4 ddi
Véi tit ca céac tiéu chuan hoic giao thirc nghién ciru méi hodc mé rong va to chac 3GPP
dang can nhac bat budc sir dung thuan IPv6 trong mang 5G doc lap. Ngoai ra nhu da
trinh bay, cac qudc gia cling dang quyét tim hudng téi mang thuan IPv6.
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Dbi véi 5G, sau nhitng thanh cong trong viéc thuong mai héa trén thé gidi, cac
giai phap cho mang 5G ciing d3 chin mudi nén viéc chuyén sang giai phap 5G doc l1ap
ngay cang duoc lua chon hon. Mang 5G doc lap s€ mé ra mot ky nguyén mdi, tao ra
nhitng co hoi méi va dap ang dugc nhitng nhu cau tién tién va dot pha hon.

IPv6 va 5G dugc xem la dang 1am thay di hé sinh thai mang. Viéc nhan thic vé
su thay d6i nay s& mang lai co hoi va lgi thé khi hoa nhap xu thé di trudc thoi cudc nhu
cuia mot s6 nha mang. Vi thé viéc phat trién 5G tai Viét Nam can c6 16 trinh phat trién
phu hop va t6i wu nhat dya trén kinh nghiém trién khai cta cac nha mang trén thé gioi.
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KET LUAN

10T, 5G la mét hé sinh thai, dugc phat trién va c6 su gan két véi nhau. Su phat
trién gan day cho thay xu thé rd rang caa su hoi tu manh mé giira 10T, 5G va IPV6.
IPV6 s& cung cap cho Internet of Things kha ning mé rong, hd trg kha ning twong tac,
kha niang bao mat; IPv6 duogc thiét ké phu hop véi dich vu di dong ciing nhu hé sinh
thai cua 5G va IoT.

Trén co s& cac chinh sach kip thoi va hiéu qua, Viét Nam vé co ban da chuyén
d6i thanh cong mang Internet sang hoat dong véi thé hé dia chi méi IPv6 va hién dang
dang & vi tri top dau cac nudc c6 ti 1& ung dung IPV6 cao nhat toan cau (tha 8 toan
cau, thir 2 khu vuc ASEAN, thir 3 chau A. Ty Ié st dung IPv6 dat 50% véi hon 50
triéu nguoi st dung Internet qua IPv6, gap 2,3 lan binh quan khu vuc ASEAN; 1,7 lan
binh quén toan cau). Mic du vay, hién chwa c6 cac két qua wng dung trién khai IPv6
trén cac dich vu cong nghé méi (ndi dung sé, cloud, 5G, 10T) — déy 1a diém khéc biét
v6i tinh hinh qudc té.

Truéc thuc trang IPv4 hoan toan can Kiét, tng dung IPv6 1a giai phap duy nhét
dé phat trién mang, dich vu, trong thoi gian t6i, van can thém cac hoat dong thic day
trién khai IPv6 toan dién trén hoat dong Internet Viét Nam, dong thoi xuac tién tng
dung IPV6 trén cac dich vu noi dung, cloud, 5G, IoT dé dam bao Viét Nam tiép tuc di
cing Vi xu thé cong nghé toan cau.

Tai liéu nay da khai quat hoa vé hién trang chuyén doi Internet sang thé hé moi
hoat dong véi IPv6; hién trang va xu thé trién khai IPv6 cho l0T; Viéc xay dung tiéu
chuan héa cho Ipv6 cho 10T; Cac phuong phap phan hoach va danh sb IPv6 danh cho
loT; K§ thuat dinh tuyén IPv6 cho IoT. Trén co s& d6, dua ra cac khuyén nghi lién
quan tdi cac thanh vién dia chi.

Céc ndi dung tai liéu phan nao hd trg cho cac td chirc, doanh nghiép Viét Nam
trong cong tac su dung dia chi IPv6 néi chung, tng dung IPv6 cho 10T noi riéng trong
xu thé coéng nghé, dich vu mai.
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PHU LUC 1: TRIEN KHAI MO HINH PHAN HOACH PIA CHI
THEO CAC TIEN TO PINH TUYEN TOAN CAU

1. Tién to /56
Mo hinh nhu sau:

Bang 1:  Bdng phdn hoach tién t6 /56

Dual IPv4 IPv6 Range

IPv4
Allocation | A B Nb A B octet Nb
0 |Of 0 |0f| 0-15
DMz 32 32
1 |0f 1] 0f| 16-31
Internal 2 |0f 39 2 |0f| 32-47 32
Servers 3 |0f 3 |0f| 48-63
4 |o-f 4 (0f| 64-79
5 | O-f 5 |0f| 80-95
Default LAN 6 lof 64 6 10Fl 96-111 64
7 |0f 7 |0-f|112-127
8 | 0f 8 |0-f| 128-143
Internetof | 9 |O-f 64 9 |0-f| 144 - 159 64
Things a | O-f a |0-f| 160-175
b |O-f b |0f|176-191
c |O-f c |0-f| 192 -207
Reserved & | d | O-f d | 0-f| 208-223
Others e |O-f 64 e |0-f| 224-239 64
f |of f | 0-f| 240-255
256 256
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2. Tién t6 /44

Mo hinh nhu sau:

Bang 2:  Bdng phdn hoach cho tién t6 /44

Dual IPv6 - IPv4 Range

IPv6 Only Range

IPv6 IPv4 IPv6
Allocation| A B C D E| Nb A B C D E|octetB-CoctetD-E| Nb A B C D E| Nb
-1 2 - ¥

DMZ o-f| 0 |o-f|O-f|O-f 2n17 0| o[of|of|lof] 0-15 0-255 A3 0-f| 0 |o-f[o-f[O-f 2n21
0-f| 1 |O-f{O-f|O-f 0] 1]|0-f|O-flO-f] 16-31 | 0-256 0-f[ 1 |O-f]O-f|O-f

Internal |O0-f| 2 |O-f|O-f|O-f 2n17 0| 2 |O-f|O-f|O-f] 32-47 | 0-256 2A13 0-f| 2 |O-f[O-f|O-f A1
Servers |O-f] 3 [O-f|O-f|O-f 0| 3 |o-f|O-flO-f] 48-63 | 0-256 0-f| 3 |o-f[O-f[O-f
0-f| 4 |o-f|O-f|O-f 0| 4 |0-f|O-f|O-f] 64-79 | 0-256 0-f[ 4 |o-f]O-f|O-f

Default |0-f| 5 |0-f[O-f]O-f 2718 0 5 |0f|of[O-f] 80-95 | 0-256 A4 0-f| 5 |o-f[o-f|O-f 2A22
LAN 0-f| 6 |O-f|O-f|O-f 0| 6 |O-f|O-f]O-f] 96- 111 | 0-256 0-f[ 6 |O-f]O-f|O-f
o-f| 7 |0-f|O-f|O-f 0| 7 |o-f|O-f]O-f]112- 127 0-256 0-f| 7 |o-f[O-f[O-f
0-f| 8 |O-f[O-f]O-f 0| 8 |0-f|O-f]O-f|128- 143| 0-256 0-f| 8 |0-f[O-f|O-f
Internet of | 0-f| 9 [O0-f|O-f|O-f 0| 9 |o-f|o-f[0-f]|144- 159| 0-256 0-f| 9 |o-f[o-f|O-f

. 2718 2714 2722
Things |0-f] a |O-f[O-f]O-f 0| a |O-f]O-f]O-f|160- 175| 0-256 0-f[ a |O-f]O-f|O-f
0-f| b |O-f|O-f]O-f 0| b |[O-f|O-f]O-f]176-191] 0-256 0-f| b |O-f[O-f[O-f
0-f| c |O-f[O-f|O-f 0| c [O-f|O-f|O-f|192-207| 0-256 0-f[ c |O-f]O-f|O-f

Reserved &| 0-f| d [O-f[O-f|O-f 278 0| d [O-f|O-f]O-f]208- 223 0-256 2A14 0-f| d |O-f[O-f[O-f 2722
Others |O-f| e |O-f|O-f]O-f 0| e |O-f]O-f|O-f|224- 239| 0-256 0-f[ e |O-f]O-f|O-f
o-f| f |O-f|O-f]O-f 0 | f [O-f|O-f|O-f]240-255| 0-256 0-f[ f |O-f[O-f|O-f

2720 2716 2024

3. Tién td /40

M6 hinh nhu sau:

Dual IPv6 - IPv4 Range

Bang 3:  Bdng phdn hoach cho tién 6 /40

IPv6 Only Range

IPV6 IPva IPV6

Allocation | A B € D E F |octetC-D octetE-F| Nb A B C D E F Nb

omz 0o ofoflofTof] 0-15 T oass [ - | [of[o[ 0 Joffof[of] .
oo/ 1][of|of|of| 16-31 | 0256 of|of| 1 [of|of|of

internal [ 0 [ 0 [ 2 [of[o[of] 32-47 | 0256 [ , .| [of]of[ 2 [oflof[of] .
Servers | 0 | 0 | 3 |0f|0f|0f| 48-63 | 0-256 of|0f| 3 |0Ff|0f|0F
0o|o/|a]|of|of|of| 64-79 | 0256 of|of| 4 [oF|of|oF
0|05 |0f|of|of| 80-95 | 0-256 0f|0f| 5 | OF|OF|OF

Default LAN =006 [0-f|0-f| 0f| 96-111 | 0256 | > 4 | [of|0f| 6 |o0f|0f|o0f| > 22
0| o/ 7][of|of|of|112-127] 0256 of|of| 7 [of|of|of
0| 0|8 |0f|of|0f|128-143| 0256 0f|0f| 8 | OF|OF|OF

internet of | 0 [ 0 | 9 [of[o-f[0-f[144-159] 0256 | | [of[of[ o [oflof[of]
Things | 0 | 0 | a |0f|0f|0F|160-175| 0-256 0f|0f| a | OF|OF|OF
0|0/ b|of|lof|of|176-191| 0-256 of|0f| b |0f|0f|of
0|0 c|Of|of|0f|192-207| 0256 0f|0f| c |OF|OF|0F

Reserved & [ 0 | 0 | d [of[o-f[of[208-223] 0256 | | [of[of[d [of[of[of]
Others | 0 | O | e |Of|0f|0f|224-239] 0-256 0f|0f| e | OF|OF|OF
0| o/ f|of|of|of|240-255] 0256 of|of| f |of|of|of

2716 2724

ey,
0 04
(X X 1L
se0r)

ee’

NIC

Internet forall

o1



4. Tién t6 /36
M6 hinh nhu sau:

Bdng 4:  Bdng phdn hoach cho tién to /40

IPv6 IPv6 IPv4 IPv6

Allocation| A B C D E F G| Nb A B C D E F G |octetC-DoctetE-F| Nb A B C D E F G Nb

DMZ 0-f| 0-f| 0 |O-f|O-f[O-f|O-f 2n25 0| 0] o]|of[oflo-fl O] 0-15 | 0-255 M3 0-f|O-f| 0 [O-f| O-f| O-f| O-f an25
o-f|o-f| 1 |O-f|O-f|O-f|O-f 0o|0|1fof|of|lOf| O] 16-31 0-256 o-f|o-f| 1 [O-f|O-f|O-f|O-f

Internal |O-f|0-f| 2 [O-f|O-f[O-f|O-f 2A95 0| 0| 2]|of|of|Of| O] 32-47 | 0-256 213 0-f|0-f| 2 |O-f|O-f]| O-f] O-f 2895
Servers |O-f|0-f| 3 |O-f|O-f|O-f|O-f 0| 0| 3|of|of|lOf| O] 48-63 | 0-256 0-f|0-f| 3 |O-f|O-f]|O-f| O-f
0-f{|0-f| 4 |O-f|O-f|O-f|O-f 0|]0]|4]|of|lOf|lOf| O] 64-79 | 0-256 0-f|0-f| 4 |O-f|O-f|O-f| O-f

Default |O0-f|0-f| 5 |0O-f|0-f|O-f|O-f 2026 0| 0] 5]|of[oflo-f| O| 80-95 | 0-256 2n14 0-f|0-f| 5 |O-f| O-f| O-f[ O-f 2126
LAN o-f|0-f| 6 |O-f|O-f|O-f|O-f 0| 0| 6 |0f|Of|Of| O] 96-111| 0-256 o-f|0-f| & |O-f|O-f| O-f| O-f
0-f|0-f| 7 |O-f|O-f| O-f|O-f 0] 0] 7 |of|Of|O-f| O|112-127] 0-256 o-f|0-f| 7 |O-f|O-f| O-f| O-f
0-f|0-f| 8 |O-f|O-f|O-f|O-f 0| 0] 8 |0-f|Of|O-f| O]128-143] 0-256 0-f|0-f| 8 |O-f|O-f|O-f| O-f

Internet of | O-f| 0-f| 9 |O-f|O-f[ O-f|O-f 2026 0| 0| 9|of[of|o-f|] O]144-153| 0-256 In4 o-f|0-f| 9 |O-f| O-f| O-f[O-f n26
Things |O-f|0-f| a |O-f|O-f|O-f|O-f 0| 0| ajof|Of|Of| O]160-175| 0-256 o-f|0-f| a |O-f|O-f|O-f| O-f
0-f| 0-f| b |O-f|O-f|O-f|O-f 0| 0| b|of|loflO-f| O|176-191| 0-256 o-f|0-f| b |0-f| O-f| O-f| O-f
o-f|0-f| ¢ |O-f|O-f|O-f|O-f 0| 0| c|Of|Of|Of| O]|192-207| 0-256 o-f|0-f| ¢ |O-f|O-f|O-f| O-f

Reserved &| 0-f| O-f| d |O-f|O-f| O-f| O-f 286 0| 0| d]|of|of|Of| O)208-223| 0-256 a4 0-f|0-f| d |O-f|O-f| O-f| O-f 2796
Others |0-f|0-f| e |0O-f|O-f| O-f| O-f 0| 0] e |Of[Of|lO-f] O]224-239]| 0-256 0-f|O-f| e [O-f| O-f| O-f| O-f
o-f|o-f| f |O-f|O-f|O-f|O-f 0| 0] f |of|Of|O-f| O]240-255| 0-256 o-f|o-f| f [O-f|O-f|O-f|O-f

228 2716 2728
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